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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3610
82.132.212. 173 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
181. 196. 19. 30 Ecuador 147.237.76. 148 gocenter.aka.idf.il Bl ock Wp Al Nets drop 1
181. 196. 19. 30 Ecuador 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
185. 112. 102. 222 147.237.76.42 |refuah.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 7
87.106.179. 116 Ger many 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1

185. 112. 102. 222 147.237.76. 42 refuah. i df.il]|20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

87.106. 179. 116 147. 237.72. 166 Ger many aka.idf.il QA Injection - Select From 2
31.168. 176. 210 147.237.72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
2.54.47. 194 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
212. 143. 165. 223 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 112. 102. 222 147.237.76. 42 refuah.idf.il ET VBB _SERVER Mii ebl ackcat scanner 1
103. 38. 200. 122 147.237. 8. 45 I ndi a eetanidf.il [ET SCAN Potential SSH Scan 1
84.109. 100. 38 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 179. 209. 166 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 69 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
5.29.0.227 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.204.71 147.237.72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
212. 25. 102. 57 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
103. 38. 200. 122 147.237.77. 243 Indi a nobi | e.idf il ET SCAN Potential SSH Scan 1
89.138. 171. 219 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
87. 69. 140. 248 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 63. 42 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.121. 93. 60 147.237.72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

5.28.154. 119 I srael 147. 237. 76. 200 [ei tan. aka. i df .i Ret r ansmi ssi on Packet dr opped. drop 531
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 252
194. 39.218.10 |Europe 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 171
80. 246. 133. 233 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdgitvrsacr;rit Wth different monitor (147
183.79.221.9 Japan 147.237.76. 200 |eitan. aka.idf.il [drop SAMrul e drop 117
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
84.108. 175. 188 I srael 147, 237.72. 167 |t shuri maka i o || S2M NG ENgine: TCP Invalid - invalid segnent retransmissi on drop 32
Ret r ansn ssi on Packet dropped.
46. 19. 85. 202 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 27
46. 19. 86. 83 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 20
46. 19. 86. 15 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 19
46. 19. 85. 135 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 18
207.241.229. 110|Wited Sates |147.237.72. 166 |aka idf.il drop SAMrule drop 18
213.57.30.120 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 18
46. 19. 85. 147 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 15
100. 100. 16. 12 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 12
46. 19. 86. 205 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
2.52.176. 249 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
109.67.115.55 [Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence mdgitvrsacr;rit Wth different monitor |11
176. 12. 147. 210 |Israel 147. 237, 72. 167 i shurimaka. i of | | €M NG Engi ne: TCP Invalid  finvalid segnent retransmission drop 10
Ret r ansni ssi on Packet dropped.
66.249. 65.103 |United Sates |147.237.77. 234 |hal ag.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission dr op 10
Ret r ansn ssi on Packet dropped.
213.57.225.215 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149.219 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or
46.19.86.217  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on, drop 9
Ret r ansn ssi on Packet dropped.
192.114.3.241 |lsrael 147.237.77.74 |lawidf.il drop SAMrul e drop 8
176.12.144.77  |Israel 147, 237, 72. 167 i shurimaka i cf || @M NG Bngine: TCP Invalid  invalid segnent retransnissi on drop 8
Ret r ansn ssi on Packet dropped.
74.63.228.226 |Uited Qates [147.237.72.166 [aka.idf. il Bad TCP sequence mdgirsi”;"zt wth dfferent moni tor |7
81.218.154.38 |[Israel 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 198 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 205 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
84.109.76.220 |lsrael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
112.198.64.25 |Frilippines  |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 187 I srael 147.237.72. 167 |i shuri maka. i of . i [dr op SAMrul e drop 6
62.219. 168. 120 | srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
79.182.13.168 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
46.19. 85. 198 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 248 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
5.29. 213. 82 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on, drop 6
Ret r ansn ssi on Packet dropped.
46. 19. 85. 73 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
185.3.144.16 |l srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
37.26.149.171 |[lIsrael 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.180. 226. 214 |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dropped.
95.35.145. 175 |l srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Inval i d sequence nunber alert 5
95. 35. 145. 175 |l srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Inval i d sequence nunber noni t or 5
185.3.144. 163 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
94.230.86.162 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
185.32.179. 165 |l srael 147.237.72. 166 |aka i df . i Bad TCP sequence mﬁsg reansm wehdifferent | oonitor |5
213.57.141. 237 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
77.125. 75. 44 I srael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
95.35.145.175 |Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
95.35.145. 175 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 238
176.13.5.122 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 188
176.13.5. 122 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 182
95.35.145. 175 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 117
95. 35, 145.175  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 110
2.54.156. 162 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 82
5.28.154. 119 | srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 72
2.54. 156. 162 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 46
109. 67. 101. 125 |I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 37
37.26.146.242 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 17
46.19. 86. 142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 15
77.126.85.101 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.126. 85. 101 B ock 15
85. 64. 190. 69 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ Bl ock 6
79.178. 140. 243 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
84.111.36.103 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/giyus/ mai n/ hone/ def aul t. aspx Bl ock 3
37.26.147.219 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 75 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
183.79.223.58 |Japan 147.237.77.74 [lawidf.il Ml tiple Unaut hori zed URL Access from 183.79. 223. 58 B ock 3
185. 3. 144. 163 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 2
204.13.200.200 |11 |147.237. 77. 216 |dover. i f . | D stri utec 1?;;}2%;?&%&?2222” Bock  [2
85. 64. 190. 69 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/sip storagel/files/3/ B ock
109. 64. 166. 61 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
46.19. 86. 249 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None
207. 46. 13. 104 g‘;tt:: 147.237.77.216|dover.i df . i Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 2
107.178.195. 171|110 147, 237. 77. 216 |dover . i f . | D stri utec 1?;;}2;;5?&%&?2222” Bock  [2
84.95.21. 74 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/mai n/ honas B ock 2
80. 246. 133. 233 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ reset . css B ock

Unaut hori zed URL Access to
213.151.48.19 |Israel 147.237.77.216|dover. i df . il wawy i df . i1/1133-21486- he/ i df gdover . aspx&a=udved=0ahukewj 8q_2c- nr |B ock 1

j ahvnhhokhur acgqqgf gghmao&usg=af gj cnhgoezf bl d7n4uxysaj 3ci - 6ckdonw
46.19. 85. 248 I srael 147.237.77.216|dover.idf.il Uhknown HTTP Request Method odi fied-Since: in URL non, B ock 1
176. 12. 149. 153 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None
207. 46. 13. 187 ;“;tteeg 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to waw i df.il/1294-ar/waw idf.il/ar Bl ock 1
37.142.228.8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 64. 141. 157 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
2.54.156. 148 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
95. 35. 94. 181 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249. 64. 235  |Israel 147.237.77. 216 [dover . i df . i | e e e e/ dover . aspx Bock |1
176.13.5.221  [israel 147.237.0.17 Tgfy.-ilTosher ~kravi r?;sl vl _EI'(’rC;’\f'ii . iﬁ?rtzm Zrt:e;?to; ':Lua'spi(” Bock |1
84.109.165.65 I srael 147.237.76.42 |refuah.idf.i| O ted atrorized ﬁaﬁcgisp‘:‘( on Bock |1
46.19. 85. 218 I srael 147.237.77.216|dover.idf .l D stributed Unknown HTTP Request Met hod B ock 1
147.235.185.74 |l srael 147.237.72. 166 |aka. i df . i | mn:km; I??m:lr n/agg;t Zi/r;m v esource, axd None |1
79.183.116.52 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None
213.8.204. 26 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock

Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed

0102105BCF4B6104D308FE10D310176404D3080009320030003900300
37.26.146.180 |Israel 147.237.76.39 |mobi | e. nei tav. i df.i1/03100390031003000380000012F00FF, Cbser ved None 1

0102C8A5FBI9DODF1D208FEC81D3D6910F1D2080009320030003900300

03100390031003000380000012F00FF

Unaut hori zed URL Access to
95. 86. 106. 28 I srael 147.237.77.74 [lawidf.il v | aw i df . i |/ 942- 5059- he/ pat zar . aspx&a=u&ed=0ahukewj uwBr n- drj a [B ock 1

hwdgxokhdr _bf eqf ggi maa&usg=af gj cngf kbal | poq07gx! scnwm | 21 angg
62.219.134.126 |Israel  |147.237.76.42 [refuah.idf.il By 230 75, 45, 1519 ol rof e s Bock |1
176.13.20. 11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.52.51.145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
80. 246. 136. 128 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
46. 19. 86. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.12.150. 109 |Israel  [147.237.76.42 [refuah.idf.il Ot ated Lot hori zed of o e Bock |1
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