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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3173
37.142. 68. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 12
82.102.171.133 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
62.90. 161. 199 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
188. 247. 75. 151 Jordan 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
37.26.149. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

82. 80.217. 70 | srael 147.237.72. 167 i shurimaka.idf.il Bl ock_Ulp Al _Nets drop 3
82.80.217.70 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
194. 90. 115. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
118. 193. 23. 46 Chi na 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Ulp Al _Nets drop 1
124. 36. 104. 164 Japan 147.237.76. 176 test.ncore.idf.il Bl ock_Ulp Al _Nets drop 1
58.187. 37. 103 \i et nam 147.237.76. 176 test.ncore.idf.il Bl ock_Udp All _Nets dr op 1
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80. 74. 125. 29 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 2
185.32. 179. 164 |147.237.72. 166 |I srael aka.idf.il portscan: TCP Dstributed Portscan 1
117 203.27 83 |147. 237.8.27 lindia o radi matal i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 64.58. 241 |147.237.77. 216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
79.176.64.120 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 91 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
192. 115. 123. 210(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
109. 188. 125. 12 |147.237.77. 216 ?éjj;’}m dover.idf.il portscan: TCP D stributed Portscan 1
84.109. 233.54 |147.237.72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 182. 99. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Dstributed Portscan 1
59. 45. 79. 117 147.237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 203 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
208.52.161. 177 |147.237.77.216|Wited Sates  |dover.idf.il SERVER- WEBAPP Set up. php access 1
37.26.146.189  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
192.117.12.65  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

5.28.154. 119 I srael 147. 237.76. 200 |ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 591
183.79.221.9 Japan 147.237.76. 200 |eitan. aka.idf.il [drop SAMrul e drop 81
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.54.152.168 | srael 147.237.0.19  |radimatal iar i |2 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 36
Ret ransni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 32
81.199.122.97 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval i d sequence nunier noni t or 24
207.241.229. 110|lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 18
46. 19. 85. 101 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 17
5.102. 254. 159 |l srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval id ACK nunber noni t or 16
2.52.176. 149 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
80. 178. 189. 165 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
37.142.148.45 [israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrin;n;t Wth different moni tor |10
2.54.62. 147 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
213.8.159.7 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SWN drop 10
185. 18. 206. 194 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
62.90.161.199 [ srael 147.237.76.42 |refuah.idf.il  |Bad TOP sequence ﬁ%ﬁ?ﬂ? wth different monitor |8
5.102. 254. 152 [l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.86. 4 I'sr ael 147, 237.72. 167 | surimaka i i | | €A NG Engine: TQP Invalid  invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
79.182.129.40 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 32 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect
85. 65.230. 161 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval id ACK nunber noni t or
2.52.163.128 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 90 I'srael 147, 237.72. 167 | surimaka i i | | €2 NG Engine: TQP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.62.70 I'srael 147, 237. 77, 243 |mobi e ior 1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
192. 114. 163. 129]I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
82.102.171. 133 |Israel 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
82.102.171.133 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
40.77.167.61  |UWited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 166 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.62. 147 I srael 147. 237.72. 156 |anan.i df .i | Bad TCP sequence Invalid sequence nunber noni t or
77.158.88.42  |France 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsg Lansm't wehdifterent Joonitor |5
188. 120. 148. 185|l sr ael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 10 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
149. 88. 147. 147 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
2.54.55. 142 I srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54. 62. 147 I 'srael 147.237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber alert 5
77.158. 88. 42 France 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
185. 18. 206. 194 |l srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54. 62. 147 I 'srael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 5
77.158. 88. 40 France 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
77.158.88.40  [France 147.237.77.216|dover.idf.il  |Bad TCP sequence Smwaae e reansm wehdifferent | onitor |
Sreaning BEngine: TQP Invalid i i SSi
183.79.221.9  |Japan 147.237.76. 200 feitan aka. i of i1 | o ransn? ssigon :Dg‘éi!td ;eggsgg_ retransmssi on. drop 4
176.13.13.82  |israel 147. 237, 72. 167 | shurimaka i o || S NG Engine: TP Invalid - invalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
40.77.167.47  |Wited States |147. 237, 76. 200 |eitan aka ict.i1 || S NG Engines TP Invalid - invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
77.158. 88. 41 France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 166 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.54.1.201 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
77.158.88.41  [France 147.237.77.216|dover.idf.il  |Bad TCP sequence Smwaae e reansm wehdifferent | onitor |
85.65.230. 161 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.22. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Code (404) B ock 210
176.13.22. 23 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 104
5.28.154. 119 I srael 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 90
46.19. 85. 225 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 84
2.54.152. 168 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 81
176.12.150.79  |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 78
176.13.22.23  [Israel 147.237.0.19 |madimatal .idf.il  [1o0 M of the Sane Response Cbde (403) in Session from Bock |55
176. 13. 22. 23
176. 13. 4. 240 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 47
176.13.11. 253 |[lIsrael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Code Bl ock 43
2.54.152. 168 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 40
212.25.102.57 |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Mny of the Sane Response Code (404) in Session from Bock |35
212.25.102. 57
185. 32. 179. 254 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 25
183.79.221.9 Japan 147.237.76.200|ei tan. aka.i df .i | Mil tipl e Abnormal |y Long Request from 183.79.221.9 B ock 19
183.79.221.9 Japan 147.237.76.200(ei tan. aka. i df . i | Mitiple Illegal HITP Version from183.79. 221. 9 B ock 19
176.12.150.79 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 8
176.13.22.234 |lIsrael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from176. 13. 22. 234 B ock 7
46.19. 85. 225 I srael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6
185. 32. 179. 204 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
176.13.22.117 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 3
2.54.62.70 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df . i/ mai n/ gi yus/ general . aspx |B ock 3
Lhited www, chamat z. aka. i _ _
207.241. 226. 42 Sates 147.237.77. 226 df il Ml ti pl e Uhaut horized URL Access from 207. 241. 226. 42 B ock 3
176. 12. 137. 236 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
176.13.0. 216 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
2.54.56.179 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.17.161 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code Bl ock 2
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82.80. 196. 44 Bl ock 2
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt F rst Nane in
79.177.188.41 |[Israel 147.237.76.42 |refuah.idf.il ww ref ua. atal i df i |/ 1518- he/ ref uah. aspx B ock 2
Lhi ted . . D stributed Unaut hori zed URL Access on
204.13.200.200 fo . 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
176.13. 6. 58 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
192. 116. 160. 49 |l srael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to www cogat . i df.i1/894-he B ock 2
185. 32. 179. 164 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . il |Wauthorized URL Access to waw chi nuch. aka. idf.il/404. htm B ock 2
Unaut hori zed URL Access to
. . wawv ref ua. atal . i df.il/1256-he/ r ef uah. aspx&a=u&ed=0ahukewi pj 8677d
95.86.70. 36 | srael 147.237.76.42 |refuah.idf.il rj ahvbhbgkhvnkbyqqf ggxmau&usg=af gqj cnednnsd4ekw3ac366wui Owxpe Bl ock !
gsow
. . D stributed Lhaut hori zed URL Access on
37.142.148.45 |lsrael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ st yl ef shar ed) r eset . css B ock 1
79.183.9.59 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
Lhited . - D stributed Lhaut hori zed URL Access on
208.184.112.74 o o 147.237.77. 216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
176.12. 145. 117 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.52.9. 207 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Lhaut hori zed URL Access on
149.78.167.29 [l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
68. 180. 228. 112 LSthlatt:sd 147.237.77.216|dover . i df . i | Paranet er Type M ol ati on PageNumin waw i df . il/1395-en/ dover. aspx Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.195.163|g 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Lhaut horized URL Access on
62.90.161.199 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
37.26.147.155 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
173. 252. 112. 103 g;g: 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. - Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19795- he/ i df gdover . aspx Bl ock 1
183.79.223.58 [Japan 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 183. 79. 223. 58 B ock 1
109. 67.115.55 |l srael 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
95. 86. 83. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
-kosher-kravi . i df |Ostri i
37.142.153.37 |Israel 147.237.0.16 |1V KOSher-kravi.idf oistributed Unauthorized UR Access on Bock |1
il wn ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx
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