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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3158
168. 235. 197. 80 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover_Gon_Linmt_Htps dr op 28
213. 8. 129. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
87.69.52. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
109. 67. 203. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
217.132.48.176 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

81. 218. 105. 235 | srael 147.237. 72. 166 aka.idf.il ock Udp Al _Nets drop 3
115. 239. 228. 8 Chi na 147.237. 76. 200 eitan.aka.idf.il |JLM Under Attack Con Htp dr op 2
173.195.0. 21 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1

85. 25. 43. 94 Ger nany 147.237.76. 198 e.yohal an.idf.il |Bock Wp All Nets drop 1
212.179. 177. 148 | srael 147.237.72. 166 aka.idf.il bl ock-sp-traf1 drop 1
168. 235. 197. 80 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
212.179. 177. 148(147. 237. 77. 216 I srael dover. i df il SERVER APACE Apache nod_ssl non- SSL connection to SSL port |,

deni al of service attenpt

174.1. 80. 244 147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stri buted Portscan 1
80.246. 137.26  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.55. 233 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.85.31.170 |147.237.0. 16 E;Z:::I”i o ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
166. 63. 125. 149 |147.237.77.179|Whited Sates  |e. nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
78.193.2.8 147. 237. 72. 167 |France i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.146.139 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
168.235.197.80 |[Uhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 79
S SYNretransnmit wth different .
82.166. 185. 109 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal @ noni t or 68
219. 143. 118. 237|Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
. . SYNretransnit wth different
82. 166. 185. 109 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e alert 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
195. 200. 205. 25 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 32
109. 66. 144. 43  |Israel 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
Sreaning Engine: TQP Invalid i i sSi
2.54.160.225  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 18
Ret r ansm ssi on Packet dropped.
109. 66. 144. 43 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST alert 15
46. 19. 86. 138 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
80.246.137.26 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence noni t or 12
188. 165. 234. 129|France 147.237.77. 216 |dover. i df il drop SAMrul e drop 10
46. 19. 86. 138 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
5.29.113.35 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 10 I srael 147.237.72. 167 |ishwimaka i df.i[Bad TCP sequence Inval id AGK nunber noni t or
s SYNHAK retransmit with different .
62.0. 6. 226 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence vi ndow scal noni t or 8
46.19. 85. 21 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 167 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or
219. 143. 118. 237|Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80.246.137.26 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit with different oo vor |
w ndow scal e
Sreamng Engine: TCP Invalid Invalid segnent retransnission
183.79.221.9 Japan 147.237.76. 200 |ei tan. aka. i df .i | 0 ' dro 6
Ret r ansmi ssi on Packet dr opped. P
212.179.21.194 |Israel 147.237.76. 177 |ncore.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 6
219. 143. 118. 237|Chi na 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 5
62. 0. 6. 226 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
62.0.6.226 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
219. 143. 118. 237|Chi na 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d sequence nunber noni t or 5
219. 143. 118. 237|Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.116.63.198 |Israel 147.237.72. 156 |anan. i df .i dr op First packet isn't SN drop 4
46.19. 85. 131 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert 4
77.87.228.72 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.19.85.42  |isreel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt with different aert 4
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
176.13.20.230 |israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
37.142.138.62 [l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
46. 19. 85. 131 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.19. 85. 42 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnmt wih different monitor |4
W ndow scal e
217.132.48.176 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
213.8.129.147 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TCP Invalid i i SSi
194. 114. 146. 227 |1 srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
176.12.148. 124 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 3
37.26.146.177 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
80. 246. 137. 26 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
31.210. 186. 195 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 3
2.54. 153. 187 I srael 147.237.77. 243 |nobi | e. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
62.219. 163. 253 I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
80. 246. 137. 26 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i SSi
79.183. 180. 140 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
207.232.27.5  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
79. 176. 225. 236 |I srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
185.27.105.84 | srael 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.12. 148. 124 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 69
46. 19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 54
183.79.221.9 Japan 147.237.76.200(ei tan. aka. i df . il Ml tiple Abnornal |y Long Request from 183.79.221.9 B ock 46
183.79.221.9 Japan 147.237.76.200|ei tan. aka. i df . i | Mitiple Illegal HITP Version from183.79.221.9 B ock 46
2.54.152. 231 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 29
79.178.210.37 [Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 18
2.54.23.96 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 10
. . . Paranmeter Type Mol ati on NewPassword in
176.13.23.230 |[lIsrael 147.237.77.243|nobi | e.i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 9
79.178.210.37 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
46.19. 86. 119 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
147. 236. 38. 135 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 147. 236. 38. 135 B ock 3
194. 114. 146. 227 |l srael 147.237.76.200(ei tan. aka. i df.il Dstributed Too Miny of the Sane Response Code (404) B ock 3
; . . O stributed Lhaut hori zed URL Access on
107.178.195. 167|lhited Sates  |147.237.77.216 |dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 2
37.26.147.141 |[israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
176. 13. 4. 240 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
176.13.19. 57 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
46.19. 86. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . Mil tiple Lhtraceabl e SSL Sessi ons from212.179. 177. 148 (Prot ocol
212.179.177. 148l srael 147.237.77. 216 |dover. i df .i | viol ation (SS. CONN QLI ENT HELLO)) None 1
109. 226. 48. 112 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
84.110.83.177 | srael 147. 237.72. 166 |aka. i df . i | thknown Pararet er __V ENSTATEENCRYPTED i n None 1
wn aka. i df . i |/ nai n/ sachar/request . aspx
. . DO stributed Lhaut hori zed URL Access on
37.26.146.156 |Israel 147.237.77.233|atal . i df . il 147, 237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
. . DO stributed Uhauthori zed URL Access on
195. 200. 205. 25 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css B ock 1
183.79.221.9 Japan 147.237.76.200|ei tan. aka. i df . i | Abnornal |y Long Request request version B ock 1
176. 12. 144. 243 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
62. 90. 35. 105 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwidf.il/watch Bl ock
’ . - Unhaut hori zed URL Access to
207.241.226.42 |Wited Sates |147.237.77. 170 |maar achot . i df . il naar achot i f i1/t enpl at es/ gener al / gener al . aspx B ock 1
40.77.167. 98 Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
184. 105. 247. 196|lnited Sates |147.237.72.167|i shurimaka.idf.i|l |Unauthorized URL Access to 147.237.72. 167/ Bl ock
82.166. 185. 109 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text.css |Bl ock 1
68.180.228. 112 |United Sates  |147.237.77. 216 |dover. i df . i | Faraneter Type Molation Pagefumin Bock |1
waw i df . i | /1283- en/ dover . aspx
176. 13. 21. 94 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
212.179. 177. 148|l srael 147.237.77. 216 |dover . i df .i | (SSL OONN CLI ENT HELLO) None 1
Russi an ny-kosher-kravi . i df |ostributed Whauthorized URL Access on
95.108.132. 166 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl ates/| ogi n/ I ogi n. aspx B ock !
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 |[hited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
80. 246. 130. 154 |I srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Caracter in LR /nainkapatz/res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
183.79.221.9 Japan 147.237.76.200(ei tan. aka. i df.il I11egal HITP Version xxY x“x"xsx’ HITP/ 1.0 B ock 1
66. 249. 64. 75 I srael 147.237.76.200|ei tan. aka. i df . i | thknown Paranet er sear chText in None 1
virwy ei tan. aka. i df . i1/983-en/ ei tan. aspx
] . . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.195. 171|thited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
2.54. 157. 247 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
185. 3. 146. 186 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None
. . Unaut hori zed Method CPTI ONS for
84.94.38. 200 I srael 147.237.72.166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
] . . Paraneter Type Mol ati on PageNumin
68.180.230.224 [Wited Sates [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1109- he/ nakhal . aspx Bl ock 1
46. 19. 86. 213 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
147. 236. 38. 135 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df.il/ B ock 1
104. 236. 113. 214 147.237.76.30 |hi nush.idf.il Unaut hori zed Method HEAD for / B ock 1
37.26.147.210 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . DO stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.16. 12 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None
80. 246. 130. 154 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LRL from80.246.130.154  |B ock 1
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