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Nunber
(6]
At acks

M dover.idf.il
M nadi matal .idf.il
Meitan aka.idf.il
M aka.idf.il
M mobile.idf.il
M ishurimaka.idf.il
I aman. i df . il
M navy.idf.il
mny- kosher -kravi . i df.il
M refuah.idf.il

B 167. 114. 156. 16
79. 178. 210. 37
[ 2.54. 184. 37

138. 134. 192. 10
Bl 194. 114. 146. 227
M 41.33.231.90

Top Attackers

[ 176. 13. 12. 204
Il 188. 165. 234. 129

185. 120. 126. 58
M 46. 19. 86. 224
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3636
178. 162. 216. 39 Ger many 147.237.76. 30 hi nush. i df .i| |TGP handshake viol ation, first packet not syn dr op 2794
185. 32. 179. 73 | srael 147.237.77. 216 dover.idf.il |lInvalid TP Hags drop 6
84.109. 112. 159 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page F ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address ‘Site |Sgnature |Eevi ce Action |Count ‘
185. 112. 102. 222 147.237.76.200 |eitan. aka.idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 7
188. 165. 234. 129 |France 147.237.77.216 |dover.idf.il 16643: HITP. Protected File Access ( /proc/sel f/environ) B ock 2
106. 38.241.106 |Chi na 147.237.77.170 |maarachot.idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
185. 112. 102. 222 147.237.76.200 |eitan. aka.idf.il |20085 HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

188. 165. 234. 129(147. 237. 77. 216 |France dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
203. 197. 205. 118(147. 237. 77. 176 |Indi a matpash.idf.il |ET SCAN NMAP -sS w ndow 4096 1
185. 112. 102. 222(147. 237. 76. 200 eitan.aka idf.il [ET WEB_SERVER Mii ebl ackcat scanner 1
N . |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
212.179.177. 148|147. 237. 72. 167 |l srael ishurimaka.idf.i . . - 1
deni al of service attenpt
203. 197. 205. 118(147. 237. 77. 176 |I ndi a matpash.idf.il |ET SCAN NMVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i ssi
138.134.192. 10 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |y, 32
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
176.13.12.204 |Israel 147. 237.77. 243 |nobi l e. i df . i1 Streaning Engine: TCP Invalid |invalid segnent retransnission drop 25
Ret ransm ssi on Packet dr opped.
185. 120. 126. 58 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 14
Sreaning Engine: TGP Invalid i i ssi
194. 114. 146. 227 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
Vb Server Enforcenent HTTP Deni
207. 241. 229, 110|Ui ted Sates  |147. 237. 72. 166 |aka i of . . Véb Servers S ow HITP Denial of | 12
Mol ation Service
138.134.192. 10 |l srael 147.237.72. 167 |ishurimaka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect
185. 120. 126. 58 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 75 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
Sreaning Engine: TGP Invalid i i ssi
192. 117. 150. 233|l srael 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46.19.85.75 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
185.32.179.73  |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
185.32. 179. 183 |l srael 147. 237.77. 243 |nobi l e. i f . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
2.54.155. 233 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 224 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 67.129.86 |Israel 147. 237. 72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
46.19. 85. 176 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi
213.151.53. 141 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
90. 35.247.235 |France 147. 237. 77. 216 |dover. i df . i | 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.64.190 |lhited Sates |147.237.72.166 |aka idf.il 9 =9 Invalid segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
5.28.157.243  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
62. 219. 147. 203 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Russi an o Streaning Engine: TCP Invalid |invaid segnent retransnission.
5. 255. 253. 188 erat i on 147.237.72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
213.57.129.222 [Israel 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert
93.172.55. 19 I srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid i i ssi
207.46.13. 1 Wited Sates  |147. 237. 77. 243 |nobi l e.i o i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
213.57.129. 222 |[Israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
5.22.131.200  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 224 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
213.57.129. 222 | srael 147.237. 72. 156 |anan. i f .| Bad TCP sequence SINAK retransmt with different | oo |3
w ndow scal e
46. 19. 86. 224 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 2
194.90.83.233 [Israel 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SIHAK retransmt with different | oo |2
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
66.249. 65.103 |Uited Sates  |147.237.77. 234 |hal ag.i f .i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
157.55.39.61  |lWited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
46.19. 86. 224 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
212.235.98. 139 |[lsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber nmoni t or
Sreaning BEngine: TQP Invalid i i ssi
66.249.65.109 |Wnited Sates  |147.237.77.234|nal ag.idf. il g =g Invalid segnent retransmssion. g ., 2
Ret ransm ssi on Packet dr opped.
46. 19. 86. 224 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 2
37.46. 39. 47 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
84.94.163. 72 I srael 147.237.72.167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2
84.108.83.137 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
184. 105. 247. 244|Wnited Sates  |147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocation enf or cenent Sﬁ?;ggi'ﬂf” I nbound drop 1
80.178.11.137 |[Israel 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
218.22.211.69 |China 147.237.8.50 |e.tikshw.idf.il |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
62.0.6.222 I srael 147.237.72.167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 1
208.54.86.192 |lhited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 88 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
138.134.192. 10 [Israel 147.237.76. 200 |ei tan. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from Bl ock 203
138. 134. 192. 10
79.178.210.37 [Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 174
2.54.184. 37 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 139
79.178.210.37 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 113
79.178.210.37 [Israel 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 100
2.54.184. 37 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 82
194. 114. 146. 227|I srael 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 60
2.54.184. 37 I srael 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (403) in Session from Bl ock 28
2.54.184. 37
188. 165. 234. 129|France 147.237.77.216 |dover. i df . i | PHP At enpt Bl ock 8
2.54. 176. 240 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 5
188. 165. 234. 129|France 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df . il/good. php B ock 4
188. 165. 234. 129|France 147.237.77.216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 188. 165. 234. 129 Bl ock 4
176.12.150. 63 |[lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode B ock 3
91.135.102. 189 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
176.13.0. 20 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176. 13. 8. 80 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 3
. . . Unaut hori zed URL Access to
176.13. 8. 80 I srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 3
2.54.57.25 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
176.13.12. 204 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock
46. 19. 86. 28 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LR. Access to nobil e.idf.il/sachar/index B ock
m ny- kosher - kravi . i
176.13.20. 185 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
m ny- kosher - kravi . i i 003
176.13. 20. 185 |1 srael 147 237.0.17 rry Paranet er Type Mol ation ptl nt ent A apel—bl der 1$t xt Per sonal 1 d B ock 2
df.il in mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
2.54.3.43 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.23.101 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66. 249. 66. 63 I srael 147.237.76.86 |[navy.idf.il Ml tiple Unauthorized URL Access from 66. 249. 66. 63 Bl ock 2
176.12.150.52 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unhaut horized URL Access from 68. 180. 228. 112 B ock 2
176.31.15.195 |France 147.237.77. 216 |dover.idf .il Paraneter Type Molation lang in wwidf.il/1397-en/dover.aspx  |B ock 1
. - Unhaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover.idf .il 147, 237.77. 216/ 1133- 17163- he/ dover . aspx Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.195. 171|Wnited Sates  |147.237.77.216 [dover. i df. il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wanidf.il/nivtza B ock 1
. - Unaut hori zed URL Access to
66.249.64.56  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8956- he/ r ef uah. aspx Bl ock 1
. . . Unaut hori zed Met hod PCST for
138.134.192. 10 (I srael 147.237.76.200|ei tan. aka. i df . il vow ei tan, aka i df . | / 1105- he/ cont act us. aspx None 1
37.142. 64. 49 I srael 147.237.77. 170 [maar achot . i df . i | Ostributed PHP A tenpt B ock 1
2.52.50.97 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
; . . D stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates [147.237.77.216 [dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
185.24.233.96 |Ireland 147.237.77. 216 |dover.i df . il Enail collector robots 14 B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 3 I srael 147.237.76.86 [navy.idf.il navy. i df . i 1/ yohal an/ f or uns/ asp/ shof or um asp Bl ock 1
62.219. 147. 203 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.195. 171|Wited Sates  |147.237.77.216 [dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
’ . - Unaut hori zed URL Access to
68.180.228.175 |lhited Sates [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9709- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher - kravi . i j i
176.12.138.34 |Israel 147.237.0. 17 my llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
37.142. 64. 49 I srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to ww maarachot . i df . il/xmrpc. php B ock 1
; . . Unhaut hori zed URL Access to
208.184.112.74 |lnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
Russi an ny-kosher-kravi.idf.i|oistributed Unauthori zed URL Access on
95.108.132. 184 Federation 147.237.0.16 | ww ny- kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock !
185.24.233.96 |ireland 147.237.77. 216 |dover. i df .i | eMii | Hoarding B ock 1
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
. . O stributed Unaut hori zed URL Access on
66. 249. 64. 13 I srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
109. 66. 43. 144 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/navy/ B ock 1
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