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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|site

|signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3426
220.176. 69. 196 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets dr op 1
37.26. 149. 222 | srael 147.237.77. 170 naar achot . i df il Invalid TGP H ags drop 1
54.87.120. 94 Lhited Sates 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

37.205. 0. 60 Tur key 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
37.205. 0. 60 147.237.77. 74 |Turkey lawidf.il SQ Injection - Select Fom 3
213.8.204. 8 147.237.0.19 |israel madi matal .idf.i |[ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
66.249. 64.195 |147.237.72.166 |Uhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
116.121.137.5 |147.237.0.34 ok‘f’rea REPUDITC | v, idf. i1 [ET SCAN NMAP - sS wi ndow 2048 1
112 186.86. 24 |147. 237 76,30 |KOr€a Repblic fi oo ET SOAN Behavi oral Unusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
94.102.48.195 |147.237.76. 196 |Net her | ands esvivaidf.il |[ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 |147.237.8. 14 eorchot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
218. 249. 175. 233(147.237.8.14 |China eorchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
o4 157 31 198 |147. 237 77 176 |Ferto A oo nat pash. i f i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.136.88.201 [147.237.76.34 |Ger many yohalan.idf.il |ET SCAN Potential SSH Scan 1
201 175. 116.50 |147. 237 76. 34 |vexii co yohl an. i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
120. 216, 185. 1561147, 237 76. 30 |ni na i rushL i | ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116.121.137.5 |147.237.0. 34 g?rea, REPUDITC i shuv. idf. i1 |ET SCAN NVAP -f -sS 1
94.102.48.195 [147.237. 76. 199 [Net her| ands e.nakchal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 [147.237.76. 176 |Net her | ands test.ncore.idf.i|ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 |147.237.0. 200 . i df il ET SCAN NVAP -sS wi ndow 1024 1
218.249. 175. 233(147. 237.8.14 |China eorchot.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
218. 249. 175. 233(147.237.8.14 |China eorchot.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46. 19. 86. 68 I srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 55
185. 120. 126. 58 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 48
46.19. 86. 17 I 'srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 126. 58 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 24
80. 230.28.9 | srael 147.237.77. 216 |dover.i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
Sreanming Engine: TCP Invalid i i sSi
66.249.66.90 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dropped.
212.235.98. 139 |[lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 11
Sreanming Engine: TCP Invalid i i ssi
213.8.204.8 I sr ael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g o 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid ' i ssi
212.235.60.99 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
199.30.25.84  [lhited Sates |147.237.76.200 |eitan. aka idf. il 9 =g Invalid segnent retransmssion. g o 4
Ret ransni ssi on Packet dropped.
62.0.6.222 I srael 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence I'nval i d ACK nunber noni t or 4
109. 66. 141. 224 |l srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i sSi
41.139.154. 134 |Kenya 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.97.124 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.182.197.40 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
209. 133. 111. 211 |thited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 3
Sreaning Engine: TCP Invalid i i ssi
2.52.15.88 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 67. 107. 110 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
46.19. 86. 17 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TCP Invalid i i ssi
66.249.64.80  |Uited Sates |147.237.76. 200 [ei tan. aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
109.30.25.255 |Whited Sates  |147.237.77.170 [maarachot.idf.il |Bad TOP sequence SNretransmt with different mnitor |2
w ndow scal e
37.142.223. 244 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or
46. 19. 86. 68 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
176.13.15.130 | srael 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g o 2
Ret ransni ssi on Packet dropped.
46. 19. 86. 17 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 68 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
128.199. 87. 148 |9 ngapore 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enforcenent Geo- 1 ocati on i nbound enf or cenent |drop 1
216.218.206.84 |[Lhited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
46.19. 86. 201 | srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
157. 55. 39. 30 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
5.102.254.121 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
84.108.168.34 [lIsrael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 96 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 239|lhited Sates [147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
46.19. 85. 132 I 'srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
128.199. 87. 148 |9 ngapore 147.237.76. 199 |e. nakchal .idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
216.218.206.90 |[lLhited Sates |147.237.76.196|e. sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
46.19.86.201  |israel 147. 237.77. 216 |dover i df .1 | Bad TCP sequence SINAK retransmt with different 1o,y o |
w ndow scal e
. . SYNPAXK retransmit with different .
46. 19. 86. 17 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 1
167.88.7. 234 Lhited Sates |147.237.77.121|e navy.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
8.37.228. 81 g”&;ymus 147. 237.77. 216 |dover. i df . | Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
109. 66. 141. 224 |l srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.72 |Wiited Sates [147.237.8.27 |e.nadimatal.idf.i|Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
46.19. 86. 107 | srael 147. 237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 1
128.199. 87. 148 |S ngapore 147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
216. 218. 206. 114|lhited Sates |147.237.76. 197 |e. hinush.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.6 Lhited Sates |147.237.77. 227 |e. hanaz.idf . il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
216.218.206.74 |Wited Sates |147.237.77.235(sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.8.204. 8 I srael 147.237.0.19 |nadimatal .idf.il |10 My of the Sane Response Code (404) in Session from B ock 284
213.8.204. 8
213.8.204.8 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 213
176.13. 1. 234 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 8
46.19. 85. 132 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspicious Response Code B ock 8
37.26.146.131 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
46. 19. 86. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
: . ] O stributed Uhaut hori zed URL Access on
107.178.195. 171|thited Sates  |147.237.77.216 [dover. i df.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates [147.237.77.176|nat pash. i df . il vaww cogat . i df . i 1/ 2113- he/ cogat . asp Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel fi | es/ 7/ 3347, | pg B ock 1
207. 46. 13. 43 Uited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1589-en/ dover. aspxt he B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178. 195. 163|lhited Sates  |147.237.77.216 [dover. i df.i| v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249. 64. 243 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . il/1514-en/ dover. aspx. B ock 1
. . . Unaut hori zed URL Access to
176.13.15.130 |Israel 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 Bl ock 1
93.173.231.46 |Israel 147.237.77.216|dover.i df . i | Unaut hori zed HTTP Met hod Bl ock 1
66.249.64.131 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
207.46.13.187 |Wited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/1679-18967/ dover. aspx B ock
: . . Unaut hori zed URL Access to
107.178. 195. 163|Uhited Sates [147.237.77.216|dover.idf .il v i dff . i 1/ 1133- 22638- hel dover . aspx. B ock 1
66. 249. 66. 63 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/tiznoret/news/ B ock 1
185. 82. 203. 145 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/newsite/english/min.asp |B ock 1
93.173.231.46 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 10.100. 102. 2/ upnpcp/ not i fy/ event B ock 1
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
5.77.54.23 E?';gegom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68. 32. 169. 65 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/mai n/sachar/undefined |[B ock 1
Unaut hori zed URL Access to
66.249.64.9 I srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ coor di nat i ongaza/ gover nnent r r epr esent at i ve/ pages |B ock 1
/ mador ar bel . aspx
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an ny- kosher-kravi . i df |bistributed Unauthorized LR Access on
95.108.158.173 Federati on 147.237.0.16 il wawn ny- kosher -kravi . i df.il/tenpl ates/| ogi /| ogi n. aspx B ock !
66.249. 64.190 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/val tam B ock 1
5. 255. 253, 151 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs [0S At ack None 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lWnited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
} . . Unaut hori zed URL Access to
157.55.39. 101 |lhited Sates |147.237.76.31 |nakchal .idf.il nakhal i df i1/t enpl at es/ shar ed/ user cont ol s/ navrenu/ Bl ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf .il v i df i 1/ 1379- he/ dover . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8759- he/ r ef uah. aspx Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an ny- kosher-kravi . i df |oistributed Unauthorized UR. Access on
95. 108. 158. 232 Federation 147.237.0.16 il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
66.249.64. 195 | srael 147.237.72. 166 |aka. i df . i | Unknoun Paraneter catid in None 1

wan aka. i df . i1/ nai n/ rabanut/ general . aspx
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