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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3258
222.186. 21. 196 Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack_Con_Tcp drop 2
82.221.105.7 | cel and 147.237.76. 197 e. hinush.idf.il Bl ock Wp Al Nets drop 1

37. 26. 149. 222 | srael 147.237.77.170 naar achot . i df . il Invalid L4 Header Length drop 1

118. 193. 23. 46 Chi na 147.237.76. 196 e.sviva.idf.il Bl ock_Up Al _Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237. 76. 38 e.enetav.idf.il ock Wp Al _Nets drop 1

67.129. 77. 193 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
5.9.111.70 Ger many 147. 237.72. 166 aka.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
69. 30.213. 138 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.64.190 |147.237.72.166|Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45, 79. 117 147.237.8.46 [China e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
117. 206. 133. 246(147. 237. 77. 216 |Indi a dover.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.8.27 |[China e.nadimatal .idf.i |ET SCAN Potential SSH Scan 1
117. 206. 133. 246(147.237.77. 74 |India lawidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 196 |Net her | ands e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
93.168.20.172  |147.237.77. 216 |Romani a dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.186.21.196 [147.237.76.199|Chi na e.nakchal .idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
62. 38. 250. 31 147.237.76.34 |Geece yohal an. i df .| ET SCAN NMAP -sS wi ndow 2048 1
201, 173, 205. 134|147 237 76. 197 | co o i sh. i df | ET SSAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237. 77. 170 [Chi na maarachot.idf.il |ET SCAN Potential SSH Scan 1
201, 173, 205. 134|147 237 76.34 |Mexi co yohal an.idf i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 148 |Chi na gqcenter. aka.idf .i |ET SCAN Potential SSH Scan 1
119 194 54,43 |147 237 8 2 [€Orea Republic | . oL ET SI:AN Behavi oral Uusual |y fast i nbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 34 |Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
117. 206. 133. 246(147. 237. 77. 227 |Indi a e. hanaz.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.8.28 [China e nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1
117. 206. 133. 246|147. 237. 77. 170 |Indi a maarachot.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.200 |China mu.idf il ET SCAN Potential SSH Scan 1
117. 206. 133. 246(147.237.77.61 |India e.cogat.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21.196 [147.237.76.176|China test.ncore.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
62. 38. 250. 31 147. 237.76. 34 |G eece yohal an. i df . i ET SCAN NVAP -f -sS 1
201. 173. 205. 134(147. 237. 76. 177 [Mexi co ncore.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
117. 206. 133. 246(147. 237. 77. 243 |Indi a nobi | e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 120. 126. 58 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni tor |46
185. 120. 126. 58 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
5.255.253.188 |- oo 147.237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 6
90. 157. 141. 135 |[Sovenia 147.237.77.74 |lawidf.il dr op SAMrul e drop
84.109. 0. 86 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
37.26.148.193 | srael 147. 237. 77. 243 |mobi l e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
68.180.229. 121 |thited Sates |147.237.76.200 [eitan. aka. i df.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.189. 119. 104 |Uited Sates  |147.237. 77. 216 |dover.idf i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.64.70  |lnited Sates |147.237.76.200 [eitan. aka. idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
68.180. 228. 112 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
184. 105. 247. 231|Wited Sates |147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
Anonynous R . .
8.37.227.68 Pr oxy 147. 237. 77. 216 |dover . i df . i | B ock HTTP Non Conpli ant Response out of state monitor |1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
128.199. 87. 148 |9 ngapore 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.179.138.99 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
184.105.139.79 |Wited Sates |147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Sﬁ?;:z‘;ix” i nbound drop 1
141.212.122. 146|Uhited Sates  |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
74.82.47.6 Wited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240|Uhited Sates  |147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 20 Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
128.199. 87. 148 |3 ngapore 147. 237. 77. 226 "‘f":‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
79.179.138.99 |l srael 147.237.72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
66.189.119. 104 |Wnited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.92 |wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
5. 255. 253. 157 RJSf;;”ion 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
141.212. 122, 147|Wited Sates  |147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenment Sﬁ?olzgi:ﬂo” t nbound drop 1
95. 35. 81. 37 | srael 147.237.72. 167 |i shurimaka.i df . i drop First packet isn't SYN drop 1
74.82.47. 14 Wited Sates |147.237.76.200 [eitan. aka.idf . i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.142.124.53 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
157.55.39.234 |Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
. o . Geo- | ocati on i nbound
139. 196. 104. 39 |China 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
79.179.138.99 |[Israel 147.237.72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Timeout |reject
184. 105. 247. 199|Uhited Sates  [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an . . SYNtAXK retransmit with .
5. 255. 253. 157 r ati on 147.237.77. 216 |dover.i df .i | Bad TCP sequence di fferent v ndow scal e nonitor |1
141.212.122. 152|Wited Sates  |147.237.77.179|e. mazi.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.199. 87. 148 |3 ngapore 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47.16 Lhited Sates [147.237.77.19 |[lawforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
167.88.12.199 |Uhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 105|lhited Sates |147.237.76. 148 |gqcenter. aka.idf .il drop drop 1
184.105. 247. 215|Whited Sates  |147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 153|Wited Sates |147.237.77.179|e. mazi .idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.199. 87. 148 | ngapore 147.237.77.61 |e.cogat.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47.42 Lhited Sates [147.237.0.35 |[akavs.idf.il dr op drop 1
216. 218. 206. 103|lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
46.120.44.9 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
176.13.17. 39 I srael 147.237.0.15  |kosher-kravi.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 106|lhited Sates 147. 237. 76. 148 |gqcenter. aka. i df .i | dr op drop 1
84.228.88.174 |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address Atacker Target Address |Site Sgnature Devi ce

‘Count

Country Action
2.54.38. 27 I srael 147.237.0.19 |madimatal .idf.il 2024'\2? 2°7f the Sane Response Code (404) in Session from g 649
2.54.38.27 I sr ael 147.237.0.19 |nadi matal .idf.il ;02 4'\";';3' 2°7f the Sane Response Code (403) in Session from g 299
2.54.38.27 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 109
37.26.148.241 |Israel 147.237.77.243|nobi l e.i df . i | Mil tipl e Unaut hori zed URL Access from 37.26. 148. 241 B ock 3
. . . Unaut hori zed URL Access to
37.26.148.241 |Israel 147.237.77. 243 |nmobi | e. i df . i | nobi | e, o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 2
: ] . D stributed Uhauthori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 2
91.200.12.5 kr ai ne 147.237.77.216|dover.idf .l PHP Attenpt B ock 2
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
m ny- kosher - kravi .id i i
176.13.19.7 I srael 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
91.200.12.5 kr ai ne 147.237.77.216|dover. i df . il Unaut hori zed LRL Access to waw i df.il/xmrpc. php Bl ock 1
66.249. 64. 233 [l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
176.31.15.195 |France 147.237.77.216|dover.idf .l Paraneter Type Mol ation lang in wwidf.il/1397-en/ dover. aspx |Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.195. 167|lhited Sates  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
69.30.244.186 [lLnited Sates 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ wp-1 ogi n. php B ock 1
52.53. 216. 61 Lhited Sates  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wawidf.il./ B ock 1
m ny- kosher -kravi . i d _ .
176.13.19.7 | srael 147.237.0. 17 fil Mil tiple Illegal Parangter Encodi ng from176.13.19.7 None 1
2.54. 24. 240 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
Russi an . . |Unaut hori zed URL Access to
95.108.158.191 [ 2 "o 147.237.0.16  |ny-Kkosher-kravi.idf.il vaw ny- kosher -kr avi i df i 1/ obot 5. £ xt Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1086- he/ dover . aspx Bl ock 1
5. 255. 253, 151 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: sigal gs oS Attack None 1
Russi an . . |Uhaut hori zed URL Access to
178.154.243.96 |_ (o - oo 147.237.0.16  |ny-Kosher-kravi.idf.il v ny- kosher - kravi i df i |/t enpl at es/ | ogi 1V | ogi . aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.195. 171|thited Sates  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
76.189.201. 111 |twited Sates  |147.237.72.166|aka. i df .i| wdt;)p' e Wntraceabl e SS9 Sessions from76.189. 201 111 (Qpen |\, 1
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |thited Sates  [147.237.77.216|dover.idf. il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
, m ny- kosher - kravi . i d , ,
61.178.90.193 |China 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ j eecns. do B ock 1
176.31.15.195 |France 147.237.77.74 |lawi df . i Paraneter Type M ol ation Pagefmin B ock 1
waw nag. i df . i |/ 487- he/ pat zar . aspx
: . . Unknown Parangeter catid in
104. 131. 147. 112|Wited Sates 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ra/ def aul t. asp None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 4 I srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1237- hel at al . aspx Bl ock 1
. . . Unaut hori zed URL Access to
37.26.148.193 [lIsrael 147.237.77.243|nobi l e.idf . i | nobi | e, o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 1
. . . Uhaut hori zed URL Access to
180.76. 15. 25 China 147.237.76.86 [navy.idf. il navy.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
157.55.39. 172 |Uited Sates 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
91.200.12.5 kr ai ne 147.237.77. 216 |dover.idf.i |l Ml tiple Unaut horized URL Access from91.200.12.5 B ock 1
220.166. 62. 101 [Chi na 147.237.77. 170 [naar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
61.178.90.193 [China 147.237.0.19 |[nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ j eecns. do B ock 1
2.54.38.27 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
. . Paranet er Type M ol ati on PageNumin
176.31.15.195 |France 147.237.77. 216 |dover . i df . i | v i df i 1/ 1397- en/ dover . aspx Bl ock 1
: . . D stributed Uhaut hori zed LRL Access on
107.178.195. 163|Whited Sates  |147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.18  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1236- hel at al . aspx Bl ock 1
. . D stributed Uhaut hori zed LRL Access on
193. 252. 118. 176|France 147.237.72. 156 |anan. i df . i | list.ips.gov.il/robots. txt B ock 1
. . Unaut hori zed URL Access to
176. 13. 2. 106 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ nai r/ sachar /tf asi m aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.64.51  [Israel 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 8746- he/ r ef uah. aspx Bl ock 1
. . Parameter Type Molation SortOr in
176.31.15.195 |France 147.237.77. 216 |dover . i df . i | v i df i 1/ 1397- en/ dover . aspx Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.195. 167|Wnited Sates  |147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 228.175 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
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