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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3158
222.186. 34. 238 Chi na 147.237. 76. 86 navy.idf.il JLM Under At tack_Con_Tcp drop 2
74.208.172. 164 Lhited Sates 147.237.0. 34 tikshuv.idf.il |JLMPurple Gon Limt Tcp drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
177.19.158. 160 |147.237.77.212|Brazil e. dover.idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 |147.237.76. 44 [Netherlands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 |[147.237.72. 167 [Turkey i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.208.172.164 |[147.237.76. 147 |tited Sates |chinuch. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
220.79.189.33 |147.237.0.16 Okfrea Republic | oy osher-kravi . i df il Potential Sean or Brite Forze 1
74.208.172.164 |(147.237.76.39 [Lnited Sates |nobile. neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 200. 188. 213|147. 237. 76. 197 |Chi na e. hinush. i df i ET SCAN Potential SSH Scan 1
74.208.172.164 |147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN Potenti al VNC Scan 5900- 5920 1
218. 200. 188. 213|147. 237. 76. 38 |Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
177.19. 158. 160 |147.237.77.212|Brazil e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.76. 148 [Net her | ands gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
89.248.172.140 |147.237.0.19 |Netherlands nadi matal .idf.il ET SDAN Behavi or al musufal ly fast Termnal Server Traffic, 1
Potential Scan or Infection

82.117.208. 243 |147.237.0.16 ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
74.208.172.164 |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 200. 188. 213|147. 237. 76. 202 |thi na e halag.idf.il ET SCAN Potential SSH Scan 1
74.208.172.164 |[147.237.0.19 |[Wited Sates |nadimatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 200. 188. 213|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
218.200. 188. 213(147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
177.19. 158. 160 |147.237.77. 212 | azi e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
185. 120. 126. 58 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |46
185. 120. 126. 58 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 24
96. 250. 3. 16 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i SSi
66.249. 65.103 |Wited Sates |147.237.77.234|hal ag.idf.il g =g Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TQP Invalid i i sSi
27.55.158.46  |Thailand 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dropped.
82.145.220.50 |Europe 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi
66.249.78.223 |lhited Sates |147.237.77. 243 |nobil e.idf il g =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
37.26.146.138 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i sSi
77.125.85.134 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
141. 0. 14. 145 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
66.249.65. 106 |Lhited Sates |147.237.77. 234 |halag.idf.i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
167.88.7.235  |wited Sates [147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 105|thited Sates [147. 237. 76. 147 |chi nuch. aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.199. 87. 148 |3 ngapore 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
188. 44. 55. 20 R‘Sf:;”ion 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 211 |thited Sates [147.237.77. 170 [n@arachot . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 151 |thited Sates [147.237.76.34 |yohal an.idf.il drop drop 1
167.88.10.194 |[nited Sates [147.237.76.200 [eitan. aka. i of.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 46 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 105|wnited Sates  [147.237. 76. 196 |e. svivaiof . Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
128.199. 87. 148 |3 ngapore 147. 237. 77. 212 |e. dover . i df . i | Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
195. 62. 53. 168 R‘SIS::I”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
70.39.186.218 |Satellite Provid{147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
184. 105. 247. 211|Wited Sates |147.237.77.235(sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 152|thited Sates  [147.237.76.34 |yohal an.idf.il drop drop
141.212. 122, 103|Wited Sates |147. 237. 77. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cenent ﬁ?olr ggi'mon I nbound drop 1
188.44.55, 20  |ssian 147.237.0.17 | y-kosher-kravi.id gy af t ack SYN -> SYN-ACK -> RST aert 1
Federati on f.il
46. 19. 86. 185 I srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 105|wnited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- | ocati on enf or cenment ifolr (C’gignon | nbound drop 1
130.207.203.56 |[Uhited Sates |147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240|Wited Sates  |147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent ;?olr Sgi'mo” I nbound drop 1
37.26.146.169 |Israel 147.237.72. 167 |ishurimaka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
146. 185. 239. 102 RJSf;:I”i o 147.237.77. 226 ‘I’“’“"‘Cha"atz' aka. 1df-TloyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 104|Uhited Sates [147.237. 76. 147 |chi nuch. aka.idf .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
96.250. 3. 16 Lhited Sates |[147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
188.44.55. 20  |sSian 147.237.0.17 | y-kosher-kravi.id oo af t ack SYN -> SYN-ACK -> RST rej ect 1
Federation f.il
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 106|Wnited Sates  [147.237. 76. 196 |e. sviva i df i Geo- | ocati on enf or cenment ﬁ?olr ggi'mon I nbound drop 1
139. 196. 104. 39 |Chi na 147.237.72. 167 |i shurimaka. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.98 |Wnited Sates |[147.237.77.243|nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.176.23.107 |lIsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 247. 247 |Uhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.46. 39. 201 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
141.212. 122. 104|Wited Sates  |147. 237. 77. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cenent ;?olr Sgi'mo” I nbound drop 1
115. 230. 124. 164|chi na 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
188.44.55. 20  |SSIan 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST alert 1

Feder at i on
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Gountry |Target Address Sgnature Action ‘Count
207.241.226.39 |Wiited Sates 147.237.76.30 |hi nush.idf.il Mil tiple Unaut horized URL Access from 207.241. 226. 39 B ock 22
183. 79. 223. 145 |Japan 147.237.77.74 |lawidf .il Ml tiple Unhauthorized URL Access from 183. 79. 223. 145 B ock 9
89.32.71. 165 2?' dova, Republic |17 537 77 74 lawidf.il Lhaut hori zed URL Access to www | aw i df.il/tenpl at es/ honepage/ Bl ock 4
5. 29. 56. 233 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml ti pl e Uhaut horized URL Access from 46. 118. 155. 216 B ock 3
83.130.101. 210 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
84.228.35.208 |[lsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 2
207.241.226.39 [Lnited Sates 147.237.76.30 |hinush.idf.il PHP Att enpt B ock 2
46.121.203.30 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
: ] . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 23 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
109. 64. 1. 183 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wwi cogat . idf.il/xmrpc. php Bl ock 1
76.189.201.111 [thited Sates 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
91. 200. 12. 14 Wrai ne 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to waw i df.il/newsite/english/main.asp  |B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994~ 9022- he/ r ef uah. aspx B ock 1
141.212.122.97 |Uited Sates 147.237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed LRL Access to /x Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178. 195. 167 |Whited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/error. htm B ock 1
181.21.147.73 |Argentina 147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
46.118. 155. 216 [Wkrai ne 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178. 195. 167 |Uited Sates 147.237.77. 216 |dover.i df.i v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 238 |l srael 147.237.77. 216 |dover . i df . i | Vo i df i |/ nevisi t e/ novi es/ st i ke heb2. asf B ock 1
84.228.149. 183 |[lIsrael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
109. 64. 1. 183 I srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Uhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
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