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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3685
58. 229. 254. 149 Korea, Republic of 147. 237. 76. 202 e.halag.idf.il |JLM Under_Attack _Con_Tcp dr op 2
115. 231. 222. 40 Chi na 147.237.76. 44 e.refuah.idf.il [JLM Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
104. 238. 135. 81 [147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 2
46.200. 212. 254 |147.237.0.35 |Wkraine akavs. i df . i | ET SCAN Potential SSH Scan 1
104. 238.135. 81 [147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
46.200.212. 254 |147.237.0.19 |lkraine madi matal .idf.il ET SCAN Potential SSH Scan 1
104. 238. 135. 81 |147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
23.249.175.114 [147.237.77.121|Whited Sates [e navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
104. 238.135. 81 [147. 237. 76. 30 hi nush. i df . il ET SCAN Potential SSH Scan 1
23.249.175.114 [147.237.77.121|thited Sates [e navy.idf.il ET SCAN NVAP -f -sS 1
104. 238.135. 81 |147.237.72.14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
180. 153. 104. 125(147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 238. 135. 81 [147.237.0.35 akavs. i df . i | ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN NVAP -f -sS 1
104. 238. 135. 81 [147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
104. 238. 135. 81 |147. 237. 77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
104. 238.135. 81 [147.237.0.17 mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
104. 238. 135. 81 [147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
82.211. 60. 82 147.237. 77. 121 |Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 238.135. 81 [147.237.77.178 e.matpash.idf.il ET SCAN Potential SSH Scan 1
46.200. 212. 254 |147.237.0.33 |lkraine idf.il ET SCAN Potential SSH Scan 1
104. 238.135. 81 |147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
46. 200. 212. 254 |147.237.0.15 |Ukraine kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 238.135. 81 |147. 237.76. 34 yohal an. i df .i| ET SCAN Potential SSH Scan 1
199. 191. 56. 189 |147.237.76.201 |Lhited Sates |e.atal .idf.il ET SCAN NVAP -sS w ndow 4096 1
23.249.175.114 |147.237.77.121|lhited Sates |e. navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
185.106. 94. 46  [147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 238. 135. 81 [147.237.8.28 e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 238. 135. 81 [147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
179 91 90.247  |147. 237, 76. 31 cekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 238. 135. 81 [147.237.0. 19 nedi matal .idf.il ET SCAN Potential SSH Scan 1
104. 238. 135. 81 |147.237.77.234 hal ag. i df.il ET SCAN Potential SSH Scan 1
104. 238.135. 81 [147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
104. 238.135. 81 |147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature
185. 120. 126. 58 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber monitor |46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 126. 58 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 24
77.127.193.222 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 8
Sreaning Engi ne: TCP Invali d segnent retransnission
66.249.65.103 |[Wnited Sates 147.237.77. 234 |hal ag.i df .i | , - " |dro 8
% Inval id Retransm ssion Packet dr opped. P
. . SYNtAXK retransmit with .
77.127.193.222 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence di fferent v ndow scal e nonitor |7
213.57.129.15 |[lIsrael 147.237.72. 156 |aman. i df . i SYN Att ack SYN -> SYN-ACK -> Tineout [reject 6
46. 19. 85. 254 I srael 147. 237. 72. 156 |anman. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 254 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
166. 184. 167. 244|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
70. 208. 64. 51 Lhited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
S reanming Engi ne: TCP ' i ssi
2.52.47.20 I'srael 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval id Retransm ssion Packet dropped.
166. 184. 167. 244|Uhited Sates 147.237.77. 216 |dover.idf.i | Bad TCP sequence noni t or
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
213.57.212.197 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
S reaning Engi ne: TCP i i ssi
66.249.64.190 |Wnited Sates 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. |g ., 2
Inval i d Retransm ssion Packet dropped.
109. 163.234.8  |Ronani a 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow noni t or
213.57.212. 197 |Israel 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SYN drop
66. 240. 236. 119 |Lhited Sates 147.237.0.200 |rdu.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |1
128.199. 87. 148 | ngapore 147.237.76. 196 |e. sviva. i df . Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
216.218.206. 70 |Lhited Sates 147.237.76.39 |nobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 136. 137 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.47.234.59 |Fance 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
167.88.10.198 |lhited Sates  |147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent gﬁ?o'rggﬁ:nfn I nbound dr op 1
46.166. 170. 3 Li t huani a 147.237.77. 216 |dover.i df .i | Drectory Traversal directory traversal overflow noni tor |1
141.212.122.96 |lhited Sates 147.237.77. 235 |sviva. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 201. 154. 140|Net her | ands 147.237.77. 216 |dover.idf .i | Drectory Traversal directory traversal overflow noni t or 1
213.57.212.197 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 1
66.249. 64.190 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
46. 19. 85. 46 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.199. 87. 148 | ngapore 147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent Sﬁ?oizgi:]to” t nbound drop 1
89. 234. 157. 254 |France 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow noni t or
52.53.253.135 |lhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop
141.212.122.97 |Wited Sates 147.237.8.27 |e.madimatal.idf.il  |Geo-|ocation enf or cement Sﬁ?o:‘ggﬁ;'n?”  nbound drop 1
128.199. 87. 148 | ngapore 147.237.0. 17 ;“I”Iy kosher-kravi-id |qyN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.57.212.197 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
77.127.193. 222 |lsrael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
Russi an . S . Geo- | ocati on i nbound
195.62.53.168 |- (o o oo 147. 237. 76. 197 |e. hi nush. i df .i | Geo- | ocation enf or cenent enf or cenent drop 1
66.249. 64.190 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d sequence nunier alert 1
166. 184. 167. 244|Uhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 1
130. 207.203.56 |lLhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop
93. 110. 35. 189 :éxbl :2'37"" 147, 237. 72. 156 |anan. i df . i SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
71.88.0.118 Lhited Sates 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
176.10. 104. 240 |Saitzerland 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
54.183.240. 200 |lLhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop 1
141.212.122. 97 |Wited Sates 147.237.77. 235 |sviva.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
128. 199. 87. 148 |9 ngapore 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
213.57.212.197 |lIsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
183.79. 223. 145 |[Japan 147.237.77.74 |lawidf.il Mil tipl e Waut hori zed URL Access from 183.79. 223. 145 B ock 26
207.241.226.39 |tnited Sates |[147.237.77.176 |nat pash. i df . il Ml tipl e Wnauthorized LRL Access from 207. 241. 226. 39 B ock 23
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
46.19. 86. 28 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . D stributed Uhaut hori zed ULRL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
141. 8. 142. 29 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: sigal gs oS At ack None 2
84.228.37.21 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
199. 115. 117. 117|lhited Sates [147.237.0.19 |madimatal .idf.il Lhaut hori zed URL Access to 147.237.0.19/ _asterisk Bl ock 1
141.212.122.97 |Uited Sates [147.237.77.235|sviva.idf.il Unaut hori zed URL Access to /x Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsite/english B ock 1
. . . . Uhaut hori zed URL Access to
207.241.226.39 |Lhited Sates [147.237.76.30 |hi nush.idf.il chi nush. at al i df .11/t enpl at es/ news/ pi vi k. php Bl ock 1
199. 16. 156. 125 |Lhited Sates |147.237.77.216|dover.i df .i | Mil ti pl e Unauthori zed URL Access from 199. 16. 156. 125 B ock
109. 64. 194. 117 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Att ack None 1
. . Uhaut hori zed URL Access to
66.249.64.53  |Israel 147.237.77. 170 |n@ar achot . i df . i | 147. 237.77. 170/ 71864- he/ maar achot . aspx Bl ock 1
m ny- kosher - kr avi . i Il1l1egal Paraneter Encodi ng
176.12.137.65 |lIsrael 147.237.0.17 ; 9VhKxI f vybwsl @: wUSY CF J72X(5! . : {~X4h] V) ND?*-eV8B i n None 1
df.il mny- kosher - kravi . i df.i|/aj ax/ creat ecapt chai nage. aspx
] . . DO stributed Unaut hori zed URL Access on
107.178.195. 163|Wnited Sates [147.237.77.216|dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
: . ] Uhaut hori zed URL Access to
199. 16. 156. 125 |lhited Sates |147.237.77.216|dover.idf .i | v df i1 /5i p_storagel fi 1 es/ 5/ si 2e220x0/ 6255, ] pg Bl ock 1
. . . URL is Above Root Directory
109. 163.234.2  [Ronani a 147.237.77. 216 (dover. i df . i | v of i1/ / shared/cl i entscri pts/j query/] auery-1.4.2.nin. | s Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1613- 15490- he/ dover . aspx Bl ock 1
m ny- kosher - kr avi . i , _
176. 12. 137. 65 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.12. 137. 65 None 1
: . ] O stributed Uhaut hori zed URL Access on
107.178. 195. 163|lhited Sates |147.237.77.216 (dover.i df.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
213.57.145.69 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
} . . Uhaut hori zed URL Access to
52.1.214.180  |thited Sates |[147.237.77.176|nat pash. i df . il v cogat i df i1 /si p st oragel fil es/ 5/ 3895, pf / Bl ock 1
: . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Uited Sates [147.237.77.216|dover.idf.il v i1/ p storagelfi1 es/ 1/ si ze220x0/ 11591 | pg Bl ock 1
207.46.13.187 |wited Sates |147.237.77. 216 |dover. i df .i | 2aﬁ:2f°£' zed URL Access to v i df . i1/1283-19036-en/ dover. aspx fg o\ 1
] . . D stributed Uhaut hori zed URL Access on
107.178. 195. 167|thited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
216.218.206.66 |lLhited Sates |[147.237.76.39 |nobile.ngitav.idf.il |authorized URL Access to 147.237.76. 39/ Bl ock 1
54.186.248.49 |Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/1294-he/ wan idf.il Bl ock 1
_ m ny- kosher - kravi . i _ _
199. 115. 117. 117|lhited Sates |147.237.0.17 df il Lhaut hori zed URL Access to 147.237.0.17/ _asteri sk Bl ock 1
141.212.122.97 |Uited Sates [147.237.77.170|n@arachot . idf .il Unaut hori zed URL Access to /x Bl ock 1
85. 64. 244. 252 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
207.241.226.39 |Lhited Sates [147.237.76.30 |hi nush.idf.il PHP At t enpt Bl ock 1
198.90.112. 27 |Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df .il/894-en/i df gdover. aspx Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.195. 171|Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 18 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ edi i yonan/ enl ar ge. asp Bl ock 1
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