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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3301
52.53.222.9 Lhited Sates 147.237.76. 196 e.svivaidf.il |[Bock Np Al Net drop 1
185. 130. 5. 201 147.237.76. 30 hi nush. i df . i | Bl ock Wp Al Nets drop 1




12-14-2015-02:04:01 to 12-14-2015-03:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SlgnaIure Devi ce Action |Count

162. 210. 196. 100 Lhited Sates 147.237.77. 233 atal .idf.i|l |CL000106: HTTP. majestic bot B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
210. 73. 74. 204 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
210.73.74.204 |147.237.76.38 |China eemeitav.idf.il |ET SCAN Potential SSH Scan 1
210.73.74.204 [147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
187 160, 47.63 |147. 237. 76. 34 |vexi co yohal an.i o i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
210. 73. 74. 204 |147. 237. 76. 200 |Chi na eitan.akaidf.il |ET SCAN Potential SSH Scan 1
115.29.2. 4 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
210. 73. 74. 204 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
115.29. 2. 4 147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
210.73.74.204 |147.237.76. 177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
210.73.74.204 |147.237.76. 147 |hi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
210. 73. 74.204 (147.237.76. 44 [China erefuah.idf.il ET SCAN Potential SSH Scan 1
210.73.74.204 [147.237.76.39 |China nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1
210. 73. 74. 204 |147.237.76.34 |China yohal an. i df il ET SCAN Potential SSH Scan 1
210. 73. 74. 204 |147.237. 76. 202 |Chi na e haag.idf.il ET SCAN Potential SSH Scan 1
120. 24. 100. 212 |147.237.8.46 [China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
210.73.74.204 |147.237.76. 199 |hi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
115.29. 2. 4 147. 237.72. 167 |Chi na ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
210.73.74.204 |147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
115.29.2. 4 147.237.72. 14 |[China dover.idf.il(old) |ET SCAN Potential SSH Scan 1
210. 73. 74. 204 |147. 237. 76. 148 |Chi na gocenter. aka.idf.il [ET SCAN Potential SSH Scan 1
210.73.74.204 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
185. 120. 126. 58 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |50
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 126. 58 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 25
69. 73. 42. 148 Lhited Sates 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 22
S reaning Engi ne: TCP i i ssi
46.19.86. 11 I'sr ael 147. 237.72. 167 |i shuri maka. i of . i mng tngine. Invalid segnent retransmssion. | 9
Inval i d Retransmission Packet dropped.
149. 88. 80. 82 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber mnitor |6
149. 88. 80. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 13 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
65. 55. 210. 50 Lhited Sates 147.237.76. 200 |ei tan. aka. i df . | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engi ne: TCP i i ssi
46.19.85.202  |israel 147. 237.72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
79.179.141.35 |israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i Ssi
5.255.253.188  |Russian Federation |147.237.72.166 |aka. idf. il mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Ret ransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.183.54.143  |Israel 147.237.72. 166 |aka i df .| mng thgi e Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
2.54. 44, 226 I'srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46.19. 86. 11 | srael 147.237. 72. 167 |i shuri maka. i df .i | dr op First packet isn't SN drop
216. 105. 170. 98 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
Sreaning Engi ne: TCP i i ssi
79.183. 155. 164 |Israel 147.237.72. 166 |aka. i df . mng thgi e Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
46. 19. 86. 13 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
37.26.148.207 |israel 147.237.77. 226 WIAIW chamatz. aka. Tdf |oyN A t ack SYN -> SYN-ACK -> RST rej ect 2
91. 200. 12. 18 Wkrai ne 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop
176.12. 139. 103 |l srael 147.237.77. 243 |mobil e.idf i1 Bad TCP sequence Invalid ACK nunber noni t or
209.133.111. 211|lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrule drop
37.34.83. 155 ga:lcis;i':éa” Territory 1 47 237.77. 176 |mat pash. i of . i1 SYN At t ack SYN -> SYN-ACK - > Tinmeout [rgect |2
91.200. 12. 18 Wrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreaning Engi ne: TCP i i ssi
66.249.64.190 |Wnited Sates 147.237.72. 166 |aka i df . mng tngine: ! Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dropped.
108.176.155.12 [thited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 188|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
176. 12. 139. 103 |l srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d AGK nunber aert
2.184.193. 78 L;ZEH:??C 147. 237. 77. 176 |nat pash. i of . i Bad TCP sequence Invalid ACK nunber dert 1
128.199. 87. 148 |S ngapore 147.237.8.27 |emadimatal.idf.il |Geo-1ocation enforcenent gﬁ?;}:ggi'ﬂfn I nbound drop 1
208.120. 46. 224 |tnited Sates 147. 237. 77. 170 |n@ar achot . i of . | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 149|thited Sates 147.237.0.15 |kosher-kravi.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
130.193.50.10 |Russian Federation |[147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
216. 243.31. 2 Whited Sates 147. 237. 76. 176 [test. ncore. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.52.42. 151 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 153|thited Sates 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 144|thited Sates 147.237.77. 235 [sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31. 2 Lhited Sates 147.237.77. 243 |mobil e.idf i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.199. 87. 148 |9 ngapore 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.184.193. 78 L;ZEH:??C 147. 237. 77. 176 |nat pash. i of . i Bad TCP sequence Invalid ACK nunber mnitor |1
167.88.7.232  |wited Sates 147. 237. 76. 199 |e. nakchal . i of .1 Geo- | ocati on enf or cenent gﬁ?;}:ggi'ﬂfn I nbound drop 1
141.212.122. 149|thited Sates 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
130.207. 203.56 |Wnited Sates 147. 237. 76. 198 |e. yohal an.i df .| Geo- | ocati on enf or cenent Ss]?o'r 221;?” I nbound drop 1
216.243.31.2  |Wited Sates 147. 237. 76. 197 |e. hi nush. i df . | Geo- | ocati on enf or cement Sﬁ?;'rggi'nfn I nbound drop 1
2.52.42.151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122. 157 |Wited Sates 147.237.0.200 |rdu.idf. il Geo- 1 ocation enforcenent |Co0!ocation inbound drop 1
enf or cenent
46. 19. 85. 248 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
141.212.122. 145|thited Sates 147.237.77. 235 [sviva.i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.199. 87. 148 |S ngapore 147.237.76. 34 |yohal an.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
183.79. 223. 145 |[Japan 147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 183.79. 223. 145 B ock 5
46. 19. 86. 28 I srael 147.237.0.19 |madi matal . idf.i |Suspicious Response Code B ock
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
46.19.86.4 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 2
37.26.147.255 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
37.142.228. 147 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
207.241.226.39 |Lhited Sates [147.237.77.176|nat pash.idf.il Dstributed PHP At tenpt B ock 2
207.241.226.39 |Lited Sates [147.237.77.176|nat pash.idf.il [Miltiple Unauthorized UR Access from 207.241.226. 39 B ock 2
37.26.147.180 |[Israel 147.237.76.31 |nakchal .idf.il |Uauthorized LRL Access to nakhal .idf.il/page. asp B ock 1
; . . O stributed Whaut hori zed URL Access on
107.178.195. 171|thited Sates [147.237.77.216|dover.idf.il v i dff . i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79.178.38.106 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
207.241.226.39 |Lhited Sates [147.237.77.176|nat pash.idf.il PHP At enpt B ock 1
. . Unhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | i i df . i | / 1133- 19485- he/ kkkkkkk=f 862612kkkkkkk_f 8662612 Bl ock !
95.185.215.40 [Saudi Arabia |147.237.72.166|aka. i df . il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.64.190 |[lsrael 147.237.72. 166 |[aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/nain/rabanut/general . aspx None 1
] . . Unaut hori zed URL Access to
207.46.13.169 |[Wited Sates [147.237.72.166|aka.idf.il v aka. i df i 1/ i | i i t enpl at es/ vy behazdaa. or g, i | Bl ock 1
141.212.122. 97 |lnited Sates [147.237.77.19 |lawforumidf.il [Wauthorized LRL Access to /x Bl ock 1
80.230.21.177 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
] . . Unaut hori zed URL Access to
207.241.226.39 thited Sates (147.237.77.176|mat pash.idf .il [ = cogat i df i1/t enpl at es/ dynani c_nap/ pi w k. php B ock 1
; . . O stributed Whaut hori zed URL Access on
107.178. 195. 163|lhited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
207.46.13.187 |Uited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/894-he Bl ock 1
. . DO stributed Whaut hori zed URL Access on
150. 70. 173. 10  |Japan 147.237.77. 216 |dover.i df . il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.108.230.59 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df. il /mai n/ sachar/ hone B ock 1
; . . O stributed Whaut horized URL Access on
208.184.112.74 |lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8868- he/ r ef uah. aspx  |Bl ock 1
183. 79 223 145 |3 147.237.77.74 |lawidf.il Xm(;:ghlorl zed URL Access to waw nag. i df.il/sip_storage/files/ 9/ x xe 8 ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178. 195. 163|lhited Sates (147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin vww i df.il/1133-he/ dover . aspx Bl ock 1
Unhaut hori zed URL Access to
38.111.147.88 |Wited Sates |147.237.0.34 |tikshuv.idf.il |wwutikshuv.idf.il/tenpl ates/honepagel shared/ user control s/ header upper |B ock 1
/
. . DO stributed Whaut hori zed URL Access on
150. 70.173. 10  |Japan 147.237.77.216|dover.i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
89. 38. 150. 47 Rormani a 147.237.77.216|dover. i df . il Dstributed PHP Attenpt Bl ock 1
- - Unhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p._st or age/ fi | es/ 3/ 1923 pdf B ock 1
’ . . DO stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
107. 178. 195. 167|lhited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
69. 73. 42. 148 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-23001- he/ dover B ock 1
; . . Unhaut hori zed URL Access to
40.77.167.77 Uited Sates |147.237.77.176|mat pash. i df . i | waw cogat . i df . i | / about / mat ehanat pash/ pages/ dover . aspx Bl ock !
157.55.39. 132 |Uited Sates [147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to wawu tikshuv.idf.il/captcha. ashx B ock 1
89. 38. 150. 47 Romani a 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df . i|/wp-si gnup. php Bl ock 1
. - DO stributed Whaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
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