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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3274
222.186. 15. 200 Chi na 147.237.76. 201 e atal .idf.il JLM Under _Attack_Con_Tcp drop 2
93.174. 93. 153 Net her | ands 147.237.76. 176 test.ncore.idf.il JLM Under Attack Con_Tcp drop 1
87.98. 146. 126 Fr ance 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
197.131.7.74 Mbr occo 147.237.76. 44 e.refuah.idf.il Bl ock Udp Al _Nets drop 1
87.98. 146. 126 France 147.237.76. 148 gogcenter.aka. idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
109. 64. 179. 142 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
104. 219. 238. 10 |147. 237. 76. 176 test.ncore.idf.il . 1
Potential Scan or Brute Force
94.102.48.195 |147.237.77. 235 |Net her| ands svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
93.174.93. 153 |147.237.0. 34 Net her | ands tikshuv.idf.il . . 1
Potential Scan or Infection
82.211.60.82 |147.237.77. 233 |Ger many atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
222.186. 15. 200 |147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.182.170.38 |147.237.76. 201 |Chi na e atal.idf.il ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 175. 105. 31 [147. 237. 76. 34 |Mexi co yohal an.idf.il ) 1
Potential Scan or Brute Force
61.182.170.38 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
125. 208. 12. 47 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
. - ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
14.217.74.201 |147.237.0.33 |China idf.il . 1
Potential Scan or Brute Force
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
114. 33.125.57 |147.237.76.30 [Tai wan hi nush. i df i | . 1
Potential Scan or Brute Force
104. 219. 238. 10 |147. 237. 77. 235 svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
104. 219. 238. 10 |147. 237. 76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 [147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.211.60.82 |147.237.77.233|Ger many atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
82.211.60.82 |147.237.77. 233 |Ger nany atal.idf.il ET SCAN NVAP -f -sS 1
222.186. 15. 200 |147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
61.182.170.38 |147.237.76.196 |hi na esvivaidf.il ET SCAN Potential SSH Scan 1
61.182.170.38 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
121. 21. 190. 243 |147. 237. 0. 34 Chi na tikshuv.idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
185. 120. 126. 58 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or 50
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 126. 58 147. 237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber alert 26
213.57.137.52 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 12
213.57.137.52  |Israel 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 86. 226 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SW drop 7
95.90. 251. 149  |Ger many 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 205 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
46.19.86.130  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
95.90.251. 149  |Ger many 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 205 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval id ACK nunber alert 6
5.102.254.205 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 119 I srael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Inval id AGK nunber noni t or 5
5.102.254. 161 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 5
reaming BEngine: TCP Invali i i ssi
46.117.151. 212 |israel 147, 237.76. 200 |ei tan. aka. i o 1| o ST NG Engine: TCP Invalid Inval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
91.200.12.136 |kraine 147.237.77. 216 |dover.idf .il dr op SAMrule drop 4
Sreaming Engine: TGP Invalid i i ssi
82.81. 6. 83 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.87.126  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
84.228. 251. 249 |Israel 147.237.77. 243 |nobil e. i f . 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.2.241  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
77.127.229. 154 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.129.167  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.182. 210. 250 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.144.119 |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
5.102.196.220 I srael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SIHA retransmt with different oo |3
w ndow scal e
213.57.143.130 |[Israel 147.237.77. 216 |dover.idf.il  |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreaming Engine: TP Invalid i i ssi
109. 64. 152. 157 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.110.36. 1 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
79.179.107. 222 |Israel 147.237.72. 166 |aka. i df . 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
213.57.143.130 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt with different | oniior |3
w ndow scal e
Sreaming Engine: TP Invalid i i ssi
79.183.129.82 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 185. 102 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
79.180.4.254  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 222/l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
5.22.129. 167 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
207.241.226.39 |tited Sates |147.237.76.200 |eitan. aka idf.il 9 =g Invalid segent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
149. 88. 123. 137 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 213 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval id ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
149. 88. 123. 137 |l srael 147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 2
Sreaming Engine: TGP Invalid i i ssi
95.86.96.248  |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
46.19. 86. 241 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber alert 2
46.116.201.16  |Israel 147.237.76.30 |himsh.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.172. 180 I srael 147. 237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 241 | srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
141.212.122. 147|Wited Sates |147.237.8.46 |e.chinuch.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31. 2 Wited Sates |147.237.76.38 |e.e.meitav.icf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
207.241.226.39 |lhited Sates [147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized URL Access from 207.241. 226. 39 B ock 67
75.194.113.246 |[Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized Method for Known URL from 75. 194, 113. 246 B ock
207.241.226.39 |[hited Sates [147.237.76.200(eitan.aka.idf.il |[Miltiple Unauthorized URL Access from 207.241. 226. 39 B ock
207.241.226.39 |lnited Sates [147.237.0.15 |kosher-kravi.idf.i|PHP Attenpt B ock
. - . Unaut hori zed URL Access to
109. 64. 152. 157 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 3
207.241.226.39 |thited Sates [147.237.77.234|hal ag.idf.il Ml tipl e Unauthorized URL Access from 207. 241. 226. 39 B ock
66. 249. 66. 16 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i ||Uhaut hori zed UR. Access to waww chi nuch. aka. i df.il/404. htm B ock
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
176.13. 2. 40 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
84.111.122.108 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
2. 54. 169. 255 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
84.111.248.7 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
41.224.138.180 |[Tunisia 147.237.77. 216 |dover . i df . il Unhaut hori zed LRL Access to www i df.il/sip_storagelfiles/2/4912. png B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.195. 167|United Sates |147.237.77.216|dover. i df. il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
80. 246.136.36 |lIsrael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 19915- he/ dover . aspx Bl ock 1
176. 228. 187. 104|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
Russi an - . Paraneter Type Mol ation fronate in
146. 185. 234. 48 e ot i on 147.237.77. 176 [nat pash. i df . i | vaw cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 1
46. 236. 24. 53 zlnt:gom 147.237.77.216|dover.i df . il Unaut hori zed URL Access to w i df . il/894-en/i df gdover . aspx B ock 1
92.222.242.112 |Rrance 147.237.77. 243 |nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64.74 I srael 147.237.76.31 [nakchal i df il wan nakhal . i df.il/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
Uhaut hori zed URL Access to
. . www i df L i1/ 1133-20073- he/ dover . aspx&a=u&ed=0ahukewj oxzc97nnj a
164.138. 117. 40 |l srael 147.237.77. 216 |dover . i df . i | hvdr xokhvkoansqgqoubcc8wbgé&si g2=j r vl ozpcaoi j 9hr anhli 3w&usg=af gj cn B ock 1
f yuyxsl 7kgnbl i hew | q49ne7pl g
46. 19. 85. 252 I srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
107. 178. 195. 167|lhited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
82.81.35.189 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00$cphMi nScphSachar $et 113 in None |1
wn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |[Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
197.86.167. 114 |South Africa [147.237.77.216|dover.idf .l Paraneter Type M ol ation SearchText in wawidf.il/1065-en/ dover. aspx B ock 1
Russi an . . Uhaut hori zed URL Access to
146.185. 234. 48 Federation 147.237.77. 176 [mat pash. i df . i | ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
95. 108. 158. 144 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs [0S At ack None 1
75.194.113.246 |lLnited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod HEAD for wan aka. i df.il/sachar/l ogi n/ B ock 1
66. 249. 64.230 |Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
176.13.0.76 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
46. 19. 86. 62 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.195. 171|Uhited Sates |147.237.77.216|dover. i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.109. 1. 219 I srael 147.237.77. 216 |dover.i df . il O stributed Lhauthori zed URL Access on www i df.il/https:/wanidf.il/ B ock 1
Unaut hori zed URL Access to
212.76.109. 183 |Israel 147.237.77.216|dover. i df .i |l wawy, i df . i |/1133-21570- he/ i df gdover . aspx&a=u&ed=0ahukewj or puy8 |B ock 1
dnj ahvf 8r gkhaglci ggf ggi maa&usg=af qj cngkxkpt obpol 8pgxzxft d95ssti i w
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx Bl ock 1
157.55. 2. 191 Lhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ scri pt resour ce. axd B ock 1
2.52.174. 106 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
104. 131. 147. 112|United Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df . i1/ newsite/ hebrew nai n. asp B ock 1
] . . - Unaut hori zed URL Access to
207.241.226.39 |[Wited Sates |147.237.76.200(eitan. aka.idf.il vanw i tan. aka, i o .i |/t enpl at es/ honepage/ homepage. aspx Bl ock 1
79. 176. 48. 57 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
46.19. 86. 130 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
213.8.204.22  |israel 147.237.72.166 |aka. i df . i | llegal Byte Cde Qaracter in URL [nain/kapat2//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
Unaut hori zed URL Access to
164. 138. 117. 40 |israel 147.237.0.34  |tikshuv.idf.il waw ti kshuv. i df . i1/901-7728- he/ ti kshuv. aspx&a=u&ed=0ahukew oxz 8 ock 1

c97nnj ahvdr xokhvkoansqgoubcdswcg&si g2=bucj t nr hi j agét mnxpsuvf adus
g=af gj cner gd2i yf 4i vj 8tk-wgl ff n2vt _ya
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