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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3127

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 957

82. 145. 209. 39 Eur ope 147. 237. 76. 42 refuah.idf.il B ock Ip Véb In drop 16
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2

115. 231. 222. 40 Chi na 147.237.76. 148 ggcenter. aka. i df.il|JLM Under Attack Con Htp drop 2

46. 166. 139. 20 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count |

136. 243.110. 172  |Ger many 147.237.77.234 |hal ag.idf.il [21609: HITP. pChart Drectory Traversal Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
177.19.158. 160 [147.237.77.121 |Brazil e navy.idf.il ET SCAN NVAP -f -sS 1
112.33.8. 117 147.237.0.200 |China rdu. i df il ET SCAN Potential SSH Scan 1
112. 33. 8. 117 147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
212.179. 177. 148|147. 237. 77. 216 |l srael dover.idf.il . . - 1
port denial of service attenpt
99.39.117.129 |147.237.77.216|lhited Sates  |dover.idf.il portscan: TCQP D stributed Portscan 1
199.191. 56. 187 [147.237.8.27 |lhited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.218. 246. 103 [147.237.0. 17 ?éj::;’}m mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
180, 194. 4449|147 237 0.34  |vexdi co Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . .U, X | uv. . . .
Gonnections, Potential Scan or Brute Force
61.250.93.199 [147.237.77. 216 Okfrea RepUBI T C 1 ver i i ET SCAN Potential SSH Scan 1
187 161, 113. 16 |147. 237 77. 235 |vexi co svivaidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . X Vi va. | . . .
Gonnections, Potential Scan or Brute Force
61.250.93.199 |147.237.0.35 Okfrea RepUbI i C 1o, i of i ET SCAN Potential SSH Scan 1
187 161, 113. 16 |147. 237 77. 176 Ivexi co vat vash i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . X N . . .
pas Gonnections, Potential Scan or Brute Force
177.19. 158. 160 |147.237.77. 121 |Razil e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
112. 210. 208. 29 |147.237.76.38 |Phili ppines eensitav.idf.il ET SOAN Behavi oral Uhusual l'y fast i nbound Tel net 1
U T PP o S Qonnections, Potential Scan or Brute Force
112. 33.8. 117 147.237.0.35 |[China akavs. i df i | ET SCAN Potential SSH Scan 1
104. 155. 65. 247 |147.237.76. 176 |Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199.191.56. 187 [147.237.8.27 |Uhited Sates e madi matal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
91.218. 246. 103 |147.237.0. 19 ?ég:;;m nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.178.103.10 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
189. 194.44.49 [147.237.0.15 |Mexico kosher-kravi .idf.il ET SO Behavi oral Lhusual ly fast inbound Tel net 1
. . . . . 0. X - . . . .
Gonnections, Potential Scan or Brute Force
61.250.93.199  [147. 237. 76. 30 Okfrea' RepUbITC i ek i i ET SCAN Potential SSH Scan 1
187.161.113. 16 |147.237. 77. 216 [Mexi co dover.idf.il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
61.250.93.199 |147.237.0. 16 Okfrea' Republic |0 | osher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
177.19. 158. 160 [147.237.77. 121 |Brazil e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address

dte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

5.102. 254. 72 I srael 147. 237. 72. 167 |i shuri maka. i of . i o dro| 390
Ret r ansmi ssi on Packet dr opped. P
185. 120. 126. 58 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor  [52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
176.12. 147. 165 |l srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 58 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 26
reamn ine: TCP Invali i i Ssi
185. 27. 105. 167 |Israel 147, 237, 76. 200 |ei tan akaich.i1 || @M NG Engine: TGP alid |invalid segnent retransnissi on drop 15
Ret r ansmi ssi on Packet dr opped.
212.33.117. 111 glcf;i'géa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op Frst packet isn't SIN drop 14
46.19. 85. 197 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid AGK nunber moni tor |13
176.13.20. 206 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |11
2.54.172. 180 | srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
109.67.115.55 [Israel 147.237.72. 156 |anan. i of . i Bad TCP sequence SWretransmt with different — Hopor |10
w ndow scal e
46. 19.86.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
reamng BEngine: TCP Invali i i sSi
40.77.167.66  |Wited Sates 147.237.77. 203 |moi e i1 | SAM NG Bngine: TP Invalid invalid segnent retransmission. |, 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.142.64.70  |Israel 147.237.0.19  |nadi matal i df . il 9 =g Inval i d segnent retransmssion. |, ., 8
Ret r ansni ssi on Packet dr opped.
141. 0. 14. 146 Eur ope 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop
46.19. 85. 21 | srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
s SYNtACXK retransmt with .
2.54.196. 196 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence different v ndow scal e monitor |6
109.67.171.20 |Israel 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
79.183. 229. 161 |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
84.108.51.198 |Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |6
different wndow scal e
46. 19. 85. 205 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
212.33.117. 111 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
77.126. 253. 125 |israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
37.26.146.142 |israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
176. 13. 5. 243 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop
80. 246. 136. 140 I srael 147.237.72. 167 |ishurimaka i of .i|Bad TCP sequence SYNACK retransmt with monitor  [5
different wndow scal e
46.121.78.218 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber monitor |4
e SYNtACK retransmt with .
2.54.196. 196 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent wi ndow scal e monitor |4
109. 186. 147. 216! srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |4
46. 19. 85. 211 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
84.108.51.198 |l srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |4
46.19. 85. 145 I srael 147. 237. 77. 216 |dover.i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 211 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.54.196. 196 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
84.108.51.198 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 4
67.8.231.215 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
5.102. 254. 248 |[lIsrael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.134.98 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |4
84.108.51.198 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
94.230.86.244 |lIsrael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreaming Engine: TCP Invalid i i ssi
40.77.167.59  |uited Qates 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.180. 122. 138 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.54.7.106 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
81.218.164.92 |lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i SSi
185. 120. 125. 8 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46.117.233.31 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning Engine: TQP Invalid i i SSi
66.249.64.190 |Whited Sates 147.237.72. 166 |aka. i df .1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
46.121.112.20 |l srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i sSi
37.48.34.102  |czech Republic 147.237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.142.64.70 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 88
37.142.64.70  |[israel 147.237.0.19 |madimatal .idf.il [0 M of the Sane Response Code (404) in Session from Bock |68
37.142.64.70
176. 12. 147. 165 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 15
2.52.45.229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
176. 12. 147. 165 |l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock
46. 19. 85. 167 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
m ny- kosher - kravi . i
85. 250. 186. 42 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
79.183.229. 161 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
2.52.173. 24 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock
199. 30. 24. 131 ;“;tt:s 147.237.76. 147 |chi nuch. aka. i df . i|  |Uhauthorized URL Access to ww chi nuch. aka.idf.il/404. htm B ock 3
176. 12. 139. 107 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
Lhited . ; O stributed Whaut horized URL Access on
107.178.195. 1715 o 147.237.77. 216 |dover . i df . il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 2
. . . Unaut hori zed URL Access to
109. 65. 149. 119 |l srael 147.237.77. 243 |nobi l e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
37.142.64.125 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
5.102.243.114 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
46. 19. 86. 218 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
Lhited . ; O stributed Whaut horized URL Access on
204.13.200.200 fo . 147.237.77. 216 |dover . i df . il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 2
176.13.1.17 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.116. 216. 206 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
Lhited - . DO stributed Lhaut hori zed URL Access on
208.184.112.74 o o 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
84.108.49.199 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
. ] ] URL is Above Root DOrectory
176.126. 252. 12 |Ronani a 147.237.77. 216 [dover . i df . i | viwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
Lhited . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [o . 147.237.77. 176 [mat pash. i df . i | vaw cogat i df . i |/ 901- he/ cogat . aspx B ock 1
Lhited wwnv, chamat z. aka. i _
54.153. 33. 145 Sates 147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77.226/ B ock 1
37.142.193.193 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
Lhi ted . . D stributed Uhauthorized URL Access on
204.13.200.200 fo . 147.237.77. 216 |dover. i df . il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
5. 29. 107. 169 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
m ny- kosher - kravi . i i i
176.13.15.119  [israel 147.237.0.17 ny 'l1egal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock 1
141.212.122. 97 g‘;tt:: 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to /X B ock 1
Lhited - . DO stributed Whaut hori zed URL Access on
107.178.195. 171| g o 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22638- hel dover . aspx. B ock 1
46.117.153.31 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
- . SS. Lhtraceabl e Gonnection - Protocol violation
212.179. 177. 148l srael 147.237.77. 216 |dover . i df . i | (SSL OONN LI ENT HELLO) None 1
84.109. 16. 161 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
188. 152. 234. 175(Italy 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
2.52. 140. 168 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
176. 12. 147. 165 |l srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unaut hori zed LRL Access from 176. 12. 147. 165 B ock 1
77.125.138.22 |lsrael 147.237.72. 156 |anan. i df . i | Unhaut hori zed LRL Access to waw aman. idf.il/https:/ww aman.idf.il/ |B ock 1
109. 66. 29. 249 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai n/sahar/tfasi nfaspx B ock 1
62.90.215.185 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Whknown SSL Sessi on None 1
. . D stributed Uhauthorized URL Access on
46.19.85.5 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
Lhited . . Unknown Par armet er 136c¢d360 in
207.46.13.169  [o . o 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ home/ def aul t . aspx None 1
Unaut hori zed URL Access to
95. 86. 113. 35 I srael 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ &a=udved=0ahukewi g- 7t x0t nj ahvcubokhci |Bl ock 1
zcnBqf ggxmai &usg=af gqj cnhcvyyg7wlcg- yhd5 ammezoyodt wa
80. 246. 136. 101 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
5.29. 178. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
m ny- kosher - kravi . i _ ,
176. 13. 15. 119 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from176.13. 15. 119 None 1
68. 180. 228. 112 g‘;ttees 147.237.77.216|dover . i df .i | Paranet er Type M ol ation PageNumin waw i df.il/1399-en/ dover.aspx  |B ock 1
Unknown Par anet er
149.78.76.5 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
109. 64. 15.220 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
46.121.133.115 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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