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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3157
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 4

5. 136. 138. 229 Russi an Federation 147.237. 76. 148 gocenter. aka. i df.il JLM Under Attack Con_Tcp drop 2

46. 166. 139. 20 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il |Block Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59. 45. 79. 117 147.237.76.38 |China e.emeitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.30 |China hi nush. i df .i | ET SCAN Potential SSH Scan 1
203. 197. 205. 118(147. 237. 76. 199 [I ndi a e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.76.38 |te Divoire |eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.8.24 |China elifestyle idf.il ET SCAN Potential SSH Scan 1
189. 198. 111. 223|147. 237.72. 14 |Mexi co dover.idf.il (ol d) BT m Behavi oral _lhusuaj ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
87. 68. 62. 159 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 170 |Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 [Chi na chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 34 |[China yohal an.idf.il ET SCAN Potential SSH Scan 1
223.199.80.11 |147.237.0.17 |China mny-kosher-kravi .idf.il BT m Behavi oral _Lhusua] 'y Tast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118(147. 237. 76. 199 I ndi a e. nakchal .idf.il ET SCAN NVAP -f -sS 1
59. 45, 79. 117 147.237.8.28 [China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
91.218. 246. 103 |147.237.0.35 23::;'}0'1 akavs. i df i ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 |147.237.8.14 |[whited Sates |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
79.176.97.202 |Israel 147, 237, 76. 200 |eitan aka i i1 |} @M NG Engine: TCP Invalid Invalid segnent retransmssi on drop 414
Ret ransni ssi on Packet dropped.
195. 60. 232. 57 |Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 120
195. 60. 232. 57 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 98
77.127. 193. 200 |1 sr ael 147, 237. 72,167 i shurimaka i i || @M NG Bngine: TP Invalid invalid segnent retransnission dr op 66
Ret ransni ssi on Packet dropped.
185. 120. 126. 58 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 50
157.55.39.42 |lhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 38
5.29.85.171 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d ACK nunber aert 35
5.29.85.171 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 35
41.33.231.90 |Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 34
37.26.146. 174 |Israel 147, 237.76. 200 [ei tan aka i o 1 | €2M NG ENgine: TCP Invalid - Jinvalid segnent retransnission drop 33
Ret ransmi ssi on Packet dropped.
176.13.4.155 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 33
109. 67.24.20 |lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 28
149. 78. 154. 69 |l srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 28
109. 67.24.20 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 28
79.179. 160. 140 |I sr ael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  invalid segnent retransnission dr op 27
Ret ransni ssi on Packet dropped.
185. 120. 126. 58 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 25
157.55.39.42 |lwited Sates |147.237.72. 166 |aka.idf.il Streaning Engi ne: TCP Inval id Invalid segnent retransmssi on drop 24
Ret ransni ssi on Packet dropped.
79. 180, 132. 156 |I srael 147. 237. 72. 156 |anan.i df .i | Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 24
Ret r ansmi ssi on Packet dr opped.
37.19.120.215 |Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 24
37.19.120.215 |[lsrael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d ACK nunber aert 23
176.13.4.214  |Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 23
176.31.117. 76 |France 147. 237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d ACK nunber noni t or 23
85. 250. 60. 105 [l srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d ACK nunber aert 22
85. 250. 60. 105 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 22
37.142.68.31 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 20
64.62.219.85 [lhited Sates [147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 19
37.142.68.31 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 19
84. 229. 161. 201 [l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 16
84.229. 161. 201 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 16
31.210. 187. 183 I srael 147, 237.72. 167 | shurimaka i of . [ €M NG Engine: TCP | nvalid Invalid segnent retransnission. drop 15
Ret ransni ssi on Packet dropped.
176.12. 143.81 |[lsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 15
82.81.13. 84 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 15
157.55.39.31 |lWhited Sates |147.237.72. 156 |anan.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 15
Ret ransni ssi on Packet dropped.
46.19.86.95 |Israel 147. 237 72. 167 |t shuri maka i o || S2M NG ENgine: TCP Invalid - Jinval id segnent retransnissi on drop 15
Ret ransmi ssi on Packet dropped.
85. 64.228. 138 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 15
64.62.219.85 [lnited Sates [147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 14
149. 88. 140. 146 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 14
85. 64.228. 138 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber alert 14
176.13.19.49 |[lIsrael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
79.181.120.53 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 13
84.109. 115. 213 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 13
176.13. 7. 45 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
176.13.2.72 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 13
85. 130. 243. 113 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
176.12. 142.86 |[lsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 13
46. 19. 85. 20 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 13
79.181. 120. 53 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber alert 13
46.19.86.64  |Israel 147,237, 77. 243 |mbit e i i1 | S NG Bngine: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
157.55.39. 173 |lhited Sates |147.237.72.166|aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Country Action
79.176.97.202 i srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bock |33
79.176. 97. 202
. - Unaut hori zed Method CPTI ONS for
84.94. 38. 200 | srael 147.237.72.166 |aka. i df . i | vwv aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 21
2.52.45. 229 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 7
23.236.52. 170 ;“;tteeg 147.237.77.216|dover.i df . il Mil tipl e Unhaut hori zed URL Access from 23.236.52. 170 Bl ock 6
46. 19. 85. 96 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 64 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.16. 108 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.127.157.220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.178.210.37 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.20. 179 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
m ny- kosher - kr avi _ ,
93.173.137. 95 | srael 147.237.0. 17 Pdf il Ostributed I11egal Paraneter Encoding None 2
- . Unhaut hori zed URL Access to
213.57.14.239 | srael 147.287.77. 176 |nat pash. idf.il wan cogat . i df. i1/t enpl at es/ shar ed/ user cont rol s/ pronot i oncube/ Bl ock 2
46. 19. 85. 212 I srael 147.237.77.216|dover . i df . il Dstributed I11egal HITP \ersion B ock 2
Lhited . . O stributed Uhaut horized URL Access on
204.13.200.200 fo . 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22461- hel dover . aspx. Block |2
207.46.13.171 g];::: 147.237.77.216|dover.idf . il Dstributed Waut hori zed URL Access on wawidf.il/error. htm B ock 2
46. 19. 85. 212 I 'srael 147.237.77.216|dover.idf . il Distributed Ml forned UR Bl ock
109. 66. 178.20 |l srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
176.13. 0. 154 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
Lhited . . O stributed Lhaut hori zed URL Access on
208.184.112.74 [g o 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22638- hel dover . aspx. Block |2
46.19. 85. 212 I srael 147.237.77. 216 |dover.idf.il Distributed Unknown HTTP Request Met hod B ock
109. 66.178.20 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/xmrpc. php B ock
Lhited . . DO stributed Lhaut hori zed URL Access on
107.178.195. 163|5 - o 147.237.77. 216 |dover . i df . il v i dff . i | / 1133- 22638- he/ dover . aspx. B ock 1
79. 179. 99. 94 I srael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt Bl ock
185. 120. 125. 50 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None

Unknown HTTP Request Met hod ARAYZFt in URL v[ AS[[#20] ] x€AL ASf [ Ef
[[#25]]1 Avf ON[ [#3]] &Y (P [ [ #20] ] Avx¥xfx'x€EAEV xzu&r f AZOVA, xa Az
132. 66. 222. 158 |Israel 147.237.72. 156 |anan. i df . i | pi ASAVD AymAeB[ [ #21] ] Ace} f [ [#31]] bASsO k[ [#8]]1 &€ 2cr>>u! x” 6x” x™|H ock 1
AcecA” Aza€gou[ [ #30] ] ~[ [ #3] ] ABAE™@X° x” kAS, Agxh{ [ [#27]] AcAS\ _A—
A [[#19]]cgu

2.54.5.187 | srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 93 I srael 147.237.76.86 |navy.idf.il W navy. i o i 1/ shar ed/ aj ax/ set  vaal | erycont rol . aspx Bl ock 1
46.117.110. 137 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
132. 66.222. 158 |Israel 147.237.72. 156 |anan. i df . i | Illegal Byte Code Character in Method ARARYZFt B ock 1
84.94. 41. 184 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Unknown SSL Sessi on None 1
79.183.6.26 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
207. 46. 13. 169 g“;:s 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/sites/ niktzoa/ B ock 1
46.19. 85. 212 I srael 147.237.77. 216 |dover.idf.il Distributed Abnornal |y Long Request B ock 1
. . Mil tiple Lhtraceabl e SS. Sessi ons from 109. 64. 217. 236 (Protocol viol ation
109. 64. 217. 236 |l srael 147.237.72. 156 |aman. i df . i | (SSL._CONN_APPLI CATI ON_DATA EXCHANGE) ) None 1
173. 252. 120. 110 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31.168.30.155 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
95. 86. 111. 58 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 95. 86. 111. 58 B ock 1
2.52.132.78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
85. 65. 71. 158 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ ei t an/ t muna/ B ock 1

Illegal URL Path Encoding v[ AS][#20] ] x€At ASE[ B [ #25] ] Avg O [ #3] ] &xY
SR [[#20]] Avx¥xfx'xEAEV xzu&s f AZzO7/A, xa Azpi AS

132. 66. 222. 158 |Israel 147.237.72. 156 [aman. i df . i | AvO AvmA©B[ [ #21]] Ace} f [ [ #31]] bASsO K[ [#8]]1 &€ 2cr>>u! x” 6x” x™Ace{B ock 1
cA Bza€ g [ #30] 1 ~[ [ #3] ] A8aE™@x° x” kA, Acxh{ [ [#27]] AcAS\ _A—
A [[#19]]cgu

132. 66. 222. 158 |l srael 147.237.72. 156 [anan. i df . i | Abnormal |y Long Header Line request header nane B ock 1
80.246.137.77 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46. 19. 85. 96 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
Lhited . . O stributed Lhaut horized URL Access on
107.178.195. 1715 - o 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22461- he/ dover . aspx. Block |1
79.179. 99. 94 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
199. 30. 24. 152 g;g: 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68. 180. 228. 112 ;h;:ee: 147.237.77. 216 |dover.i df . il Paranet er Type M ol ation PageNumin vww i df.il/1133-he/ dover. aspx Bl ock 1
149.78.185.32 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
94.249. 60. 127  |Jordan 147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
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