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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3459

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3130
109. 65. 193. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

185. 38. 149. 33 Uni ted Ki ngdom 147.237. 76. 200 eitan aka. idf.il B ock Np Al _Net drop 1

14. 209. 80. 183 Chi na 147.237.76. 38 eeneitav.idf.il |Bock Udp All Nets drop 1

14. 209. 80. 183 Chi na 147.237. 76. 86 navy.idf.il Bl ock_Up Al _Nets drop 1

172. 98. 67. 108 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 237 France 147.237.76. 42 refuah.idf.il (228: HITP:  AhrefBot craw er B ock 1




12-13-2015-20:04:07 to 12-13-2015-21:04:07

|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

80. 246. 130. 94 |147.237.77. 233 |Israel atal.idf.il 8
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.93.40 [147.237.76.31 [Whited Sates [nakchal .idf.il ET SCAN NVAP -sA (2) 2
46.120.244.37 [147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
2.54.159.173 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
177.19. 158. 160 [147. 237. 77. 179 |Brazi | e.nmazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover . idf.il portscan: TCP D stributed Portscan 1
92.222.242. 103 |147.237.77. 19 |Fance | aw forumi dof .i | ET SCAN NVAP -sS wi ndow 1024 1
92.222.242. 103 |147. 237. 76. 147 |France chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.181. 112. 49 |147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
46.151.55.35 |147.237.76.42 |lkraine refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.229.53.89 |147.237.0.16 |Japan ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
212.116. 182. 86 |147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
40.115.58.160 |147.237.8.27 |lnited Sates |e.nmadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191 200.0.43  |147. 237 8. 28 |mrazi| o nobi | e ks, i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.19. 158. 160 [147. 237. 77. 179 |Brazi | e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 65. 119. 64 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
92. 222. 242, 103 |147. 237. 76. 200 |France eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

46.19. 85. 136 I srael 147.237.72. 167 |i shuri maka. i df . i S dro 60
Ret ransni ssi on Packet dropped. P
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 49 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 54
Ret r ansmi ssi on Packet dropped.
185. 120. 126. 58 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 50
Sreaming Engine: TGP Invalid i i ssi
217.132. 101. 213|i srael 147.237.77. 243 |nobi 1 e.i o i 9 =g nval i d segnent retransmssi on. drop 42
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
. . SYNretransmt wth different .
79.177.160. 152 |lsrael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 28
185. 120. 126. 58 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 25
reamn ine: TCP Invali i i ssi
77.125.125. 254 |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid invalid segnent retransnissi on drop 15
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
109. 64.30.70  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.149.200 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46. 19, 85. 42 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dropped.
37.26.146.181 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 12
77.127.151. 220 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 11
78.33.99. 88 Ei“'ntgegom 147. 237. 77. 216 |dover . i of .1 Bad TCP sequence Inval i d sequence nunber moni tor {10
85. 65. 22. 88 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber alert
85. 65. 22. 88 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109.64.110.39  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
185. 107. 26. 246 147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssi on. drop 8
Ret ransm ssi on Packet dropped.
2.54.51.94 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 8
200. 108. 62. 144 |Panama 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.51.94 I srael 147.237.76.31 |nakcha.idf.il [Bad TCP sequence Invalid ACGK nunber aert 7
37.19.120.215 |[lIsrael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
176. 12. 142. 156 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
40.77.167.66  |Wited Sates |147.237.77.243|mobile. idf. il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
194.90. 217. 238 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
2.54.191. 200 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
176. 12. 142. 222 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
77.127.151.220 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i SSi
31.168.69. 215 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 107. 207 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
80. 246. 136. 43 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
2.54.187.116  |Israel 147.237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
80. 246. 140. 209 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
207.241.226.39 |Lhited Sates |[147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
37.26.146.181 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
80. 246. 136. 43 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 6
109. 64. 25. 67 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
5.102.254.236 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 5
176. 12. 142. 222 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
85. 250. 116. 100 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
94.230. 86.198 |l srael 147.237.72. 156 |anan. i df i Bad TCP sequence Invalid ACGK nunber noni t or 5
207.241.226.39 |Lhited Sates |[147.237.76.42 |[refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
109. 67.58.226 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
85. 130. 253. 190 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 4
80. 246. 136. 150 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 86. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
79.182.174.20 |Israel 147.237.77. 216 |dover.idf il dr op First packet isn't SN drop 4
2.54.27.188 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid sequence nunber aert 4




12-13-2015-20:04:07 to 12-13-2015-21:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.0. 251 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 19
46.19.86.5 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
188. 210. 215. 150 |Rormani a 147.237.77.216|dover.idf . il Distributed Unaut hori zed URL Access on wan i df.il/anman B ock
Unaut hori zed URL Access to
95. 86. 67. 51 I srael 147.237.77. 216 |dover . i df .i | wwy i df . i |/ 1585- he/ dover . aspx&a=u&ed=0ahukewj s16t 6v9nj ahxf i r ok [B ock 4
hwsObntgf ggcmag&usg=af qj cnf c0ez92bo_rv6pqpz! | | | dbxnbyw
176.13.18.171 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock
149. 88.225. 77  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/9/ B ock
84.109. 16.188 |l srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Qode B ock
207. 241. 226. 39 g“'attssd 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 2
178.191.59. 115 |Austria 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
m ny- kosher - kravi . i
85.250. 186.42 |l srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
- . Unaut hori zed URL Access to
94, 159. 213. 147 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mai 1V gi yus/ cont rol s/ at udal A Bl ock 2
66.249. 64. 233 [lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/error.htm B ock
79.177.202.193 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
84.94.41.184 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Qonnection - Uhknown SSL Sessi on None
Illegal HTTP Version AfA? [[#8]]+AZAE{ AT6_A%Act YAL ATAT™A
2.52.169. 61 I srael 147.237.77. 216 |dover . i df .i | t[[#5]] A% [ #27]] Acx- AC] [ #26] ] IWPA AR [[#21]1]1 AA AE B ock 1
AN X [ #29] 1 AT ASA'AYA®WY, 6Aa
173. 252. 90. 90 g“'attssd 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wanidf.il/sip storage/files/8/8468.jpg  |B ock 1
66. 249. 66. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
i www. chanat z. aka. i
141, 212, 122, 97 |Uted 147.237.77.226] . . Unaut hori zed LR Access to /X B ock 1
Sates df.il
109. 64. 25. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
207. 46. 13. 104 g‘;tt:: 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
Unknown Par arret er
85. 64. 7. 180 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
2.54.0.164 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.52.169. 61 I srael 147.237.77. 216 |dover . i df . i | Ill1egal Byte Qode Character in Header Nane A—3 B ock 1
149. 88.225.77  |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 149. 88. 225. 77 Bl ock 1
79.181.195.193 [Israel 147.237.77.216|dover.idf . il SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
213.57.32.38 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
109. 104. 161. 247 [krai ne 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt Bl ock 1
Unknown Par anet er
31.168.69.215 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
84.108.70.222 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None 1
2.52.169. 61 I srael 147.237.77. 216 |dover. i df .il Mal formed URL bET+A?zAxA¢ B ock 1
176.12.141. 66  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
. . . Unaut hori zed URL Access to
66.249.78.216 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1767 Bl ock 1
. - S Lhtraceabl e Gonnection - Protocol violation
2.52.165. 35 I srael 147.237.77. 216 (dover. i df .i | (SSL CONN LI ENT FELLO) None 1
149. 78. 88. 65 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 110. 101 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . O stributed Whaut horized URL Access on
46.120.6.9 | sr ael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
2.54.5.187 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
2.52.169. 61 I srael 147.237.77.216|dover.idf . il Illegal Byte Gde Character in Header \Val ue B ock 1
. . . S htraceabl e Gonnection - Protocol violation
80. 109. 125. 212 |Austria 147.237.77. 216 |dover. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p, st or agel fi | es/ 7/ 62947. j pg B ock 1
213.57.180. 105 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 104. 161. 247 |kr ai ne 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to www cogat . idf.il/xnirpc. php B ock 1
37.26.146.160 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. i df.il/m B ock 1
192. 118. 100. 254 ]I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/3/113403. pdf  |B ock 1
95. 86. 83. 16 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
2.52.169. 61 I srael 147.237.77.216|dover.idf . il Mitiple Illegal Byte Code Character in Mthod from2. 52. 169. 61 B ock 1
149.78.240. 73  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
74.91.22. 74 g“'attssd 147.237.77.216|dover. i df . il Unhaut hori zed LRL Access to waw i df . i |/ kesher B ock 1
. . Ml tiple Lhtraceabl e S3. Sessions from2.52.169. 61 (Protocol viol ation
2.52.169. 61 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 1
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