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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3434
79.179.199. 176 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 6
87.98. 146. 126 France 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

83.97.83.125 Shi t zer| and 147.237.76. 42 refuah.idf.il [14331: HTTP. Suspicious User-Agent (M Session) B ock 1
136. 243.110. 172  |Ger many 147.237.77.216 |dover.idf.il |[21609: HITP. pChart Directory Traversal Wil nerability B ock 1
136. 243.110. 172  |Ger many 147.237.77.235 |sviva.idf.i| |21609: HITP. pChart Drectory Traversal Ml nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
58.218.213.44 |147.237.77.216|China dover . idf.il SQ Injection - Select From 2
58.218.213.44 |147.237.77.216|Chi na dover.idf.il ET WEB SEFRVER MWYSQL SHLECT CONCAT SQL I njection Attenpt 1
192. 186. 95. 178 [147. 237. 76. 201 |Canada e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
42.119.149.92 |147.237.77. 176 |M et nam nat pash. i df . i | ET SCAN NVAP -sS w ndow 2048 1
184.74.181. 90 |147 237, 0.19  |Uited Sates |mdimatal idf il ET SCAN Behavi gral Lhusual |y fast Terminal Server Traffic, Potenti El
Scan or Infection
37.142.135.49 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf il portscan: TCP D stributed Portscan 1
2.54.185. 83 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
195 92 162 113|147 237 0.34  |ani na Cikshov.id il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.52.139. 209 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 182. 240 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179.199. 176 |147.237.77. 216 |l srael dover . idf.il portscan: TCQP Dstributed Portscan 1
199. 191. 56. 189 |147.237.76. 198 |Lhited Sates |e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58.218.213.44 |147.237.77.216|Chi na dover.idf.il ET VBB SERVER Possible MSQL S Attenpt Infornation Scherma 1
Access
192. 186. 95. 178 |147. 237. 76. 201 |Canada e.atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
42.119.149. 92  [147.237.77. 176 |V et nam nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
192. 116. 190. 250|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
42.119.149. 92 [147.237.77. 176 |M et nam nat pash. i df .i | ET SCAN NVAP -f -sS 1
176.12.149.58  [147.237. 72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
31.168.245.72 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
139. 162. 218. 146|147. 237. 76. 39 |Net her| ands nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
2.54.63.76 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 98. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 64.23.193  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.125.83.235 |147.237.72. 166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
58.218.213.44 |147.237.77.216|China dover.idf.il ET WEB SERVER Possi ble SQL Injection Attenpt UN ON SELECT 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransnm ssi on

Packet dropped.

46.19.85.148 |Israel 147.237.76. 200 |ei tan. aka.i df .i | > dro 924
Ret r ansn ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi

37.26.146.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 60
Ret r ansn ssi on Packet dr opped.

185. 120. 126. 58 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 52
Sreamng Engine: TCP Invalid i i ssi

46.19.85.21  |Israel 147. 237.72. 156 |anan. i f . i1 9 =g Inval i d segnent retransmssi on. drop 42
Ret r ansnm ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36

185. 120. 126. 58 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber alert 26
Sreamng Engine: TCP Invalid i i ssi

79.172.193.32 |Hungary 147.237.77. 216 |dover i df . 9 =g nval i d segnent retransmssi on. drop 26
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.180 |Israel 147. 237. 72. 156 |aman. i df .| 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79. 183, 137. 187 |I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.176. 184. 182 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansn ssi on Packet dr opped.

46. 19. 86. 76 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi

46.19.85.106 |l srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 67. 148. 248 |I srael 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dr opped.

79.177. 160. 152 I srael 147.237.77. 233 |atal .i f i Bad TCP sequence SN retransmt wth i fferent mnitor |8

w ndow scal e

46.19.85.145  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or

66.249.81.174 |lhited Sates |147.237.77.74 (lawidf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

2.54.60.193  |Israel 147.237.77. 243 |nbi l e. i f . 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansn ssi on Packet dr opped.

37.142.246.10 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

46.19.85.145  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber aert

46.19. 85. 47 I 'srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval id ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi

2.52.2. 154 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

46.19. 85. 47 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

46.19.85.199 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert

80. 246. 136. 140 |l srael 147.237.72. 167 |ishwrimaka. i f .i|Bad TOP sequence SIHAK retransmt with different oo o

w ndow scal e

46.19.85.199 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

66.249.81.182 |[lLhited Sates |147.237.77.74 (lawidf.il dr op First packet isn't SYN drop

2.52.139.209 |[Israel 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TQP Invalid i i ssi

176.13.22.145 |isral 147. 237.77. 243 |obi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

2.54.15.75 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

37.142. 226. 243 |1 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5

37.142. 226. 243 |I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5

80.246. 137.21 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

149. 88. 60. 204 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5

37.46.39.47 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5

2.54.182.61 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi

66.249.66.61 |United Sates |147. 237.72. 166 |aka idf. il 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.

2.54.182.61 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 4

80. 246. 136. 140 [l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d sequence nuniber noni t or 4

5.102.254. 219 |Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval id ACK nunber noni t or 4

2.54.182.61 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

2.54.182.61 I srael 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

2.54.182.61 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

37.142.246.10 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi

77.125.3.108 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

84.95.211.33 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

5.102.254.28 |israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi

84.229.27.217 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.177. 157. 190 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

109. 65. 206. 153 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Attacker Address ‘Target Address |[Site Sgnature Devi ce

‘Count

Country Action
46.10.85.148  |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bock  [203
46. 19. 85. 148
149. 88.87. 177 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 9
85. 64. 11. 173 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 85.64. 11. 173 B ock 7
85.64.11. 173 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 6
80. 246. 136. 169 |[lIsrael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 5
185. 120. 126. 87 147.237.77.243|nobi l e. i df . i | Distributed Lhauthorized URL Access on nobil e.idf.il/sachar/index B ock 4
87.68.79.174  |Israel 147.237.72.166 |aka. i df . i | m“;grii ;??Iﬁaiﬁ/‘:;?;js/tgontrol o et udal A Bock |3
185. 120. 126. 87 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
204.13.200. 200 [United Sates [147. 237. 7. 216 |dover . i df . i | b stri bt oc 1T§§‘f:§£i;i_eﬁeﬁvﬁc,f§pfn Bock |2
79.183.155.176 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
2.54. 60. 193 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response CGode B ock
175.2.176. 77 Chi na 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock
107.178.194. 83 Uited Sates [147.237. 7. 216 [dover . i df . i | bt :idtf’lfti?‘j 1T§;f;§giggfﬂe%v’;‘;‘f?§p;” Bock |2
176.13.22.145 |Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;lee? , geggrcyisemztesu <t ohi | ddocunent </ 1465 Bock |2
80. 246. 133. 241 I srael 147.237.76.42 |refuah.idf il o rzist’?u_tfg_ i;f‘igg%r_ihzﬁ ?Jaﬁ‘_“;zii on Bock |1
77.127.189.46  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx Bl ock 1
2.54.175. 84 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
95. 86. 121. 31 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ &a=u&ved=0ahukewi ci edgr nnj ahwe2bokhc |Bl ock 1
| xaj agf ggunae&usg=af gj cnhcvyyg7wlcg- yhd5_ ammroyodt wa
85.64.135.211 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
54.153.33.233 |Uhited States |147.237.77.234 |hal ag. i df .| Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
84.108.193.215 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.117.0. 22 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
175.2.176. 77 Chi na 147.237.77.216|dover.i df . il D stributed Uhaut hori zed LRL Access on www i df.il/xnrpc. php B ock 1
37.26.148.144 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 67.121. 44 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.178.174.63  |Israel 147.237.0.17 g;nlyl kosher-kravi i1 i hred Illegal Paraneter Encoding None 1
87.69. 219. 76 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | wwe cogat . i df . i |/ useful i nf or mat i on/ i dkoni i pages/ 16092010masai yot . Bl ock 1
aspx
46.120. 232. 246 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
176.13.22.218  |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ??;g;’_ri?;_egs:ﬁ‘mpggssjh;oe &/ bul et 1. gi Bock |1
80. 246. 136. 142 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
46. 19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
149.88.231. 77 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.172.193.32 |Hungary 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
5.29.101. 135 I srael 147.237.77. 216 |dover.i df .i | O stributed Whaut hori zed URL Access on wwwidf.il/https:/wanidf.il/ [B ock 1
107. 167. 112. 175|wnited Sates [147. 237. 77. 216 [dover. i df . i | Unaut hori zed URL Access to waw idf.il/aman B ock 1
85. 65. 60. 23 I srael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on wwwidf.il/https:/wanidf.il/ |[B ock 1
58.218.213.44 |china 147.237.77. 216 |dover . i df . i | gg.tzif';z'\ﬁ%ma Fetrieval with Inplicit  Qnversion Brrors(+) fromy, o 1
195. 149. 98. 4 Pol and 147.237.77.216|dover . i df . i | Distributed PHP A tenpt B ock 1
84.109.6.94 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.117.113.69 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
175.2.176. 77 Chi na 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
37.142.246.10 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
139. 162. 218. 146|Net herl ands  [147.237.76.39 [nobil e. neitav.idf.il |Uhauthorized UR. Access to / B ock 1
79.182. 140. 247 i srael 147.237.72.166 |aka. i df . i | ;Twa’:;;erl d'faﬁ /?T]alaiy N\';;’L?air;’?egii et o zard st — None 1
66.249. 66. 128 | srael 147.237.72. 166 |aka. i df . i | aulz;“it c:]fo.rillzliiﬂ EEL nfgﬁftsjr /ttSookpage100598/i turf i ndpageexact.. p Bock |1
204.13.200.200 |United Sates |147. 237. 77. 216 [dover . i df . i | 111 1155, 25636 nel dover. s Bock |1
2.54.56. 18 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
93.173.20.231 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
54. 153. 33. 145 Lhited Sates [147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock
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