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Top Attackers

M dover.idf.il
M nadimatal .idf.il
Meitan aka.idf.il
M aka.idf.il
M navy.idf.il
M nobi le.idf.il
M nat pash.idf.il
M anan.idf.il

i shurimaka.idf.i
M atal.idf.il

M 167. 114. 156. 16
199. 203. 9. 245
I 2.54.51. 148
176. 13. 7. 194
H 2.54.132. 30
M 46. 19. 86. 197
[ 185. 120. 126. 58
M 46. 19. 86. 28
81.218.241.25
W 41.33.231.90
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3429
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 87
82.132. 244, 222 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4

134. 147. 203. 115 Ger many 147.237.76. 31 nakchal . i df il Block Np Al Net drop 2

59. 34. 142. 100 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |Bock Udp Al Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1

172. 98. 67. 108 147. 237. 76. 86 navy. i df . il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
117.21.248.87 |147.237.76.86 |[China navy.idf.il ET SCAN Potential SSH Scan 1
117.21. 248.87 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
92.222.242. 103 |147.237.76. 42 |France refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.94.209. 128 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.187. 227 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.181. 228. 132 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
28,169, 6. 84 147.237.76.31 |Turkey nekehal i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192. 186. 95. 178 |147. 237. 77. 121 |Canada e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
2.54.20. 24 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
176.13.11.44  [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
117.21. 248. 87 |147.237. 76. 148 |Chi na gocenter. aka.idf.il [ET SCAN Potenti al SSH Scan 1
117.21. 248. 87 |147.237.76.39 |China nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
92. 222. 242, 103 [147. 237. 76. 44 |France e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 174. 126 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stri buted Portscan 1
218.77.79.38 [147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Rapi d PGP3 (onnections - Possibl e Brute Force Attack 1
79.183.176.19 [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
213.57.178.59 |147.237.77.216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
78.193.2.8 147.237. 77. 212 |France e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 186. 95. 178 |147. 237. 77. 121 |Canada e.navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.19.85.4 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
192. 186. 95. 178 |147. 237. 77. 121 |Canada e navy.idf.il ET SCAN NVAP -f -sS 1
2.54.4.43 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
199.203.9.245 |israel 147. 237.76. 200 |ei tan. aka i df i1 || 2 ng Engi ne: T Invalid finvalid segnent retransnission drop 666
Ret ransni ssi on Packet dropped.
185. 120. 126. 58 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 42
46. 19. 86. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 40
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 32
46.19.86.197  |israel 147. 237.77. 216 |dover i of . i Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |20
46. 19. 86. 197 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 27
100. 100. 16. 12 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
46. 19. 86. 197 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 22
37.26.146.174 | srael 147. 237, 76. 200 |ei tan. akai ot i1 | " SN ng Engl ne: TGP Invalid finvalid segnent retransnission drop 21
Ret ransni ssi on Packet dropped.
46. 19. 86. 197 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 20
185. 120. 126. 58 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 20
81.218.241.25 |israel 147.237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 19
46. 19. 86. 178 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
109. 150. 86. 73  |United Ki ngdom|147.237.77.216|dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 17
66. 102. 9. 81 Lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SWN drop 15
188. 120. 148. 212|i srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 15
Ret ransni ssi on Packet dr opped.
46.19.85.250  |Israel 147.237.77. 216 |dover. i df . Bad TOP sequence mﬁ?fsg reansm wthdfferent | ovitor |12
46.19. 86. 13 I srael 147, 237, 72. 167 |i shurimaka. i o || @M NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
149. 88. 151. 160 |l srael 147. 237. 77. 216 |dover . i df .i | dr op First packet isn't SWN drop 12
46.19.85.206  |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid finvalid segnent retransnission. |, o 9
Ret ransni ssi on Packet dropped.
46. 19. 86. 100 I sr ael 147.237.77. 176 [natpash.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 178 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
176.13.5.233  |israel 147.237. 77, 243 wbi e i1 | €M ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 8
Ret ransni ssi on Packet dr opped.
2.52.33. 246 I sr ael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 133 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
213.57.131. 178 |israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19.85.5 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d AGK nunber noni t or 7
85. 64. 75. 153 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
85.64.75.153  |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁ?fsg reansm wthdifferent |oonitor |7
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 7
109.67.63.44  |israel 147.237.77. 243 |t e ior i1 | SAMNG Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
37.140. 189. 227 g;z::t”ion 147.237.72. 166 |aka i df .i ;; ?Zr:s?fi] Sﬁswig(;:e: T Invalid Lg\(l:ileitd ;eggge”; retransmssion. g o 6
37.26.146.206 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.181.102.60 | srael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid  finvalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
2.54. 59, 255 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
84.229.249.38 |Israel 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 86. 100 | srael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 117. 252. 177 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
199.203.9.245 [Israel 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nval 1d - limalid segrent retransmission. | o 6
Ret ransni ssi on Packet dropped.
85.250. 255. 71  |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.19.122.110 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
84.229.249.38 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 211 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
40.77.167.54  |Wited Sates |147.237.76.86 |navy.idf.il Streanmng Engi ne: TCP | nvalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
77.125.246.202 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 158 I 'srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 211 I sr ael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
77.125.78.20 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
77.126. 144. 122 |israel 147.237.77. 243 |mvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Country ‘Target Address |Site Sgnature Action ‘Count
2.54.51. 148 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 300
2.54.51. 148 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 151
176.13.7.194  |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 138
176.13.7.194  |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 107
2.54.132. 30 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 107
199.203.9. 245 |Israel 147. 237.76. 200 [ei t an. aka. i df . i | Too ey e S Fesponse Code (404) In Session from g op 100
176.13.7.194  |israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 52
46.19. 86. 28 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 50
2.54.132. 30 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 44
2 54.132. 30 | srael 147.237.0.19 |madimatal .idf.il ?gélll\/l?[r;yzoéothe Sanme Response Code (403) in Session from B ock 23
37.26.148.166 |[lIsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 37. 26. 148. 166 Bl ock 10
185.32.179. 47 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 9
46.121. 211. 203 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
176.13.12. 44  |Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 176.13. 12. 44 Bl ock 5
199. 203. 9. 245 |Israel 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 199. 203. 9. 245 B ock 5
84.109. 132. 138 |l srael 147.237.72.166 |aka. i df . i | g‘i tl'ogligaf;go” zed Method for Known URL from Bl ock 4
176.13.12.44  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176.13.12.44  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rd'fsz /t’;egpgfy‘isesmjgtesl”st hi | ddocurent </ 1362 Bl ock 3
149. 88. 78. 244 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from149.88.78.244 |B ock 3
2.54.51. 148 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (403) B ock 3
81.218.241.25 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df . i|/$$$&282$$$ B ock 3
46.117.163.76 |Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
213.8.173.107 |lsrael 147.237.72. 156 [anan. i df . i | Untraceabl e SS. Sessi ons: Unknown SSL Sessi on None 2
46.116.58. 216 |Israel 147.237.0. 17 rrlnlny kosher-kravi.idf |, 0\ ted I11egal Paraneter Encoding None 2
109. 67. 63.44  |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
185. 120. 126. 56 147.237.77. 216 |dover.i df . i | Lhtraceabl e SSL Sessi ons: (pen Mvde None
37.142. 136. 246 |l srael 147.237.77. 216 |dover . i df . i | ?‘JLLLL’(’J'; Lg;_rag:;bi' sn)ss_ Sessi ons from 37. 142. 136. 246 None 2
66.249.66.16 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 2
204. 13. 200. 200 [Uhited Sates [147.237.77. 216 |dover. i df . i | D stri butec lT;;f;gzgfﬁeﬁvﬁffsp;” Bl ock 2
109. 186. 8. 202 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
46.19. 86. 28 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
176. 12. 140. 217 |l srael 147.237.0. 17 nlllny_ kosher -kravi . i df Dstributed I11egal Paraneter Encodi ng None 2
2.54.142.155 |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: (pen Mbde None
176. 12. 151. 201 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
107. 178.194. 87 |Wnted Sates |147. 237. 77. 216 |dover . i df . i | D stri buted 1T§;f;§ggg?ﬂeﬁvicrc_f§pxo_” B ock 2
176.13.5.211 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.66.43 I srael 147. 237.77. 216 |dover . i df . i | e e L aspx Bl ock 1
37.26.147.154 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
95. 86. 68. 70 | srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /waidf.il/ Bl ock 1
66.220.158. 101 |Lhited Sates [147.237.72.166|aka.idf.il SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
176.12. 136.80 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
2.54. 36. 156 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte QGode Character in URL Bl ock 1
79.180.24. 197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
77.125.78.20 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
95.222.28.134 [Ger many 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed LRL Access on waw i df.il/xmrpc. php |B ock 1
2.54.186.189 |[Israel 147.237.77. 216 |dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 64. 244. 252 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
46.120. 146. 218 i srael 147.237.72.166 |aka. i df . i | m“;f:rii dzf‘??l % ﬁcfcshsart/ct)fasi maspx Bl ock 1
149. 88. 78. 244 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
82.166. 152. 130 [l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
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