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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3699
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3525
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 94
81.218. 241. 25 | srael 147.237. 72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 87
79.177. 150. 61 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 6
112.119. 101. 126 Hong Kong 147. 237. 76. 197 e. hinush.idf.il B ock Wp Al _Nets drop 3

81. 218. 105. 235 | srael 147.237. 72. 156 anan.idf.il B ock_UWp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 2

89. 248. 172. 78 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

89. 248. 172. 78 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ock Up Al Nets drop 1
178. 150. 130. 62 Lkrai ne 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

Attacker Address

Attacker Gountry

|signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 66. 130. 208 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
89. 138. 73. 76 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
79. 180. 98. 41 147. 237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
79. 176. 169. 66 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31. 168. 66. 228 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
94.102. 48. 195 147. 237. 72. 167 Net her | ands i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 65. 74. 148 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.177. 96. 243 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 137 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
2.54.160. 151 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

46.19. 86. 13 I srael 147. 237.72. 167 |i shuri maka. i df . i .. dro 48
Ret r ansn ssi on Packet dr opped. P

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 36

46.19.85.169 [lIsrael 147.237. 77. 216 [dover.i df il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 21

. . SYNretransnit wth different .

46. 116. 116. 48 |Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence vi ndow scal e noni t or 19
Sreaming Engine: TGP Invalid i i ssi

2.54.36.239 |Israel 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. dr op 18
Ret ransnm ssi on Packet dropped.

213.57. 141. 237 [l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 18
Sreamng Engine: TCP Invalid i i ssi

37.26.146.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g vl i d segnent retransmssi on. drop 15
Ret r ansn ssi on Packet dr opped.

213. 57. 141. 237 [l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout aert 12

46.19.86.151  |[Israel 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 12

213.57. 141. 237 |l srael 147.237.72.166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo 12

w ndow scal e
37.142.137. 247 | srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 11
s SWNretransmit wth different .

79.182.22.160 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal noni t or 11

46.19.85.169 |lsrael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9

185.32.179. 47 |lIsrael 147.237.0.19 |nadi matal.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9

81.218.241.25 |Israel 147.237.72. 156 |anan.i df . il dr op First packet isn't SYN drop 8

46.19.85.238 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8

81.218.241.25 |lIsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 8

62.219. 52. 32 | srael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8

109. 64. 216. 184 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7

85. 65. 25. 11 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 7

46.19.86.131  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7

176.13.22. 230 |[lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

5.22.134.161 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
Sreaming Engine: TGP Invalid i i ssi

79. 180. 26. 246 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

192. 118. 11. 124 |I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

46.19.85.236 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

217.55.237.59 |Egypt 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect

85. 250. 89. 8 I srael 147.237.77. 170 |naarachot.idf .i| [Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

84.94.205. 115 | srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

176.13.22.230 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi

46.19.85.242 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

84.229.249.38 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval id AGK nunber aert

46.19.85.199 [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi

157.55.39.173 |Wited Sates |147.237. 76. 200 |ei tan. aka i df il 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansn ssi on Packet dr opped.

46.19.85.160 [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or

84.229.249.38 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber noni t or

46.19.85.199 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi

46.19.86.188 | srael 147.237.76.31 |nakchal .idf. il 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.

85.250.12.73 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

87.69. 146. 108 |lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5

79.182.50.71  |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 5

2.52.137.145 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

80. 246. 130. 237 |I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5

199. 203.132. 2 |Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 5

2.54.26.25 | srael 147.237.0.19 |madimatal.idf.il|{SYN At tack SYN -> SYN-ACK -> RST rej ect 4

109. 64. 119. 120 (I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi

40.77.167.54 |Wwited Sates [147.237.76.86 |navy.icf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.

136. 243. 36. 96 [Cer many 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 4

109. 66. 107. 35 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

46. 19. 86. 97 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 87
46. 19. 86. 97 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 47
2.54.26.25 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 31
149. 78. 44. 201 |l srael 147.237.72. 166 |aka. i df . i | O stributed Whaut horized UR. Access on vww aka. i df .il/ufi/reaction/ B ock 11
176.13. 5. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
176.13. 22. 142 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 7
80. 246. 140. 152 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 6
81.218.56.171 |[lIsrael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 81.218.56. 171 B ock 3
79.176.214.16 |lsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 12. 143. 111 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
207.232.41.2 |lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 207.232. 41.2 B ock 3
204.13.200. 200 [J"1 1147 237. 7. 216 |dover . i df i1 (D7) e gﬁgfg‘gzgfﬂeﬁgc_ﬁpﬁ” Hock |2
149.78.40.77 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
178. 255. 215. 87 |France 147.237.77.216|dover.idf . il Ml ti pl e Uhaut horized URL Access from 178. 255, 215. 87 B ock 2
109. 67. 191. 131 |l srael 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized URL Access on vww aka. i df .il/ufi/reaction/ B ock 2
176.13.7.254 |lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
2.54.153.105 |lsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
82.81.1.191 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed Method for Known URL on www aka.idf.il/ B ock 2
2.54.182. 27 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
176.13.0.250 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.54.22.42 I srael 147.237.72.166 [aka. i df . i | m ;L;).Litd?.ji T??mlgt :‘féii ;jsd/ a’\l,ﬁthzcr)](tji chtr i fﬁfe“r" vi ﬁa‘;ﬂx/ get aut huser Block |2
109. 67.58. 7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
93.172.187. 173 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
79.177.99.42 |israel 147.237.72. 166 |aka. i df . i | Mal f orned HTTP Header Line 16 B ock 1
5.28.154. 79 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
84.111.191. 49 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
79.177.99.42 |lIsrael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request request version B ock 1
66.249.66.31 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1

Unknown HTTP Request Met hod [[#4]A]A€A i o

[[#8]1[[#14]] Tt A2[ [ 48] ] [ [#21]] <49AVBAACA, 4[ [ #29] ] (R AAFA-AE
79.177.99.42 | srael 147.237.72. 166 |aka. i df . i | '[[ELéﬁlg\l]/z[é;ﬁ}]‘”—?gteﬂ[[ilzlg]]]%['[;'Q]T]A[S[/?;’(;]?'fﬁ:gmzzw [#4]] 4w ATRSA™ g oo |

Ay Oy NRARL [ #18]]) (L [[#16] ] [[#1]] 1! ALAZ [#12]] 4xARI[ [#12] ] [[#8]]1"r in LR

=RoRoxO eC £1' A Of [ #12] ] AA [ [#20] ]
207.232.41.2 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/ 8/ Bl ock 1
46.116. 116. 48 |Israel 147.237.72. 166 |aka. i df . i | l'\l‘é'_tlilpé_elgl_ '4"; dthvHal fw dth Lhi code Encoding on UR Paraeter (+) - from Bock |1
107.178. 194,87 |10 |147. 237. 7. 216 |dover . i df .1 | b stri bt oc ff;su_t;gg;;_eﬁeﬁv/;cf:psn Hock |1
79.177.99.42 |israel 147.237.72. 166 |aka. i df . i | : L%?%Iec?ﬁiz%ﬁe i?\’a;/?\;g?e;(; zéia;?%?to?[ #'\gﬁ ;;\;9[; [5:21(;310 Fag[[#]TAREE g 0 |1
37.142. 136. 246 |l srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
85.250.12. 73 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
84.108.31. 110 [Israel 147.237.72. 166 |aka. i df . i | mnskmglzfar?wtn;r n/i;fr?:;clt‘)'aggficgg‘ﬁgfwhsachar$°t' 7in None |1
79.176.53.111 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: Protocol violation (SSLGONN QLI ENT_ HALLQ None 1
176. 12. 139. 243 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.183.142.31 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
62.0.101. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df . i |/ $$$&7&7$$$ B ock 1
46.19. 85. 86 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.i|/mai n/smal i mif ag. aspx B ock 1
94. 159. 140. 162 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.177.99. 42 |Israel 147.237.72. 166 |aka. i df . i | Mal formed URL =A?A2xO e £1' A O [#12] ] AA [ [#20] ] B ock 1
204.13.200. 200 [S"1 1147 237. 7. 216 |dover . i df i1 (D7 e lLf;;f;;’ggg?ﬂe%ﬁ‘ffssp;” Bock |1
79.177.99.42 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Gode Character in LRL Bl ock 1
5. 29. 143. 38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.228.73.145 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78. 4 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1238- he/ at al . aspx B ock 1
79.180. 154. 44 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Uhaut hori zed LR. Access on nobi | e. i df . il/sachar/i ndex Bl ock 1
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