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Top Attackers

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M halag.idf.il

M tikshuv.idf.il

M ishurimaka.idf.i

[N atal.idf.il

Meitan aka. idf.il
lawidf.il

M refuah.idf.il

M 167. 114. 156. 16
176.13.17. 114
W 217.132.28.5
66. 249. 81. 212
Il 46. 19. 85. 136
M 81.218. 179. 41
I 192. 116. 232. 69
M 176.12.136. 4
41.33.231.90
M 91.106.33. 11
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3376

66. 249. 81. 212 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 99

109. 66. 185. 189 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 10
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

95. 9. 67. 17 Tur key 147.237. 76. 199 e.nakchal .idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count
212.179.177. 148 I srael 147. 237.72. 166 aka.idf.il |ClL000107: DDCS- Spoofed HTTP Packets B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 aka.idf.il [13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl non- SSL connection to SSL port

212.179. 177. 148|147. 237. 72. 167 |I srael i shuri maka.idf.il ) . 2
deni al of service attenpt
37.142.64.17 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
5.29.94. 15 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
212.25.83.133  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
1.52. 202. 34 147.237.8.28 |Metnam e.mobi le-ks.idf.il |ET SCAN NVAP -sS w ndow 2048 1
109. 186. 163. 12 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
92.222.242. 112 |147.237. 76. 200 |France eitan.aka idf.il |ET SCAN NVAP -sS wi ndow 1024 1
92.222.242.103 |147.237.0.15 |Fance kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
80.246.136. 77  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 179. 26. 24 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.64. 42 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
212.235. 64. 243 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
31 168, 3. 26 147 237 77 233|151 8el atal idh il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.128.194 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 78.242. 208 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
1.52. 202. 34 147.237.8.28 |V etnam e.mobi | e-ks.idf.il |ET SCAN NVAP -f -sS 1
92.222.242.112 |147.237.77.74 |Fance lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
92.222.242. 112 |147.237.76. 177 |France ncore.iof .il ET SCAN NVAP -sS w ndow 1024 1
84.108.125.16 [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
80. 246. 136. 27  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178.164.14 |147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
81.218.179.41 [ srael 147.237.77. 234 |nal ag.i f . i Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
91.106. 33. 11 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
37.26.146.174  |israel 147, 237, 76. 200 |eitan aka. i o i1 | SN NG Engine: TP Invalid invalid segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dr opped.
2.52.43.41 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
66. 249. 93. 15 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 12
213.57.142.16 |lsrael 147.237. 72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
66.249.81.212 |lhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
77.126.235. 231 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 10
Ret ransni ssi on Packet dr opped.
66.249.81.212 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
46. 19. 86. 250 | srael 147.237.72. 167 |ishurimaka.iof .il[Bad TCP sequence Invalid ACK nunber noni t or 9
79.179.189. 254 |Israel 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 9
84.94.114.184 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
89.139. 2. 30 I srael 147.237.72.166 |aka.i df .i 1 Bad TCP sequence noni t or 8
84.228.121. 157 |Israel 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 86 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
87.69.243.141 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.136  |israel 147,237, 77. 243 |mbi e ior. i1 |2 M NG Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dr opped.
109. 67. 175. 195 |i srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 86. 52 I srael 147.237. 77, 243 mwbi e i 11 | AM NG Enginer TP Invalid - imvalid segnent retransmssi on drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 199 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval id ACK nunber noni t or 6
79.177.99.96  |israel 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
82.80.148.177 |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.100. 85 I'srael 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
192.117. 176. 226l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
84.228.12.148 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
188. 120. 148. 167l srael 147.237. 76. 147 |chinuch. aka. i of .il|Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.52.137. 245 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.22.129. 149 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
207. 46. 13. 34 Lhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SN drop 5
89.139. 2. 30 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
192.117. 176. 226|I srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 4
147. 235. 8. 63 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
89.139. 2. 30 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
40.77.167.54  |Uited Sates [147.237.76.86 |navy.idt.il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
130.203.136.75 |Wited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 4
89.139. 2. 30 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 4
46. 19. 86. 199 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
89.139. 2. 30 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber alert 4
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence I'nval i d sequence nuniber noni t or 4
2.54.134.206  |Israel 147.237. 77, 243 mwbi e i 11 | SAM NG Engine: TP Invalid - imvalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dr opped.
37.26.149.219 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval id ACK nunber noni t or
46. 19. 86. 65 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
2.52.137.245 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
31.210. 186. 207 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
109. 66. 112. 239 [ srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.17.114 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 89
176.13.17.114 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 84
46.19. 85. 136 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 82
217.132.28.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 81
217.132.28.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 74
192. 116. 232. 69 |l srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 192. 116. 232. 69 B ock 38
176.12.136. 4 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 36
37.26.146.181 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 10
176.13.22. 142 |israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 10
176.13.1.17 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
176.13.17.161 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
82.80.148.177 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
176.12.150. 175 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Unaut hori zed Met hod HEAD for
176.13.9. 74 I srael 147.237.72.166 |aka. i df . i | voww aka. i i |/ nai v sachar/ vi ewpays! i p. aspx B ock 3
176. 13. 0. 201 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
62.219.190. 221 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |llegal Byte Gde Character in URL B ock 3
176. 13. 0. 251 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.54.153. 105 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
176.31.117.76 |France 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
92. 96. 74. 124 Lahﬂ:rt;desN B 1147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/xnirpc. php B ock 2
109. 66. 100. 160 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
37.26.147.165 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
92. 96. 74. 124 g:;d%ﬁab 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 2
. . Unaut hori zed URL Access to
77.125.118. 219 |[lsrael 147.237.72. 166 |aka. i df . i | whw aka. i df . i |/ mai v/ gi yus/ cont rol s/ at uda/ A Bl ock 2
149. 78. 40. 77 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
92.96. 74. 124 gﬁ::aetdesﬁrab 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xmrpc. php B ock 2
. . Mil tiple Lhtraceabl e SS. Sessi ons from212. 179. 177. 148 (Prot ocol
212.179. 177. 148/l srael 147.237.77. 216 |dover. i df .i | viol ation (SSL GONN QLI ENT HELLO)) None 2
] . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
. . Unaut hori zed Met hod CPTI ONS for
84.94. 38. 200 | srael 147.237.72.166 |aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cati onservi ce. asnx/ get aut huser Bl ock 2
149.78.44.201  |Israel 147.237.72. 166 |aka. i df . i | Distributed Whauthorized LR Access on Bl ock 2
viwy aka. i df . il /ufi/reaction/
46.19. 86. 121 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 2
92. 96. 74. 124 E:;::Idesp’ & 1147.237.72. 166 |aka. i df . i | Distributed PP At enpt B ock 2
] - . Distributed Lhaut hori zed URL Access on
208.184.112.75 |[Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
149. 88. 217. 215 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
66. 249. 66. 183 I srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock
. . - Distributed Uhaut hori zed URL Access on
176.12. 142. 158 |l srael 147.237.77.243|nobi l e. i df . i | mobile.idf i1/ sachar/i ndex B ock 1
5.29.33. 133 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
85.220.13.182 |l cel and 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/xnrpc. php B ock 1
. - Distributed Lhaut hori zed URL Access on
212. 143. 134. 1291 sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx Bl ock 1
2.52.137. 245 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Wy, chamat z. aka. i d |unaut hori zed URL Access to
82. 80. 68. 122 | srael 147.237.77. 226 £l Wi chanat z. aka. i o . i | /si p_storagel fil es/ &/ Bl ock 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 124 |Uhited Sates  |147.237.77.216|dover.idf.i | v i o i 1/5i p_storagel 11 es/ 2/ si ze220x0/ 17672 | pg Bl ock 1
] . . Unaut hori zed URL Access to
66.102.9. 81 Lhited Sates 147.237.77.216|dover.i df .i | Wi o . i 1/ 1294- eV vww i o . i 1/ engl i sh B ock 1
138. 134. 102. 15 |l srael 147.237.77. 216 |dover. i df .i | Lhaut hori zed LR Access to wawidf.il/mlnet Bl ock 1
79.179. 99. 94 | sr ael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock
46.19. 85. 168 I srael 147.237.77. 216 |dover.idf . il Uhknown HTTP Request Method ate, in URL sdch B ock
] . . O stributed Uhaut hori zed URL Access on
107.178.194. 79 [wnited Sates  [147.237.77.216|dover. i df.i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
212.199. 107. 106|l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None
77.125.98.191 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/2/ B ock
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/val tam B ock 1
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