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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3441
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 84
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 120 Italy 147. 237. 76. 200 eitan.aka.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

80.246.133.32  [147.237.77. 233 |l srael atal .idf.il 2
at t ack
162. 222. 185. 165|147. 237.76. 34 |[Wited Sates |yonalan.idf.il |ET SCAN Potential SSH Scan 1
96.22.224.103 |147.237.72.14 |Canada dover.idf.il (ol d)|ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 114 [147.237.76. 198 |lkrai ne e.yohalan.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
84. 95. 86. 191 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179.147.23  |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.117.174. 114 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 177. 148|147. 237. 72. 166 || srael akaidf.il ET VBB SERVER Poi son Nul | Byte 1
162. 222. 185. 165|147, 237. 76. 177 |Lhited Sates  [ncore.idf.il ET SCAN Potential SSH Scan 1
96.22.224.103 |147.237.72.14 |Canada dover.idf.il (ol d)|[ET SCAN NVAP -sS wi ndow 4096 1
95. 86. 66. 129 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
88.249.106. 23 |147.237. 76. 196 |Turkey esvivaidf.il [ET SCAN NVAP -sS w ndow 1024 1
66.249.81.239 |147.237.72.167 |Whited Sates  |ishurimaka idf.i[ET SCAN NVAP -sA (2) 1
46. 19. 85. 250 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
80.246.133.32 |Israel 147.237.76.42 |refush.idf.il  |Bad TCP sequence SN retransmt wrth different monitor  |330
w ndow scal e
79.177.205. 138 |lsrael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 50
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
195. 200. 205. 34 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 31
Sreaming Engine: TGP Invalid i i ssi
149.88.66.189 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dropped.
213.57.137.52 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 30
46. 19. 86. 173 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
2.54.17.82 I srael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 25
213.57.143.139 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22
79. 180. 188. 231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
79.176. 166. 38 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 17
213.57.160.27 | srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence S retransmt with different monitor |16
w ndow scal e
2.54. 46. 204 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
2.52.35.71 I srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack rej ect 13
46. 19. 86. 249 I srael 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 13
Sreaming Engine: TGP Invalid i i ssi
85. 130. 208. 105 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
80.246.133.32 |lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
2.52.35.71 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
212.235.98. 139 |[lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d sequence nunier noni t or 11
46. 210. 137. 247 |l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 10
Sreamng BEngine: TCP Invalid i i ssi
149.78.44.101 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 10
Ret r ansm ssi on Packet dropped.
61.135.190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
109.65.123.31  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.219.115.7  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.109. 181 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.209 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
81.218.241.25 |Israel 147. 237.72. 166 |aka. i of .i | drop First packet isn't SW drop
61.135.190.71 |China 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop
Vb Server Enforcenent HTTP Deni
130.203.136.75 |wited Sates |147.237.77.74 [lawidf.il _ Véb Servers S ow Denial of | o et 8
Mol ation Servi ce
185.112. 102. 222 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46. 19. 85. 245 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.35.71 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber aert 7
62. 0. 238. 55 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46. 19. 85. 46 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
61.135.190.72 |China 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 7
79.182.54.225 |lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
2.54. 46. 204 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.35.71 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence noni t or 7
2.52.35.71 I srael 147. 237.72. 167 |i shurimaka.i of .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.46. 204 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni t or 7
Sreamng BEngine: TCP Invalid i i ssi
79.180.168.34 | srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
87.69.243.141 | srael 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.2.87 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
2.54.12.30 I'sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.168.8  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
213.57.137.52 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
Sreanmng Engine: TCP Invalid i i ssi
2.54.15. 163 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
80. 178. 187. 155 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaming Engine: TP Invalid i i ssi
62.219.137.44 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
37.26.149.217 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 293
37.26.146.187 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 122
80. 246. 136. 213 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 113
176.13.22.142 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
37.26.149.217 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
37.142.146.69 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 99
37.26.149.217 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 82
80. 246. 136. 213 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
176.13.11. 141  |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 73
37.142.146.69 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 48
176.13.11. 141 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 18
185.32.179.79  |Israel 147.237.72.166 |aka. i df . i | mu;l?:ri Id?(.eidl /'\ﬁ;jhn(;dgi 333 e?u\:shén(iri cat i onser vi ce. asnx/ get aut huser Bl ock 16
81.218.241.25 |lIsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218.241. 25 Bl ock 15
37.26.147.203 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
37.26.149.192 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 8
176.13.4.193 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
46.19. 85. 159 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
2.54.169. 48 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
93.173.10.204 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.148.189 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.12.122 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LR Access to v aka.idf.il/sip storage/files/8/ B ock 3
176.13.23.86 [l srael 147.237.72.166 |aka. i df . i | m;:ﬂt ;fo_' Iﬁ’)i‘:j w;;iﬁgrm‘aspf;e:;pfn Bock |3
212.25.83.133 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/ 9/ B ock 3
79.182.54.225 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 25 B ock 2
194.90. 128. 185 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/1/ B ock 2
46. 19. 85. 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.54.31.68 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109.67.113.98  [Israel 147.237.72. 166 |aka. i df . i | muizri'dzf?lﬁ ﬁ/cscaecsr?art/?egi strati onvizar d undef | ned Bock |2
2.54.156. 176 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80.179.122.185 [lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/rabanut/61998 Bl ock 2
89.138.167.36 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
213.8.204. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
1.22.35.99 I ndi a 147.237.77.216|dover . i df . i | PHP Attenpt B ock 1
79.178.168. 8 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
176. 13. 21. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176. 12. 148. 242 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
84.94.23.84 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Illegal Byte Code Character in URL _Ox" [[#3]] QU@ESA +shs8Avu{ AZaE! AS
212.179. 177. 148|l srael 147.237.72. 166 |aka. i df . i | A?,A—[[#25]] xQ [[#30]]jr& B ock 1
A [#27] ] [[#O1] [[#22] [ [[#O1] [[#41]1[[#O]1[[#5]]1([#0]]
66. 249. 66. 31 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ mai n. asp B ock 1
62.90.35.105  |Israel 147.237.76.42 [refuah.idf.il  |J5 000 b horized éﬁaﬁczzzi on Bock |1
136. 243.36.96  |Ger nany 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 136. 243. 36. 96 B ock 1
5.29.139. 90 I srael 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod HEAD for aka.idf.il/nai n/ gi yus Bl ock
80. 246. 136. 163 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
204.13.200. 200 1€ 147.237.77. 216 |dover . i df . i | D stri uted lLf;;_t:;é;g?ﬂeﬁvicrc_fsspsn Bock |1
2.54.14.190 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.181.210.85 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 3. 146. 186 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46. 19. 86. 253 I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
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