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12-13-2015-11:04:00 to 12-13-2015-12:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3231

66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 104
81.218. 241. 25 | srael 147.237.72. 156 anan.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 65
37.26.147. 167 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 64




12-13-2015-11:04:00 to 12-13-2015-12:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Slgnalure Devi ce Action |Oount |

167. 114. 255.56 [Canada 147.237.0.34 |tikshuv.idf.ill13891: TLS QpenSSL Encrypted/ Uhencrypted Heartbeat Packet Per mit 1




12-13-2015-11:04:00 to 12-13-2015-12:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
ET SCAN Behavi oral Lhusual |y fast Ternminal Server Traffic,

211.140.232.91 |[147.237.0.19 [China madi matal .idf.il Potential Scan or | nfection 1
59. 45. 79. 117 147. 237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220(147. 237. 77. 74 |Sweden lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
176.13.7. 152 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
58.218.213.44 |147.237.77. 216 |Chi na dover.idf.il SQ Injection - Select From 1
94. 102. 60. 89 147.237.8.27  [Netherl ands e.nedimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
58.218.213.44 |147.237.77.216|Chi na dover.idf.il ET WB SERVER Possible SQ Injection Attenpt UN ON SELECT 1
91.201.236. 114 |147.237.77. 212 |krai ne e. dover. i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
58.218.213.44 |147.237.77.216|Chi na dover.idf.il ET VB SERVER MYSQL SELECT OCONCAT S I njection Attenpt 1
85. 65. 0. 102 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.152.97 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
74.203.163. 238 |147.237.77.227 |W0ited Sates e. hanaz. i of . i | ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
212.25.70.130 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
59. 45.79. 117 147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
193.104.41.54  [147.237.76. 202 0'\':" dova, Republic | \ojagidr.il  |ET SOAN Potential SSH Scan 1
58.218.213.44 |147.237.77. 216 |Chi na dover.idf.il A generic sgl with cooments injection attenpt - GET paraneter |1
58.218.213.44 |147.237.77.216|Chi na dover.idf.il SQA 1 =1- possible sgl injection attenpt 1
91.201.236. 114 |147.237.77. 212 |krai ne e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218.213.44  |147.237.77. 216 |Chi na dover.idf.il ET VBB SERVER Possible MSQL SALi Attenpt Infornation Schera 1
Access
85. 250. 175. 129 |147. 237. 72. 156 || srael anman. i df .i | portscan: TCP O stributed Portscan 1
37.26.146.138  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.33.174 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
1.52.202. 34 147.237. 77. 179 [V et nam e nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
62.90. 179. 98 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
213.57.126.231 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1




12-13-2015-11:04:00 to 12-13-2015-12:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi

37.26.146.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 45
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

. . SWNretransmt wth different .
213.8.204.16 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 25
w ndow scal e

107. 167. 105. 174|Wnited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 23

46. 19. 85. 241 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 18

79.177.205. 138 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16

2.54. 43,158 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 15

212.199. 57. 207 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 15
Sreanming Engine: TCP Invalid i i sSi

5. 29. 146. 13 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.

85. 130. 247. 216 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 13

85. 130. 247. 216 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
Sreaning Engine: TGP Invalid i i ssi

109. 64. 155. 209 |l srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

176. 228. 128. 105|l srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SYN drop 11

2.54.174. 104 I srael 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10

79.177.205. 138 |Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

212.235.98.139 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid sequence nunber noni t or 10

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

194. 90. 39. 41 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 8

89. 138. 210. 29 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 8

194. 90. 39. 41 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8

213.57.137.192 |Israel 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 7

176. 228. 128. 105|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i sSi

84.229.28.122 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TQP Invalid i i ssi

46.19.86.130  |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.52.42.125 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i sSi

2.54. 8. 243 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.

62. 0. 238. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

37.142.108. 118 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

213.57.129.42 |[Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

o SWNretransmit wth different

37.26.149.212 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e aert 6

80. 246. 139. 129 |[lIsrael 147.237.72. 167 |i shurimaka.idf .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi

84.228.132. 44 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

31.168.28.219 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

194. 90. 153. 133 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

80. 246. 139. 206 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 86. 43 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.52.42.125 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

5.102.254. 252 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.174. 104 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 5

2.52.42.125 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5

80.246.130. 89 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 85. 242 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunier noni t or 5

185. 13. 195. 159 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST aert 5

46. 19. 85. 2 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 5

2.54.174. 104 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 5

185. 13. 195. 159 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.52.42.125 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5

81.218.241.25 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5.29. 146. 13 | srael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Same Response Code (404) B ock 110
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 92
80. 246. 137.179 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 60
176.13.0.55 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 57
2.54.6.53 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 54
80. 246. 137. 145 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 53
85.64.145.126 | srael 147.237.76. 200 |ei tan. aka. i df . i | ;g%'\fnlygfl;ge Sane Response Code (404) in Session from Bl ock 39
80.246.138.35 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
80. 246. 136. 156 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 34
176.13.1. 17 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
80. 246. 137. 145 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 24
2.52.167.32 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 23
80. 246. 137. 179 |1 srael 147.237.0.19 |madimatal .idf.il gg(,)ztg,lyls?; tlgg Sane Response Code (403) in Session from B ock 19
2.54.6.53 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 16
80.246.137.40 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
176.12.137.59 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
80. 246. 137. 227 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
80. 246. 137. 179 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
80. 246. 136. 156 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
2.54.168. 159 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46. 19. 86. 47 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 6
79.180. 217. 136 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 6
176. 13. 5. 204 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df.il/$$$8287$$$ B ock 6
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 81.218. 241. 25 B ock 5
80. 246. 137. 202 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 5
80.246.137.27 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 5
213.57.218.120 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTICNS for waw aka.idf.il/ B ock 5
37.142.146.173 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed Method for Known LRL on waw aka.idf.il/ B ock 4
80. 179. 210. 248 |l srael 147.237.72.167|i shuri maka. i df . i[O stributed Too Many of the Sanme Response Code (404) B ock 4
2.52.161. 170 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
162.243. 220. 220|thited Sates |147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 162. 243. 220. 220 B ock 4
2.54.10.90 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
85. 64. 200. 64 I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 4
80.246.138.35 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (403) B ock 4
80. 246. 137. 202 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 4
80.246.138.35 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 3
46.19.85.198  |israel 147.237. 72. 166 |aka. i df . i | Dstr) buted wau rr'f/’;;fgr;ﬁ‘aﬁfﬁ]ejjpxo” Bl ock 3
77.127.149.40 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 3
87.69. 159. 94 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 3
37.26.147.189 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
46. 19. 86. 50 | srael 147.237.72. 166 |aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 3
2.54.17.5 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
2.52.35.18 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
85. 65. 52. 196 | srael 147.237.72. 166 |aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 2
46.19. 85. 15 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.94. 37. 149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
107.178.194.83 |Wited Sates  [147.237.77. 216 |dover . i df . | D stri bt ec lT;;f;ggigg_egeﬁvﬁc_ispzn Bl ock 2
5. 29. 56. 242 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock

213. 8. 204. 17 | srael 147.237.72. 166 |aka. i df . i | Distributed Too Mainy of the Same Response Code (404) B ock
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