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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3268
80. 82.78.8 Net her | ands 147.237.76. 196 e.sviva.idf.il JLM Under _Attack_Con_Tcp drop 2
134.147. 203. 115 Ger nany 147.237.76. 176 test.ncore.idf.il |Block Np All Net drop 2

89. 248. 172. 110 Net her | ands 147.237.76. 197 e hinush.idf.il Bl ock Udp Al Nets drop 1

37. 26. 149. 212 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1

89. 248.172. 110 Net her | ands 147.237. 76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1

89. 248.172. 110 Net her | ands 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
52.53.222.9 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ock Np Al Net drop 1
89.248.172. 110 Net her | ands 147.237. 76. 86 navy.idf.il Bl ock Wp Al Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 42 refuah.idf.il B ock UWp Al Nets drop 1

89. 248. 172. 110 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_ Udp Al _Nets drop 1




12-13-2015-10:04:07 to 12-13-2015-11:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
62.210. 148. 233 France 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
198. 27. 82. 153 Canada 147.237.77. 216 dover.idf.il |Cl000106: HTTP. majestic bot Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
46.19.85.146  |147.237.77. 216 I srael dover.idf.il |portscan: TCP Distributed Portscan 1
176. 12. 136. 225 [147. 237. 72. 166 || sr ael akaidf.il portscan: TCP DO stributed Portscan 1
85.250. 77. 64  |147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
81.218.17. 4 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
58.253.96. 122 [147.237.77. 227 [Chi na ehamnaz.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
58.218.213.44 |[147.237.77.216|Chi na dover.idf.il [SQL Injection - Select From 1
58.218.213. 44 |147.237.77.216|Chi na dover.idf.il |ET VBB SERVER Possible SQ Injection Attenpt UN ON SELECT 1
58.218.213. 44 |147.237.77.216|Chi na dover.idf.il |ET WEB SERVER MYS(L SELECT OONCAT SQL Injection Attenpt 1
212.25.83.133 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.116. 194. 139 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 3. 146. 206 [147.237. 77. 216 || srael dover.idf.il |portscan: TCP D stributed Portscan 1
36.45.199. 14 |147 237 8. 46 |ni na o chinuchidf ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
149. 88.71. 170 [147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
84.111.225.43 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stri buted Portscan 1
79.179.25.79  [147.237.77. 216l srael dover.idf.il |portscan: TCP Distributed Portscan 1
58.218.213.44 |147.237.77.216|Chi na dover.idf.il |SQL generic sq wth comments injection attenpt - CET paranet er 1
58.218.213. 44 |147.237.77.216|Chi na dover.idf.il |SQL 1 =1 - possible sgl injection attenpt 1
58.218. 213. 44 |147.237.77. 216 |Chi na dover.idf.il ET WEB_SERVER Possi bl e WS SQLi Attenpt Information Schema 1
Access
212.25.84.200 |(147.237.77.216|lsrael dover.idf.il |portscan: TCP D stributed Portscan 1
46.117.192. 77 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
37.26. 146. 186 | srael 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 73
46. 19. 86. 72 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 47
46.19. 86. 72 I srael 147.237. 77. 216 |dover . i df . i1 Bad TCP sequence SINHAK retransmt with different oo vor  aa
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
R SYNretransmit wth different .
81.218. 125. 133 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal & noni t or 33
85.250.219.94 I srael 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence SN retransmt with i fferent moni tor |26
w ndow scal e
79.176.145.10 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
46.19. 86. 72 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
2.52.134. 142 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TCP Invalid i i ssi
37.26.146.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
80. 179. 9. 26 I srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
46.19. 85. 114 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaning BEngine: TQP Invalid i i SSi
162. 243. 220. 220|Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
84.228.75.100 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
84.108. 27. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 249 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Inval id ACK nunber noni t or 12
46. 19. 86. 166 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi
212.235.22.119 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
77.87.48.181 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaning Engine: TCP Invalid i i SSi
2.54. 8. 243 I'srael 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 178. 150. 201 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.66.90  |Uited Sates |147.237.76.86 |navy.idf.il 9 59 Invalid segent retransmssion. dr op 8
Ret ransni ssi on Packet dr opped.
46. 19. 85. 96 | srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19. 85. 219 I srael 147.237. 77. 216 |dover.i df . i Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 85. 219 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 8
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 8
176. 228. 128. 105|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
. . SWNretransmit wth different .
37.26.149.212 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 7
79.179.27.249  |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence noni t or 7
46. 19. 86. 72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
162.243. 3. 70 Lhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SN drop 6
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i SSi
81.218.162.69 | srael 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
R SWNretransmit wth different .
37.26.149.188 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal & noni t or 6
Sreaning Engine: TCP Invalid i i SSi
176.13.17.169  |Israel 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.129.246  |Israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 108 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 219 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
2. 54. 138. 60 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.67.27.94  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
37.26.146.241 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence S retransmt wth different monitor 6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 63 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
81.218. 163. 120 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.206 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 108 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 219 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i sSi
79.180.12.88 | srael 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
192. 116. 239. 196 || srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
176.13.15. 71 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 76
2.54.6.53 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 34
2.52.167.32 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 22
2.54.156. 176 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 16
176.13.17.251 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 15
79.176.103.81 [Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock
81.218.241.25 [lIsrael 147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to wwwu aka. i df . il/$$$&282$$$ B ock
46.116.132. 1 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock
79.178.20.208 |Israel 147. 237.72. 166 |aka. i df . i | marji;‘fdﬁw;“;f;r;rzzzltﬁeﬁf;ess on Bl ock 3
37.26.149.200 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
109.226.32.70 | srael 147.237.72. 166 |aka. i df . i | v?”;vt ar]i;lftdf‘_ji w;“;f;r;riegg:ﬁ‘eﬁf;ess on B ock 3
2.54.8.243 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
2.54. 167. 228 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19. 85. 195 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 186. 95. 68 |l srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 3
176. 13. 3. 65 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
107.178.194.79 |Uhited Sates |147.237. 77. 216 |dover . i df . i | D stri buted 1?:;?;’%29&%\/?211;” Bock |2
66. 249. 66. 16 I sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i | |Uhauthorized URL Access to wan chi nuch. aka. i df .il/404. htm Bl ock

46.19. 85. 190 I srael 147.237.77. 216 |dover.i df .i | Distributed I11egal HITP \ersion B ock
80.179.223.31 [l srael 147.237.77. 176 |nat pash. i df . i | m”ég‘gogtifz: Hj‘sipg_cs‘:ifaggm | e/ 914629, pg Bl ock 2
46. 19. 85. 190 I srael 147.237.77. 216 |dover.i df . i | Dstributed Ml formed UR B ock
162.243.3.70  [lhited Sates [147.237.77.176|nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 162.243.3. 70 Bl ock
79.178.20.208 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
208.184.112.75 [Uhited Sates |147.237.77. 216 |dover. i df . | | D stri but ec lfsgfggzgfﬂeﬁvﬁ‘f?;p;” Bl ock 2
46. 19. 85. 190 I srael 147.237.77. 216 |dover . i df . i | D stributed Unhknown HTTP Request Met hod B ock

46. 116. 35. 83 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
79.177.57.242 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
204.13.200.200 |United Sates |147. 237. 7. 216 |dover . i df . i | e 1) 1155, 25650 nel dover. aume Bock |1
45,55, 211. 95 147. 237.76. 39 lm)b' le.nei tav. idf.i Lhaut hori zed URL Access to / B ock 1
37.26.149.188 |israel 147.237.76.42 |refuah. i df il iy 230 76, 45, 1519 ot 1of cae s Bock |1
85. 250. 136. 206 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df.il/xx™xex; B ock 1
2.54.85. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
176. 12. 140. 145 |Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
109. 186. 102. 229|1 sr ael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.179.35.202 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
212.143. 85. 205 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
192. 116. 149. 197l srael 147.237.72. 166 |aka. i df . i | mt ;L:l:td?éiwi;t :loéé'mzﬁ; /'\r‘;tg?g‘r;f’iromoz"; d/u:eg: aspx Bl ock 1
37. 60. 46. 153 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
93.173.42.157 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68. 180. 230. 244 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
58.218.213.44 |China 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/news/htm/ B ock 1
176.13. 4. 147 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31.168.213. 143 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/nai n/giyus/ B ock 1
46.19.86.20  |Israel 147.237.76.42 |refuah.idf.il O ted et orized ﬁaﬁcg‘;ﬁ( on B ock 1
149. 88.136.82 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None

207. 46. 13. 67 Lhited Sates [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ robots. txt B ock

46. 19. 85. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
107.178.194.83 |United Sates |147.237. 77. 216 |dover . i df . i | D stri buted 1?:;?;’259&%\/?211;” Bock |1
85.250.219.94 I srael 147.237.77. 234 |hal ag. i df .i | ﬂ?ﬁggf;é‘*&ﬁgggss:h;e 4/bul et L. gi f Bl ock 1
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