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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3456
31.168. 170. 222 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
82.81.12. 22 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock Wp Al Nets drop 3
82.81.12. 22 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 30 hi nush. i df.il B ock Np Al Net drop 2

115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Purple Gon_Limt Htp drop 1

199. 58. 200. 138 Lhited Sates 147. 237. 76. 202 e.halag.idf.il Bock Np Al Net drop 1
188.138. 1. 218 Ger many 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46.19. 85. 113 147.237.77. 226 I srael v chanat z. aka. i df . i1 [PCLI CY- OTHER TCP packet with urgent flag attenpt 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
149.78.236.98 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 133. 192 |147.237. 77. 216 |l srael dover . idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 224 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.148.186 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
185. 3. 146. 187  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
178. 169. 143. 78 |147.237.76. 177 |Bil garia ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165(147. 237. 0. 200 |Wited Sates |rdu.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |[147.237.77. 178 |Net her| ands e. nat pash. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
79. 181. 3. 205 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 177. 148|147. 237. 77. 216 || srael dover.idf.il SER\/ER APAO_E_ Apache mod_ssl non- S8 connection to SSL port 1

deni al of service attenpt

191. 33.46. 223  [147.237.77.19 |Bazil I aw forumidf.il ET SCAN NVAP -sS wi ndow 4096 1
178. 169. 143. 78 |147.237.76. 177 |Bil garia ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address |Ste Signature Action ‘Count
212. 235. 98. 139 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d sequence nunier nonitor  [95
213.57.143. 139 [l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 63
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
209. 73. 141. 191 g”;(r;ymus 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 24
Sreamng Engine: TCP Invalid i i ssi
2.54.191.5 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
46.19.86.150 |l srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
79.176.145.10 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
46. 19. 86. 150 | srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
46.116.221. 16 |Israel 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 10
46.19.85.113 |Israel 147. 237.77. 226 V‘:’I“"‘Cha”atz'aka"df drop First packet isn't SWN drop 9
reanmn ine: TCP Invali i i ssi
79. 180. 185. 188 |I srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval id |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.66.53.39  |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
37.46. 39. 45 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber monitor |9
Sreaning Engine: TCP Invalid i i ssi
79.180.71.7  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.52.134.12  |israel 147.237.77. 243 |nobi l e. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dropped.
46.19.85.114  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber monitor |8
Sreaming Engine: TGP Invalid i i ssi
84.109. 98. 188 |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. . 8
Ret ransni ssi on Packet dropped.
46. 19. 86. 161 | srael 147.237.72. 156 |anan. i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.141 |Israel 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
192.117.25.10 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 7
46. 19. 85. 141 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.142  [lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |7
46.19.85.114  [lIsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.221 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor (6
Sreamng Engine: TCP Invalid i i ssi
31.210. 179. 183 |I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
79. 178. 107. 144 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.33.158  |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
2.54.141.230 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
85. 64. 6. 60 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
37.26.146. 247 |Israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.141  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
81.218. 160. 43 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
79.183.197. 61 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
192.117.25.10 |[lIsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.183.197.61 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
) s SYN+ACXK retransnmit wth .
173.29.218.88 |Wnited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence different vindow scal & monitor |5
46.19.85.141 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.172  [lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
80. 246. 139. 216 |I srael 147.237. 77. 216 |dover . i of . i Bad TCP sequence SYNFACK retransmt with monitor |5
di fferent w ndow scal e
79.180.35.46 |[lsrael 147.237.77.233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.102. 254. 147 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor 5
46.19.85.142 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.172  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber monitor |5
46.19.86.168 |Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212. 143. 142. 56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 4
138. 134. 102. 16 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
212.25.102.57 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
185. 3. 144. 133 [l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber nonitor |4
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site S gnature Devi ce

‘Count

Country Action
212.25.102.57 |israel 147.237.76. 200 |ei t an. aka. i df . i | ;‘ig'\gnylgé ;?e Sane Response Code (404) in Session from Bock  [251
2.54.1.241 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from2.54.1.241 |B ock 185
2.54.1.241 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 150
2.54.37. 60 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 63
2.54.132. 97 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 45
176. 13. 23. 28 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 21
2.52.134.12  [israel 147.237.77. 243|nobi L e. i off i1 | o™ ?&Tﬁ?s\;cﬂa?/icﬂnzgagﬁsjmd n Bock |15
109. 240. 89. 173 |Fnland 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 109. 240. 89. 173 B ock 12
80.246.136.29 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 240.89. 173 |Finl and 147.237.72.166 |aka. i df . i | m“;;: ' Id?.aidl ;‘ﬁ;jhnc;zi ?E ;\tsh;i'l cati onser i ce, as get au huser Bock |4
2.54.1.241 I srael 147.237.0.19 |nadi matal .idf.i|Too Miny of the Same Response Code (403) in Session from2.54.1.241 |B ock 3
46.210.132. 198 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.164. 182 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
212.116.164.7 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
176.13.1. 252 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
195. 160. 240. 11 |l srael 147.237.72. 166 [aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from 195. 160. 240. 11 B ock 3
212.25.82.123 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 3/ B ock 3
2.54.32.193 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
193. 169. 70. 108 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hor i zed URL Access to ww aka. i df.i|/nain/search B ock 3
2.52.134.12 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 2
188. 120. 148. 159l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
176. 228. 136. 200]l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 2
2.52.134.12 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 2
37.26.146.167 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.161. 145 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.182. 19. 89 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1133- he/ dover. aspx B ock 1
207.46.13.137 |lLnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/navy/ B ock 1
37.26.149.232 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178.194.83 |nited Sates [147.237.77.216dover. idf il | o e 1?:;}:;;5?&%\/’2??:&” Bock |1
2.54.162. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85. 65. 202. 14 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 1
185. 3. 146. 241 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.183.197.61 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 86. 124 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
146. 185. 234. 48 :32::1”' on 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/656-en/ B ock 1
46.19. 85. 31 I srael 147.237.77.216|dover. i df .i | Dstributed Il1egal HITP \ersion B ock 1
109. 235. 189. 141 gj::;”i o |147-237.77.74 [lawidf il \;Pﬁrwar:\tﬁ dfT_yipf’/t\AegLf‘taigg/g et' ﬁ'\la[;gét”“ Lo, a5 Bock |1
72.49.7.83 Lhited Sates |147.237.77.176 [mat pash. i df . il Uhaut hori zed URL Access to v cogat . idf.il/xmrpc. php Bl ock 1
195.142. 92. 9 Tur key 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
31.168.28.253 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1

Unaut hori zed URL Access to
95.86.89.18  |Israel 147.237.76.42 |refuah.idf.il ;i;‘\’gi j‘i' 4'(:‘;;\;‘:' 6/1 Sl\f;;&ggzeigfguiseﬁ”;‘fs\f‘;g%i‘;ﬁ“g;&gfaﬁqg f: ‘;’]‘E‘)’(';kl’(bu Bock |1
5xnxenm nr f 192zi ai 96yxba
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka.idf.il/val tam B ock 1
2.54.52.102 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
85. 64. 6. 60 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.179.35.122 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
46.10.85.142  |[Israel 147. 237.77. 216 |dover . i df . i | ﬂfiilc TP Ver ol or —3! Uve=506d220d64022200000 Hock |1
109. 235. 189. 141 :32::1”' on 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation fronDate in wa i df.il/1283-en/ dover. aspx B ock 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1399-en/ dover. aspx B ock 1
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