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12-13-2015-08:04:06 to 12-13-2015-09:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3433

94. 102. 49. 122 Net her | ands 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets dr op 1

94. 102. 49. 122 Net her | ands 147.237.76. 198 e. yohal an.idf.il Bl ock Udp All Nets drop 1

94.102. 49. 122 Net her | ands 147. 237.76. 44 e.refuah.idf.il Bl ock Wdp All Nets drop 1

94. 102. 49. 122 Net her | ands 147.237.76. 200 eitan. aka.idf.il Bl ock Udp All Nets drop 1

94. 102. 49. 122 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1

94.102. 49. 122 Net her | ands 147.237.76. 197 e hinush.idf.il Bl ock_Udp Al _Nets drop 1




12-13-2015-08:04:06 to 12-13-2015-09:04:06

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess

\Site

|S gnature |Devi ce Action |Oount |
83.97.83.125 Shitzerland 147.237.76. 42 refuah.idf.il 14331: HTTP. Suspicious User-Agent (M Session) B ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
188. 165. 15. 169  |France 147.237.76.147 |chinuch. aka.idf.il |28 HITP. AhrefBot craw er Bl ock 1




12-13-2015-08:04:06 to 12-13-2015-09:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
193. 105. 134. 220 147.237.76. 198 Sweden e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 74. 213. 36 147. 237. 0. 200 Chi na ndu. i df il ET SCAN Potential SSH Scan 1
124. 74. 213. 36 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
94.102. 60. 89 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 75. 220. 155 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 66. 61 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
124. 74. 213. 36 147.237.0. 17 Chi na mny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
94. 102. 60. 89 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 89 147.237.0.35 Net her | ands akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 34. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
1.52.202.34 147. 237. 76. 202 M et nam e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1




12-13-2015-08:04:06 to 12-13-2015-09:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
46. 19. 86. 183 I srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 52
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i sSi
66.249.66.90  |lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop 18
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66.22.159  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
81.218.241.25 |[lIsrael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 65 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
s SWNretransnmit wth different .
80. 246. 133. 153 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 10
192. 116.232.69 |Israel 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 9
176.13. 4. 193 I srael 147.237.0.19 |[nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 8
212.235.98. 139 |[lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 8
213.57.136. 200 |[lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
176.13. 2. 190 I srael 147.237.77. 233 |atal idf. il Bad TCP sequence Invalid ACGK nunber noni t or 7
81.218.133.196 |lsrael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 7
46. 19. 86. 161 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 18 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
79.176.31.191 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.210.179. 139 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
176. 13. 2. 190 I srael 147.237.77.233|atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
reamn ine: TCP Invali i i Ssi
46.19.86.183  |israel 147237, 72. 167 |i shurimaka i o i || SAM NG Engine: TP Invalid — invalid segnent retransnissi on dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.166.29.166 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.12.148.89  |Israel 147.237.77. 243 |moti 1 e i or iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dr opped.
213.57.136. 200 |[lsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 146 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
213.57.136. 126 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
176. 13. 4. 193 I 'srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Inval i d ACK nunber alert 4
reaming BEngine: TCP Invali i i Ssi
131, 253. 25. 164 |Uited Sates |147. 237, 76. 200 |eitan aka idr. i1 |2 C@M NG Engine: TGP Invalid  invalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 131. 137 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
2.54.187.200 | srael 147.237.77. 243 |moti 1 e i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.94.199.30  |Israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
40. 77. 167. 89 Lited Sates |147.237.76.86 |navy.idf.il dr op SAMrul e drop 3
. . SYNPAXK retransmit with different .
80. 246.136.58 |lIsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
194. 90. 233. 126 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.1. 80 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.177.14.37  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
109. 160. 238. 218|I srael 147.237.76.86 [navy.idf.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
46.19.85.199  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
5. 102. 254. 90 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence Invalid AGK nunber noni t or 3
46. 19. 86. 23 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
79.178.206.79 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.188  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
79.183.49.48  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.31  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
81.218.153.16 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TQP Invalid i i sSi
2.54. 61. 235 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
82.166. 137. 197 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.150. 62. 248 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 123 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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A tacker
Count ry

46.19. 86. 207 | srael 147.237.77. 216 |dover.idf.il SYN At t ack

Attacker Address

Target Address |Ste Signature

SYN -> SYN-ACK -> Ti neout

Sreanming Engine: TCP Invalid
Ret ransm ssi on

176.13.4.172 | srael 147.237.77. 243 |nobi l e.i df . i |

Inval i d segnent retransnission.
Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Acti on ‘Count
2.54.132.30 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 74
176.13. 4. 193 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 58
80. 246. 137.199 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 52
176.13.9. 210 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 33
176.13.22. 207 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
176.13. 8. 29 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 15
80.246.136.29 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 13
46. 19. 85. 90 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
80. 246. 136. 251 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
2.54.164. 182 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 6
176.12. 145. 212 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 4
80. 246. 136. 154 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 4
84. 94.199. 30 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
2.52. 40. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
80.179.119.22 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.12.148.89 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
84.111.102.219 [israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 172 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
195. 160. 240. 11 |l srael 147.237.72.166 |aka. i df . i | 2‘;'; '1%'06. 2%’_“;;'0” zed Method for Known UR. from B ock 2
46.117.224.13 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
176.12. 143. 166 |Israel 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;”lt eh ?rd'fz‘f? /t’;egpgf;sesmj e/l st chi | ddocurent &/ 1071 Bl ock 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock

85.250. 219. 94  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to wan aka. i df.il/ww tikshuv.idf.il Bl ock
176.13.13. 175 |lsrael 147.237.0. 17 g: niyl- kosher -kravi .| Miltiple Illegal Paraneter Encoding from176.13. 13. 175 None 1

. . . Uhaut hori zed URL Access to
66. 249. 66. 136 |l srael 147.237.0.34 |tikshuv.idf.il 147.237.0.34] si p, st orage/ i es/ 8/ 1548. | pg B ock 1

: . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

Illegal Byte Gode Character in URL /nai n/kapatz//res

46. 19. 86. 207 | srael 147.237.72. 166 |aka. i df . i | . . ; B ock 1
our ces/ i nages/ i nner page/ goback. gi f

37.26.146.226 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1

195. 200. 205. 35 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefined |B ock 1

176.13.7.73 | srael 147.237.77.243|nobi | e.i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1

77.125.117.74  |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1

138. 134.102. 15 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/nil net B ock 1

46. 19. 85. 10 I srael 147.237.77.216|dover . i df . il Unknown HTTP Request Met hod ab1e21000; in URL B ock 1
Unknown Par anet er

87.69. 92. 97 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx

80. 246. 133. 153 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1

2.54.38. 150 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1

] ] ; Unaut hori zed URL Access to
66.249. 66. 141  [Israel 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p, st orage/ i 1 es/ 1/ 1541. | pg Bl ock 1
176. 12. 145. 212 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 1
} . . D stributed Unaut hori zed URL Access on

107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1

46.72.132. 195 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Unaut hor | zed URL Access to wan i df . i/ band B ock 1

37.142.128.180 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/x¢Exyx xex Bl ock 1

} . . D stributed Uhauthori zed URL Access on

204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1

79.176.150. 105 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1

66. 249. 66. 25 | srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1

155.56. 68. 217 |Ger many 147.237.72. 166 |aka. i df . i | Wnhknown Paraneter amp;t in None 1

ww aka. i df . i1/ nmai n/ sachar/ scri pt resour ce. axd

: . . Uhknown Paraneter docid in
104. 131. 147. 112|thited Sates |147.237.72.166|aka. i df .i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp None 1

Cooki e Tanpering on cooki e wb48617274: Expected DFCA11D%6,
bserved 7A4A5ABA

. . Uhaut hori zed URL Access to

66. 249. 78. 4 I srael 147.237.77.233|atal . i df .il 147,237, 77. 233/ 1367- 8718- he/ at al . aspx Bl ock 1
D stributed Uhauthori zed URL Access on

107.178.194.87 |lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 1

194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | None 1
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