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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3523

190. 160. 186. 101 Ghile 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
61.147.103. 184 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con_Tcp drop 2
222.186.58. 131 Chi na 147.237. 76. 200 eitan.aka.idf.il |JLM Under Attack GCon Htp drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
54.72.182.187 I rel and 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 2

94.102. 49. 122 Net her | ands 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
141.212.122. 96 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Block Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site Sgnature Devi ce Action |Oount |
218.85.112.130 |China 147.237.77.74 |lawidf.il C1000108: HTTP. Trying to locate existing FCkedi tor B ock 4
45.79.107. 83 147.237.72.167 |i shuri maka.idf.il [C1000107: DDCS- Spoof ed HTTP Packet s B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 66. 61 147.237.72.166 |Wnited Sates [aka.idf.il ET SCAN NVAP -sA (2) 2
194. 187. 48. 247 |147.237.0.35 |Wraine akavs. i df . i ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 196 |Sweden e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
119. 195. 228, 221|147 237.0. 33 |<Orea Fepublicl o 4 _ y 1
of Potential Scan or Brute Force
109. 200. 157. 163|147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NVAP -sS wi ndow 2048 1
78.193.2.8 147.237. 77. 243 |France nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
, , L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
61.147.103. 184 [147.237.0.19 |thina nadi matal .idf.il ) . 1
Potential Scan or Infection
194.187. 48. 247 |147.237.0.16 |Wkraine ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uusual |y fast inbound Tel net CGonnecti ons,
175. 25.161. 169 |147.237.76. 176 |Chi na test.ncore.idf.il . 1
Potential Scan or Brute Force
111120, 99 134 |147. 237 76.42 |cni na refuahid i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T S Potential Scan or Brute Force
109. 200. 157. 163|147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
76.126.183.46 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 10
207. 46. 13. 48 Wited Sates |147.237.76.31 |nakchal .idf.il drop SAMrule drop 10
176. 228. 128. 105|l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 242 |Wited Sates |147.237.72. 166 |aka i f il g =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dropped.
162. 254. 122. 152|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
93.172. 147. 212 |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
5.102.254.219 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
reamn ine: TCP Invali i i ssi
185. 120. 125. 40 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Mol dova, R . Geo- | ocati on i nbound
95. 65. 34. 177 Republ i ¢ of 147.237.77. 178 |e. mat pash. i df .i | Geo- | ocati on enf or cenent enf or cenent drop 3
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi
37.26.146.232 |israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.102.230.131 | srael 147. 237.72. 166 |aka i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
203.133. 171. 35 ?rea’ RepUbl i C 1147 237 77. 226 "‘:’YNChamz' aka Tdf 1oy At ack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi
68.180. 228. 112 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
203. 133. 168. 147 ?rea’ RepUDI i C 1147 237, 77. 216 |dover. i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
192. 249. 66. 247 |Wited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
203. 133. 168. 147 ?rea’ Republic |1 47 537 77. 216 |dover. i df i1 drop First packet isnt SWN drop 1
141.212.122. 196|Wnited Sates  |147.237. 76. 197 |e. himush. i df . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206.96 |[Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
24.146.200.43 |lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber aert 1
141.212. 122, 206|hited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
222.186.58.131 [China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 76. 15. 13 Chi na 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 197|Uited Sates  |147. 237. 76. 197 [e. hi nush.idf .1 Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206. 112|thited Sates [147.237.72. 166 |aka.i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
24.146.200.43 |lhited States  |147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
222.186.58. 131 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
98.166.87.230 |lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82. 47. 36 Lhited Sates [147.237.0.33 |idf.il drop drop 1
203. 133. 168. 147 ?rea’ RepUDI i C 1147 237, 77. 216 |dover. i of .i SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 1
182. 141. 197. 116|Chi na 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject
141.212.122. 201 |Lhited Sates |147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
216. 218. 206. 124|lhited Sates |147.237.76. 200 |eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Uhited Arab o
92.96. 74. 124 Enirat es 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 1
208.115.111. 73 |lhited Sates [147.237.72. 166 |aka.idf.il drop SAMrule drop
198. 20. 69. 74 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
222.186.58. 131 |China 147. 237. 76. 197 |e. hi nush. i df . | Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212. 122, 193|Wnited Sates  |147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent 3?0: (C’Zii:\ton i nbound drop 1
216.218.206.79 |lWhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82. 47. 47 Lhited Sates |147.237.0.200 |rau.icf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
Korea, Republic s SYNtACK retransmt wth .
203.133. 168. 147 - 147.237.77. 216 |dover.idf .i | Bad TCP sequence di fferent v ndow scal e monitor |1
182. 141. 197. 116|Chi na 147. 237. 77. 216 |dover. i df . i Bad TCP sequence SINFACK retransmt wi th monitor |1
different wndow scal e
141.212.122. 202|Lhited Sates |147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 124|lhited Sates [147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
40.77.167. 77 Wited Sates |147.237.77.176 |natpash.idf.il drop SAMrule drop 1
198. 20. 69. 74 Wited Sates |147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
107.167. 112. 149|Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock 4
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 4
5.102.254.219 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
176.13. 15. 80 I srael 147.237.0.19 |nadimatal . i df. i |Suspici ous Response Code B ock 2
185. 120. 125. 40 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
46.117.2.80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
Unaut hori zed URL Access to
218.85.112. 130 [China 147.237.77.74 [lawidf.il wan | aw i df il /editor/editor/fil enanager/ br owser/ def aul t/ connect ors/ asp/ ¢ |Bl ock 1
onnect or. asp
195. 154. 227. 118|France 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion HITH B ock
79.179. 99. 94 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock
. . D stributed Unaut hori zed URL Access on
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
: . . D stributed Lhauthori zed URL Access on
208.184.112. 74 |lWnited Sates |147.237.77.216|dover.idf.i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249.66. 72 |srael 147.237.77. 176 |t pash. i df . i | waw cogat . i df . i |/ coor di nati ongaza/ news_gaza/ pages/ kenesr ef uee. aspx B ock !
49.149.167.88 |Pilippines [147.237.77.74 |lawidf.il PHP At t enpt B ock 1
: . . Unaut hori zed URL Access to
199. 16. 156. 124 |Uited Sates [147.237.77.216|dover.idf.il Wi f i1/ p storagel il es/ 1/si ze220x0/ 1151 | pg B ock 1
79.179. 99. 94 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php Bl ock 1
. ] Unaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 17989- he/ dover . aspx B ock 1
208.184.112.74 |nited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133- 22638- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
66.249. 66. 183 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
49.149.167.88 |Philippines |147.237.77.74 (lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
: ] ] Unaut hori zed URL Access to
199. 16. 156. 125 |Uhited Sates [147.237.77.216|dover.idf.il Wi f i1/ p storagel il es/ 2/ si ze220x0/ 17672. | pg B ock 1
. . Unknown Paraneter hc_location in
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rmai v har edi nf gener al . aspx None 1
: ] ] D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin waw i df . i|/1393-en/ dover . aspx Bl ock 1
66.220.146.23 |Wited Sates [147.237.72.166|aka.idf.il SIS Lhtraceabl e Qonnection - sigal gs DoS Attack None 1
: . . Unaut hori zed URL Access to
199. 16. 156. 126 |Uited Sates [147.237.77.216|dover.idf.il Wi df i1 /5i p_storagel fi 1 es/ 5/ si ze220x0/ 6255. ] pg B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates (147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 66. 69 | sr ael 147.237.77. 176 [mat pash. i df .i| |Miltiple Unhauthorized URL Access from 66.249. 66. 69 B ock 1
. . . Unaut hori zed URL Access to
27.186.173. 224 |China 147.237.77. 176 |nat pash. i df . i | v cogat . i df .11/ shar ed/ user cont r ol s/ header upper / Bl ock 1
218.85.112. 130 |China 147.237.77.74 |law i df.il Mil ti pl e Uhaut hori zed URL Access from 218. 85.112. 130 Bl ock 1
66. 249. 66. 28 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
. . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf. il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
} . . D stributed ULhauthori zed URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il v i df . i | / 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 72 I srael 147.237.77. 176 [mat pash. i df .i| |Miltiple Wnhauthorized UR. Access from 66.249. 66. 72 Bl ock 1
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