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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3420

66. 249. 66. 26 | srael 147.237.72. 156 anan.idf.il TCP handshake vi ol ation, first packet not syn |drop 3177
81.133. 224. 140 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 7

218. 6. 155. 58 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|[JLM Under Attack Con Htp drop 2

115. 231. 222. 40 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Htp drop 2
54.72.182.187 Irel and 147.237.76. 86 navy.idf.il B ock Wp Al _Nets drop 1
94.102. 49. 122 Net her | ands 147.237. 76. 200 eitan. aka. idf.il B ock_UWp Al _Nets drop 1
61.189. 228. 178 Chi na 147.237.76. 34 yohal an.i df .il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Target Address

A tacker
Count ry

Signature

195. 34, 150. 18 |147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent
94.102. 48. 195 |147.237.8.14 |Netherlands e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024

_ o ET SCAN Behavi oral Lhusual 'y fast inbound Tel net Gonnecti ons,
24.149. 125. 48 |147.237.72.14 |lhited Sates |dover.idf.il(old

Potential Scan or Brute Force

24.149.125. 48

147.237.72. 156

Lhited Sates

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

Lidf.il .
anan 11 Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
81.133.224. 140 |United Ki ngdom|147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 15
76.126.183.46 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
207.46.13.48  |Wited Sates  [147.237.76.31 |nakchal .idf.il drop SAMrul e drop 8
Sreaning Engine: TQP Invalid i i ssi
66.249.66.93  |lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176. 228. 128. 105|I srael 147.237. 77. 216 |dover.i df .il drop First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi
37.26.146.244 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
40.77.167.77  |wited Sates  |147.237. 77. 176 |nat pash. i of . i | drop SAMrul e drop
46. 19. 85. 209 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
94. 159. 211. 225 |Israel 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
Sreaning Engine: TCP Invalid i i ssi
199.30.24.211 |Wited Sates  |147. 237. 76. 200 |ei tan. aka. i o .il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 65. 149. 106 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185.32. 179. 185 | srael 147. 237. 77. 243 |robi | e. i df . i | g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
40.77.167.94  |Wited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g 2
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
95.86.124.39  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.95  |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g 2
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.5  |lnited Sates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.155 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g 2
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.90  |lhited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
94.75.220.155 |Netherlands  |147.237.76.199 |e.nakchal .idf.il [Geo-1 ocation enf or cenent Sﬁ?olrggi:f” I nbound drop 1
180. 76. 15. 19 Chi na 147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
62.210. 105. 116 |France 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overfl ow noni t or 1
141.212.122. 206|Whited Sates  [147.237.0.15 |kosher-kravi.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
218.6.155.58  [China 147. 237.77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.242.228.108 |Luxembourg 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
203. 133. 168. 147 Ok‘f’rea’ RepUbI i€ 1147 237, 77. 216 |dover . i of . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.meitav.idf.il |drop SAMrul e drop 1
185. 101. 107. 189 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow rmoni t or 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 61 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 195|lhited Sates 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop 1
94.75.220.155 |Netherlands  |147.237.76.202|e.halag.icf.il  |Geo-1ocati on enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent
199. 203. 206. 146 st ael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
81.17.31.10 Swi tzerland 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
184.105. 139, 124|Wnited Sates  [147.237.77.19 [lawforumidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 64. 74 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 207 |Whited Sates  [147.237.0.15 |kosher-kravi.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
204.85.191.30 [Uhited Sates  [147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow noni t or 1
84.109. 3.6 I 'srael 147.237.77. 170 |marachot.iof .il  |Bad TCP sequence Inval id ACK nunber noni t or 1
195. 62. 53. 168 R‘SIS::I”im 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
171.25.193. 131 [Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
50.186.128.54 [Lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 195|hited Sates  |147.237.77.212 e dover.idf.il  |Geo-1ocati on enf or cerent gﬁ?glggi'ﬂfn I nbound drop 1
216.218.206.84 |[Wited Sates [147.237.77. 176 |nat pash.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253. 157 R‘SIS:;”i o 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
94.75.220.155 |Netherlands  |147.237.77.178|e.natpash.icf.il |Geo-1ocati on enf or cement Sr“:? olrggi'nf n i nbound drop 1
200. 108. 244. 122|U uguay 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 232|Wited Sates  [147.237.0.19 [nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
95. 86. 85. 156 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip_storage/files/7/  |B ock 3
95. 86. 85. 156 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 95. 86. 85. 156 B ock 2
66. 249. 66. 32 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
66. 249. 66. 25 | srael 147.237.77.216|dover. i df . i | Ml tipl e Whaut horized URL Access from 66. 249. 66. 25 B ock 2
] . - D stributed Lhaut hori zed URL Access on
208.184.112. 75 |[nited Sates 147.237.77. 216 (dover. i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
. . URL is Above Root Oirectory
185. 101. 107. 189 147.237.77. 216 |dover. i df . il Wi of i1 /.| shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s Bl ock 1
89.138. 217. 165 |l srael 147. 237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 dover.idf .il v i df i | / 1133 22461- hel dover . aspx. B ock 1
66.249.66.191 [Israel 147.237.72. 166 |aka. i df . i | D stributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
66. 249. 66. 5 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
2.54.56. 238 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 dover.idf .il v i df i | / 1133 22638- hel dover . aspx. B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |thited Sates 147.237.77. 216 (dover.idf .il v i df i 1/1283- en/ dover . aspx Bl ock 1
66. 249. 66. 16 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i [tnaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 |nited Sates 147.237.77. 216 (dover . i df . i | v i df i | / 1133- 22638- hel dover . aspx. B ock 1
. . D stributed Uhauthori zed URL Access on
66.249.66.37  |Israel 147.237.77. 216 |dover. i df . il 147. 237, 77. 216/ 1133- 18719- he/ dover . aspx Bl ock 1
37.8.47.98 (F;a]cis;ilg(ljan Territory, 1147 237. 7. 176 |mat pash.idf.il Unaut hori zed URL Access to ww cogat.idf.il/894-ar B ock 1
157.55.39.173 |Uhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter docid in aka.idf.il/mai n/haredi nigeneral . aspx [None 1
68. 180. 228. 112 |wnited Sates 147. 237.77. 216 |dover. i df . i | Lhaut hf.” zed URL Access to wawn i df.il/english/news/jenin.stni B ock 1
target="_bhl ank
] . . DO stributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
66. 249. 66. 69 | srael 147.237.77. 176 |nat pash. idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 66. 69 B ock 1
. . Unhaut hori zed URL Access to
66.249.65. 118 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9032- he/ r ef uah. aspx Bl ock 1
184. 105. 247. 196|Uhited Sates 147.237.0.19 |[nadi matal .idf.il|Wauthorized URL Access to 147.237.0. 19/ B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash. idf . il [ = cogat . i df . i 1/ 1930- he/ cogat . aspx Bl ock 1
66. 249. 66. 28 I srael 147.237.77. 216 (dover. i df . i | Uhaut hori zed URL Access to waw idf.il/1415 B ock 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
Unhaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | wamn cogat . i df . i |/ usef ul i nf or mat i on/ i dkoni ni pages/ 20032011yezu B ock 1
. aspx
66.249. 65. 122 |l srael 147.237.76.200|ei tan. aka. i df . i | |thauthorized URL Access to www ei tan. aka. idf.il/404. aspx B ock 1
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