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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3162
89. 248. 160. 196 Net her | ands 147.237.76. 198 e.yohalan.idf.il |B ock Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  |147.237. 77. 216 |Austria dover . idf.il Tehila - Perl LW with fake user agent 2
66. 249. 66. 23 147.237.72. 156 |Wited Sates |aman.idf.il ET SCAN NVAP -sA (2) 2
177.19.158. 160 [147.237.0.17 |Brazil mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
94. 102. 60. 89 147.237.72. 156 |Netherl ands ~ |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
58. 186. 235. 237 [147.237.76.31 |V etnam nakchal . i df i ) 1
Potential Scan or Brute Force
. - ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
220. 246.237.76 |147.237.8.27 |Hong Kong e.nadimatal .idf.il . 1
Potential Scan or Brute Force
193. 105. 134. 220|147. 237. 76. 44 |Sweden e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.19.158. 160 [147.237.0.17 |Brazil mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

enf or cenent

Sreanming Engine: TCP Invalid i i sSi
109. 64. 121. 155 | srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |y 168
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
107.222. 205. 149|wnited Sates  [147. 237. 77. 216 [dover. i of .11 9 =g Invalid segnent retransmssion. | ., 10
Ret r ansm ssi on Packet dropped.
40.77.167. 77 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrule drop
207.46. 13. 48 Lhited Sates 147.237.76.31 |nakchal .idf.il drop SAMrul e drop
Sreanming Engine: TGP Invalid i i ssi
66.249.66.61 |lhited Sates  |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
68.180.229. 121 |[Uited Sates  |147.237. 76. 200 |ei tan. aka i of . 9 =g Invalid segnent retransmssion. | 4
Ret ransnm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
79.180. 112. 147 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TP Invalid i i ssi
207.46.13.169 |Uited Sates  |147.237.72. 166 |aka idf. i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.213  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
84.108.170.81 |Israel 147.237.76.31 [nakchal .idf.il Bad TCP sequence Invalid ACK nunber moni tor |3
Sreanming Engine: TGP Invalid i i ssi
66.249.65.14  |wited Sates  [147.237.77. 243 |nobil e.idf i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
62.210. 206. 219 |France 147.237.8.27 |e.madimatal.idf.i1|Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 2
enf or cenent
46. 19. 86. 81 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
208.115.111. 73 |Uhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 1
60.217.72. 16 Chi na 147.237.0.33  |idf.il drop drop 1
193. 105. 134. 220|Sweden 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.170. 160 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
130. 207. 203.56 |United Sates 147.237.0.33  idf.il drop drop 1
81. 169. 237. 146 |Cer many 147.237.77.179 |e.nazi .idf .il dr op SAMrul e drop 1
40. 77. 167. 89 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
141.212.122. 198|Uhited Sates 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Lhited Arab L
92.96.74.124 Enirat es 147.237.72. 166 |aka.idf.i| drop SAMrul e drop 1
66. 249. 66. 69 | srael 147.237.77. 176 |nat pash. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
60.217.72.16  |China 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
193. 105. 134. 220|Sneden 147. 237. 77. 212 |e. dover . i df .1 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
2.54.180. 36 I srael 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
130. 207. 203.56 |lLnited Sates 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.108.108. 9 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
66.249. 64.131 |l srael 147.237.0.33  |idf.il drop drop 1
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 1
Lhited Arab o
92.96.74. 124 Erir at e 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 1
60.217. 72. 16 Chi na 147. 237. 76. 148 |gqcent er . aka. i df . i | |dr op drop 1
193. 105. 134. 220|Sweden 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.28.157.7 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212. 122. 194|Uhited Sates 147.237.77. 179 |e.razi i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 1
184.105.139.76 |United Sates 147.237.0.35 |akaws.idf.il drop drop 1
79.179.145.43  |Israel 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. S . Geo- | ocati on i nbound
60.217. 72. 16 Chi na 147.237.76. 196 |e. sviva idf.il Geo- | ocat i on enf or cenent erf or cerent drop 1
195. 62. 53. 168 RJSIS::t”ion 147.237.0.15 |kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
38.229.1.15 Lited Sates  |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212. 122. 195|Uhited Sates 147.237.77. 179 |e.nazi i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69.192. 16 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 1
66. 249. 66. 28 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
208.115.111. 73 |Lhited Sates 147.237.76.200|eitan. aka.idf.il  |drop SAMIrul e drop 1
60.217. 72. 16 Chi na 147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 120. 148. 151 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
60.217.72.16  |China 147.237.76.197 le.himsh.idf.il  |Geo-1 ocati on enf or cement Geo-| ocati on i nbound drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
107. 167. 112. 149|United Sates 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/aman Bl ock
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthorized LRL Access from 46. 118. 155. 216 B ock
207.46.13.169 |[Wnited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock
} . . D stributed Whaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
] . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter gt; in ww aka.idf.il/main/rabanut/general .aspx |None 1
64.19. 78. 243 Lited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
Net her | ands . ] . . .
190. 102. 0. 132 Attilles 147.237.77. 176 |nat pash. idf.il Unaut hori zed URL Access to waw cogat . idf.il/xnirpc. php B ock 1
79.177.26.9 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
} . . D stributed Whaut hori zed URL Access on
208.184.112.75 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
. . Il'legal Parangter Encodi ng searchText in
66. 249. 66. 39 I srael 147.237.77.74 |lawidf.il vow | aw i df i |/ 275- he/ pat zar . asp None 1
46.118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i | D stributed PH Atenpt B ock 1
’ . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Uited Sates 147.237.77. 216 |dover . i df .i | v df i1 /5i p_storagel fi 1 es/ 5/ si ze220x0/ 6255. ] pg B ock 1
179. 208. 162. 84 |Brazil 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 66. 72 | srael 147.237.77. 176 |nat pash. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 72 B ock 1
] . . Uhaut hori zed URL Access to
207.46.13.104 [Wited Sates 147.237.77. 216 |dover . i df .i | i df i1/ 1133- 12847- hel dover . aspxod Aj x3 A2 x3 xVAAY: Bl ock 1
. . Uhaut hori zed URL Access to
66.249.65. 43 I srael 147.237.76.42 [refuah.idf.il ww refua. atal .idf.il/tenpl ates/ shared/ user control s/ navnenu/ Bl ock !
190. 102. 0. 132 A'\ﬁfihlelrésa”ds 147.237.77. 216 |dover. i df . i | Distributed PHP A tenpt B ock 1
79.177.42.240 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.40 |l srael 147.237.77. 216 |dover . i df . i | 147, 237.77. 216/ 1133. 18719- he/ dover . aspx B ock 1
’ . . Uhaut hori zed URL Access to
199. 16. 156. 125 |[Lhited Sates 147.237.77. 216 |dover.i df . i | v i o i1/ p storagelfi1 es/ 1/ si ze220x0/ 11591 | pg B ock 1
185, 25. 151. 159 |Pol and 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to testpd. pospr.waw pl / t est pr oxy. php B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 131 |l srael 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ si p, st or agel fi | es/ 8/ 1558.  pg B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 109 | sr ael 147.237.77. 234 |hal ag. | df.il v | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ header upper/ B ock !
190. 102. 0. 132 A'\i:ihﬁrésa”ds 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 190. 102. 0. 132 B ock 1
. . Uhaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 18189- he/ dover . aspx Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/xmrpc. php B ock 1
199. 16. 156. 126 |Uhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Wnaut hori zed URL Access from 199. 16. 156. 126 Bl ock 1
185, 25. 151. 159 |Pol and 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to testp2. czar. bi el awa. pl / t est proxy. php B ock 1
66.249. 66. 136 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
} . . D stributed Whaut hori zed URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
195. 154. 194. 111|France 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/valtam B ock 1
54.186.248.49 |[Wited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . i | B ock 1
’ . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates 147.237.77.216|dover.i df . i | v i o i /i p storagel i1 es/ 2/ si e220x0/ 17672, | pg B ock 1
Net her | ands . . )
190.102.0.132 [ )} oa 147.237.77. 176 [nat pash. i of . i | Distributed PHP Attenpt B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 141 |l srael 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ si p, st or agel fi | es/ 5/ 1555.  pg B ock 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112.75 [Wited Sates 147.237.77.216|dover . i df .i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ r esour ces/ i nmages/ r et i re- over. j pg Bl ock !
37.142. 64. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
195. 154. 194. 111|France 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/wp-1ogin. php B ock 1
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