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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3545
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
109. 188. 126. 44 Russi an Federation 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
115. 239. 228. 8 Chi na 147.237.0. 35 akaws. i df.i | Frk Under Attack Con Htp drop 2
113.70.177.101 Chi na 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets drop 2
115. 239. 228. 8 Chi na 147.237.0. 35 akaws. i df.il Frk Purple Gon_Limt Htp drop 1
49.71. 227. 201 Chi na 147.237.76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1
116. 17. 23. 163 Chi na 147.237.76. 38 eeneitav.idf.il ock_Udp All _Nets drop 1
113. 85. 163. 130 Chi na 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets drop 1
123. 164. 89. 246 Chi na 147. 237.76. 38 eeneitav.id.il [Block Wp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
94. 75. 220. 155 Net her | ands 147.237.77. 243 nobi le.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
106. 38. 241. 106 Chi na 147. 237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
27.5.180. 194 I ndi a 147.237.77. 216 dover.idf.il Q008: HITP: Xenu User Agent B ock 1
94. 75. 220. 155 Net her | ands 147.237.77. 179 e.nmazi.idf.i|l [13840: TLS QpenSSL Heartbeat Packet B ock 1
94. 75. 220. 155 Net her | ands 147.237.77. 216 dover.idf.il 13840: TLS (enSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
93.158.215.56 [147.237.0.16 [Netherlands  [ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
66.249. 66. 181 |147.237.72.166 |Lhited Sates |akaidf.il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to SS. 1
port denial of service attenpt
121 235, 208. 152|147 237 0.35 | na akave. i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
117.31.224.80 |147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
115.182.17.13 [147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181|147. 237. 76. 86 [Turkey navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.75.220.155 |147.237.77.243|Netherlands  [nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.75.220.155 |147.237.77.226|Netherlands  |wwn chamatz. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
93.158.215.56 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
177 245 59.93 1147 237 76.34 | co yohal an.i o i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
42.96.203.166 |[147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
118. 112. 185. 236|147. 237. 72. 14 |Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
115.182.17.13  |147.237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 235. 254. 181|147. 237. 76. 86 |Turkey navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
98.119. 105. 221 |147.237.77. 227 |ited Sates |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 3072 1
94.75.220.155 |147.237.77.234|Netherlands  |hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.158.215.56  [147.237.77.216|Netherlands  |[dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
r eam n ine: TCP Invali i i ssi

82.80.136.138 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | Streamng Engi ne: TCP Inval i d|invalid segnent retransnission drop 1314
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.65.103 |lWited Sates  |147.237.77.234|hal ag.idf.il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 12
Sreaning Engine: TP Invalid i i ssi

2.54.135.150 | srael 147. 237.77. 243 |nubil e.i df .i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

76.126.183.46 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

64.110.144.34 |[italy 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |11

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 9

reamng Engi ne: TCP Invali i i ssi

5.29. 75. 47 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval i d|invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.

207.46. 13. 48 Lhited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrule drop 7
Sreanming Engine: TCP Invalid i i ssi

149. 88. 4. 57 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

207.241.226.39 [tnited Sates  [147.237.77.226| 1" chamatz. aka. df | o SAMrul e drop 6
Sreanming Engine: TCP Invalid i i ssi

207.46.13. 1 Wited SQates  |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

85.250. 174.54 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber monitor |5

85. 250. 174.54 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi

65.55.210. 104 |Wnited Sates  |147.237.76. 200 [eitan. aka.idf .l 9 =g Invalid segnent retransmssion. |, ., 4
Ret ransni ssi on Packet dropped.

109. 67. 98. 97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi

199.30.24. 247 |Wited Sates  |147.237.76. 200 |ei tan. aka i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.

82. 80. 62. 155 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

79.176.119.40 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.

92.96.74. 124 ;;rtaetdesﬁab 147.237.72. 166 |aka. i df .i | drop SAMrule drop 3
Sreanming Engine: TCP Invalid i i ssi

79.180.18.16  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

79.180. 237. 185 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.54.148. 18 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.

92.96. 74. 124 ;Ertaetdesﬁab 147.237.77. 216 |dover.idf .il drop SAMrule drop 3
Sreanming Engine: TCP Invalid i i ssi

80.178. 215. 254 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109.64.26.57  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 65.5.247  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.

195. 154. 227. 118|France 147.237.77. 216 |dover.idf .il dr op SAMrule drop 2

40.77.167. 89 Lhited Sates 147.237.76.86 |navy.idf.il dr op SAMrul e drop 2

85.250. 174.54 |l srael 147.237.0.34  [tikshuv.idf.il Spoof ed Reset nonitor |2

207.241.226.39 |lhited Sates 147.237.76. 147 |chi nuch. aka. i df . | dr op SAMrule drop 2

84.108.67.171 |lIsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreanming Engine: TGP Invalid i i ssi

66.249.65.106 |lited Sates  |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

46. 19. 85. 220 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

85. 250. 174. 54 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d sequence nuniber alert 2

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

207.46.13.142 |lhited Sates 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i ssi

177.235.243.83 |prazl 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segnent retransmssion. | . 2
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

68.180.228. 112 |lnited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

46. 19. 86. 188 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |1

85.250. 176. 40 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1

218.22.211.69 |China 147.237.76. 34 |yohal an.idf.il drop drop

5. 2565. 253. 157 RJSIS::t”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 1

84.108.67.171 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 1

141.212.122. 199|UWited Sates 147.237. 72. 167 |i shuri maka. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

94. 44. 252. 79 Hungary 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Timeout |[reject 1

81.169. 237. 146 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 1

185.3.144.118 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1

71. 224. 80. 88 Lhited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |[Site Sgnature Action ‘Count
82.80.136. 138 |Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 146
185.3.144.28 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 127
185.3.144.28 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 64
185. 3. 144.28  |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (403) B ock 32
91.200. 12. 106 |Wkrai ne 147.237.77.74 |lawidf .il PHP At enpt B ock 12
91.200.12. 106 |lkraine 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 91.200. 12. 106 Bl ock 11
2.54.148. 18 | srael 147.237.77.243|nobi l e. i df . i | Mil tiple Unauthorized URL Access from 2.54.148. 18 B ock
109. 65. 3. 167 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
199.30.24.33 |Whited Sates |147.237.76. 147 [chi nuch. aka. i df .i | mghf’ﬁ;ﬁﬂ ;:Z“f 2?”' Izleioﬁtﬁfcess on B ock 2
76.78.240.148 |United Sates |147.237.77. 216 |dover. i df .i | D st bt spadt o Szgvéﬁaigiess on Bl ock 2
93.173.28.161 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS At ack None
46.19.86.227 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
204. 13. 200. 200 |Lhited Sates |147.237.77.216|dover. i df.il Distributed thaut horized UL Access on Bl ock 1

waw i df . i1 /1133-22638- he/ dover . aspx.
66.249.66.16 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed thaut horized URL Access on Bt ock 1
v chi nuch. aka. i df .il/404. htm

D stributed Unaut hori zed URL Access on

107. 178. 194. 87 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
72.49.7.83 Lhited Sates |147.237.77.216|dover.idf.il Ostributed PHP A tenpt B ock 1
54.152.228.19 |[Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter anp;catld in v aka.idf.il/rights/asp/info.asp|None 1
. . . D stributed Unaut hori zed LRL Access on
94.185. 83. 100 |Sweden 147.237.0. 19 nadi matal .idf.il t est p4. pospr . waw pl /t est pr oxy. php B ock 1
85. 65. 231. 234 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to vww i df.il/894-ar Bl ock 1
66.249.66.28 |lsrael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/newsite/english/main asp [B ock 1
. . . Lhaut hori zed URL Access to
91.200. 12. 106 |Wkraine 147.237.77.74 |lawidf.il v | aw i df i |/ 592- 4071 en/ i ndex. php B ock 1
72.49.7.83 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
66.249. 65.18 |l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 1
107.178.194.79 |Lhited Sates |147.237.77.216 |dover.idf.il Distributed thauthori zed URL Access on B ock 1

waw i df . i1 /1133-22461- he/ dover . aspx.

m ny- kosher - kravi . i d

foil
. i Uhaut hori zed URL Access to
66.249.66.34 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1

) . . D stributed Unhaut hori zed LRL Access on
208.184.112.74 |Lhited States [147.237.77.216 |dover . i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

. ] ] Unaut hori zed URL Access to
2.54.148. 18 I'sr ael 147.237.77. 243 |nobi | e. i df . i1 nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1432 Bl ock !

Unaut hori zed URL Access to

91. 196. 50. 33 Pol and 147.237.0. 17 Unaut hori zed URL Access to testp4. pospr.waw pl/test proxy. php B ock 1

174.49.73.68 |lhited Sates [147.237.77.216|dover.idf.il vow i of i 1/engl i Sidf in pictures/ 2002/ april/ L stm B ock 1
91.200. 12. 137 |kraine 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
199.30.25.191 |thited Sates |147.237.76. 147 [chi nuch. aka. i df . i | Distributed Lhauthori zed URL Access on B ock 1

waw chi nuch. aka. i df.il/404. htm
. . Lhaut hori zed URL Access to
66.249. 65. 112 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8920- he/ r ef uah. aspx B ock 1

D stributed Unhaut hori zed LRL Access on

107.178.194. 79 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1

91.196.50.33 |Pol and 147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to testpd. pospr.waw pl /test proxy. php  |B ock 1

66.249.66.61 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/val tam Bl ock 1
) . . D stributed Unhaut hori zed LRL Access on

208.184.112.75 |Lhited States [147.237.77.216 |dover.idf. il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1

37.142.97.117 |israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

. . S Whtraceabl e Gonnection - Protocol violation
79.179. 210. 163 |l srael 147.237.72. 156 |anan. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1

D stributed Unaut hori zed URL Access on

204.13.200. 200 |Wited States |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 66. 5 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/giyus/atuda Bl ock 1
107.178.194. 83 |Uiited Sates |147.237.77. 216 |dover. i df .i | Distributed Lhauthorized UL Access on Bl ock 1

v i df i |/ 1133- 22638- he/ dover . aspx.

. . S3. Whtraceabl e Gonnection - Protocol violation
66. 249. 66. 181 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO) None 1

m ny-kosher-kravi .id [ostributed Unauthori zed UR. Access on
foil t est p4. pospr . waw pl / t est pr oxy. php
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94.185. 83. 100 [Sweden 147.237.0.17 B ock 1




