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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3395

168. 235. 207. 70 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover_Gon_Linmt_Htps dr op 28

168. 235. 207. 70 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

94.102. 51. 38 Net her | ands 147. 237. 76. 199 e nakchal .idf.il [Block Wip All Nets drop 1

172.98. 67. 15 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

168. 235. 207. 70 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack_Con H ps drop 1
52.53.222.9 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

151. 80. 31. 142 Italy 147.237. 72. 166 aka.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

66. 249. 66. 61 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220 147. 237. 76. 198 Sweden e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
166. 63. 125. 149 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102. 48. 195 147. 237.77. 226 Net her | ands waw charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147. 237.76. 30 Net her | ands hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
74. 203. 240. 228 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN NMAP -sS wi ndow 2048 1
54.183.201. 4 147. 237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LW wth fake user agent 1
166. 63. 125. 149 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 4096 1
166. 63. 125. 149 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
94. 102. 48. 195 147.237.77. 170 Net her | ands maar achot . i df . i ET SCAN NMAP -sS wi ndow 1024 1
74. 203. 240. 228 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN NMAP -sS wi ndow 4096 1
74. 203. 240. 228 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -f -sS 1
54.183.201. 4 147.237.77. 170 Lhited Sates maar achot . i df . i ET SCAN NMAP -sS wi ndow 2048 1
54, 183. 201. 4 147.237.77. 170 Lhited Sates naar achot . i df . i ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
168.235.207.70 |Wited Sates  |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 70
194. 98. 203. 210 [France 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 66
213.57.141.89 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 48
178. 140. 2. 20 :ZZ::I”W 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
109.67.115.55  |Israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence mdﬁrsa:;rtt Wth different monitor |29
79.183. 221. 202 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 23
194. 98. 203. 210 |France 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invali d ACK nunber alert 23
46.19. 85. 144 | srael 147.237.72.167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 22
79.183. 221. 202 |(lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 19
76.126.183.46 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
79.176.161.18 | srael 147. 237.72. 166 |aka. i f . Streamng Engine: TP Invalid  imalid segrent retransmssion. [ o 18
Ret r ansni ssi on Packet dropped.
178. 140. 235. 131 gz::;”ion 147.237.77. 233 |atal .idf. il drop First packet isn't SWN drop 17
213.57.141.89 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
37.130.227.133 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
5.22.131.93 I 'srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 15
109. 66. 113. 232 |Israel 147. 237, 72. 167 [i shuri maka i o1 [/ €3M NG Enginer TP Invalid invalid segnent retransmssion. |, o, 15
Ret r ansni ssi on Packet dropped.
46.116. 235. 181 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber aert 14
46.116. 235. 181 |Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 14
2.54.130. 81 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 13
109. 67.33.136 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 12
109. 67.33. 136 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 135 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 11
87.69.219.76  |Israel 147.237.0.19  |madimatal igr i1 | SAM NG Engines TP Invalid - invalid segnent retransmssi on. drop 11
Ret r ansni ssi on Packet dr opped.
80. 246. 133. 170 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
46.121.108. 173 | srael 147, 237.76. 200 [ei tan aka i i1 | SN NG Enginer TP Invalid invalid segnent retransmssion. |, o, 10
Ret r ansni ssi on Packet dr opped.
77.127.170.3  |israel 147.237. 72. 167 |i shurimaka i ar i1 |2 €M NG Engine: TP Invalid - finvalid segnent retransmission. | 9
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.19. 85. 255 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
194. 98. 203. 210 |France 147.237. 77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or
213.8.204.61  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Vﬂdgitrsa:;n;t Wth different monitor |8
217.132.29.46 |[Israel 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 8
217.132.29.46 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACGK nunber noni t or 8
37.142.221.219 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
89.138.80.148 |lIsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
95. 86. 105. 69 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 7
213.8.204.5 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 135 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
95. 86. 105. 69 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
62. 0. 101. 97 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
66. 249. 93. 15 Lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 6
62. 0. 101. 97 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.120. 101. 210 |Israel 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.179.198.91 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
80. 246. 136.83 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.8.115 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.179. 222.129 | srael 147. 237. 72. 166 |aka. i of . i Streanmng Engine: TCP Invalid  invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
5. 255. 253. 188 :Z:::t”i o 147.237.72. 166 |aka.i df . ;; ?Zr:srr]r? sEsr;chJr?e: TP Invalid :)g‘éakgtd ;eggrf;‘i retransmssion. g o 6
46.116.79.193 [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Gountry |Target Address |Site Sgnature Acti on ‘Count
185. 3. 146. 213 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 144
46.121.108.173 | srael 147.237.76. 200 |ei t an. aka. i df . i | Too Meny of the Sane Response Code (404) in Session from Bock 137
46.121. 108. 173
87.69. 219. 76 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode Bl ock 64
87.69. 219. 76 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 57
185. 3. 146. 213 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 38
5.22.131.105  |israel 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation irrent Passvord in Bock |5
nobi | e. i df.il/sachar/changepasswor d
46.19. 85. 13 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
2.54.44.5 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
185. 3. 146. 213 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 3
109. 67. 132. 168 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84.109. 69. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 3
. . Unaut hori zed URL Access to
109. 65. 160. 235 |l srael 147.237.72. 166 |aka. i df . i | o aka, i of i1/ i v sachar / undefi ned Bl ock 3
. - Unaut hori zed URL Access to
85.64.101. 131 |[Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 2
176. 63. 8. 127 Hungary 147.237.77. 216 |dover. i df.i | Lhaut hori zed LRL Access to ww i df.il/navy/ Bl ock
109. 67.33.136 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None
2.54.148. 228 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
185. 120. 126. 201 147.237.72. 166 |aka. i df . i | Wnautt hori zed Met hod HEAD for Bock |2
ww aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 75 |[lhited Sates 147.237.77.216|dover . i df . i1 v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
79.179.184. 131 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 125. 50 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
79.182.217.42 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
109. 186. 145. 219|I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.179. 210. 163 |l srael 147.237.72. 156 |aman. i df . i | Abnormal |y Long Request ret hod B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | wan cogat . i df . i |/ useful i nformation/i dkoni i pages/ report 1010t o1 [B ock 1
610. aspx
’ . . O stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.19. 86. 114 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] - . Unaut hori zed URL Access to
207.46.13.34  |nited Sates 147.237.77. 176 |nat pash. i df . i | voww cogat i o i | /tenpl at es/f ag/f aq, aspx B ock 1
79.179. 210. 163 [lIsrael 147.237.72. 156 |arman. i df . i | Mal formed URL Bl ock 1
68.180.229. 239 [lhited Sates 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
213.57.54.186 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Uhaut hori zed URL Access to
66. 249. 66. 37 I srael 147.237.77. 216 [dover . i df . i | 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
80.246.136. 43 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Illegal Byte Code Character in Header Nane (AeA R [#16]] AfDIA
79.179. 210. 163 |l srael 147.237.72. 156 |anman. i df . i | AfAs/ 5X[ [ #30] ] AzAcAf[ [ #22] ] A—AA- [ [ #2] ] yAEAYKA™A...HAB ock 1
A AA?A™MUAL [ #21] ]
157.55.39.173 |Uhited Sates 147.237.72.166|aka. i df . i | Lhknown Paraneter docid in aka.idf.il/giyus/ganda/defaul t.asp None 1
] . . Paraneter Type M ol ati on PageNumin
68.180. 228. 112 |[lhited Sates 147.237.77.216|dover . i df . i1 v i df i 1/ 1283- en/ dover . aspx B ock 1
' . . D stributed Unaut horized URL Access on
107.178.194. 83 |Uited Sates 147.237.77.216|dover.idf .l v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
85. 64. 150. 93 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Pal esti ni an
46. 43. 68. 70 Territory, 147.237.77. 176 |nat pash. i df . i | O stributed Uhaut hori zed UR. Access on ww cogat.idf.il/894-ar |B ock 1
Qccupi ed
207. 46. 13. 67 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 1
. - Miltiple Lhtraceabl e SS. Sessions from79.179. 210. 163 (Prot ocol
79.179. 210. 163 |l srael 147.237.72. 156 |arman. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE) ) None 1
109. 67. 115.55 |l srael 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
77.126. 2. 205 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Attack None 1
66. 249. 66. 40 I srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
213.57.228.142 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
91.127.65.165 |Sovakia 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww i df.il/894-en/idf gdover. aspx B ock 1
m ny- kosher - kr avi . i ' i
194. 98. 203. 210 |France 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 1
af.il mny- kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
80.246.136.79 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.179. 210. 163 |l srael 147.237.72. 156 |aman. i df . i | Illegal Byte Gode Character in Header Val ue B ock
176.12.138. 189 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
68.180. 228. 112 [Lhited Sates  [147.237.77.216|dover. i df il Faraneter Type Miolation PageNimin Bock [t
wa i df . i |/ 1395- en/ dover . aspx
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