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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3417
52.53.222.9 Lhited Sates 147.237.76. 31 nakchal .idf.il |B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action ‘Count |
188. 165. 15. 14 France 147.237.72.156 |aman.idf.il |28 HITP.  AnrefBot craw er B ock 1
69. 12. 70. 34 Lhited Sates 147. 237. 76. 42 refuah.idf.il [21609: HITP. pChart Drectory Traversal Wil nerability B ock 1
69.197. 177. 26 Lhited Sates 147.237.76. 86 navy.idf.il C1000106: HTTP. mnaj estic bot B ock 1
86. 132. 210. 245 United Kingdom  |147.237.77.216 |dover.idf.i|l |Cl000106: HTTP. najestic bot B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220|147. 237. 76. 148 |Sweden ggcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
58.253.96. 122 [147.237.77.121|China e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
192. 186. 95. 178 |147.237.76.30 [Canada hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
189, 197. 30,9 147 237 77 234 M co bl g, o i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 216 |Canada dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102.48.195 [147.237. 76. 201 [Net her | ands e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 114 |147.237. 77. 233 |krai ne atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 75. 236. 76 147.237.0.34  |Ger many tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223.4.174.30 147. 237. 76. 148 |Chi na gacenter. aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
61.182.170.38 [147.237.76.34 |China yohal an. i df.il ET SCAN Potential SSH Scan 1
61 41 207 247 147 237 0.33 |Korea Republic| o ., ET SCAN Behavi oral Unusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
192. 186. 95. 178 [147.237.76.30 |Canada hi mush. i df il ET SCAN NVAP -sS wi ndow 2048 1
5. 39. 222. 253 147.237.77. 74 |Nether| ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 186. 95. 178 |147.237.76.30 |Canada hi nush. i df .i | ET SCAN NVAP -f -sS 1
189,197, 30. 9 147 237 7774 | co Lawid il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 216 |Canada dover.idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.77. 233 |krai ne atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
61.182.170.38 [147.237.76.39 [China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
218.108.132.58 |[147.237.8.14 |[China e.orchot.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.0.16 |China ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
46.120.217.129 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19. 85. 36 I sr ael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dropped.
185.3.144.101 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 85. 75 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 208 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
37.46.39. 95 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaming Engine: TGP Invalid i i ssi
79.176.169.32 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
37.26.146.214 |lIsrael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 64. 116. 247 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reaming BEngine: TCP Invali i i ssi
109. 67. 0. 33 I srael 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 69 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
109. 66. 58. 127 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
109. 65.129. 45  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.179. 115. 214 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 69 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
84.229.132. 242 |l srael 147.237.77. 233 |atal .idf. il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 136.42 |l srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
185.3.144.122 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 69 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 5
188. 120. 148. 144l srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.129. 106 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 75 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 148. 252l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
109.30.25.45  |Wited Sates |147.237.76.200 [ei tan aka i of .i | 9 =9 Invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka idf. il Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dropped.
37.46.39.15 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
40. 77. 167. 89 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop
reanmn ine: TCP Invali i i ssi
109.66.54.64  |Israel 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 125. 125 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 66. 209. 250 |l srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 217. 226 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
2.52.3.135 I srael 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.26.241 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.178.56.229 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TQP Invalid i i ssi
109. 64. 166. 179 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.134.127  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.168. 121 |israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
77.126. 102. 166 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.22.23  |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183. 180. 120 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178. 140. 245 i srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 64. 185. 134 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
213.57.130. 216 |l srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
77.127.198.44 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
207. 46. 13. 48 Lhited Sates |147.237.76.31 [nakchal.idf.il |drop SAMrule drop 3
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

79.179.101. 220 |[lsrael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Acti on ‘Count
79.176.63.148 |Israel 147.237.0.19 |madimatal .idf.il |00 My of the Sane Response Code (404) in Session from Bock  [343
79.176. 63. 148
79.176.63. 148 | srael 147.237.0.19 |madimatal .idf.il |00 My of the Sane Response Code (403) in Session from Bock  |156
79.176. 63. 148
79.176. 63. 148 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 104
2.54.31.4 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 104
2.54.31.4 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 82
176.13.12.40 |lIsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 29
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 18
m ny- kosher - kr avi . _ _
213.57.211.70 |lsrael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encodi ng None 4
46.19. 85. 93 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
5.102.218.196 |lIsrael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock
2.54.31.4 I srael 147.237.0.19 |nadimatal .idf.il Ostributed Too Miny of the Sane Response Code (403) B ock
m ny- kosher - kr avi .
46.121.76. 237 |lsrael 147.237.0. 17 i d:yi | Dstributed I11egal Paraneter Encodi ng None 2
79. 153. 188. 209 |Spai n 147.237.77.216|dover.idf . il Dstributed PHP At tenpt B ock 2
66.249.66.61 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
185. 120. 126. 14 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
79. 153. 188. 209 |Spai n 147.237.77.216|dover.idf . il D stributed Waut horized URL Access on vww i df . i|/xmrpc. php B ock 2
Lhi ted . . Parameter Type M ol ati on PageNumin
68.180.230.29 g oo 147.237.77. 176 |mat pash. i df . i | vaww cogat . i df . i 1/ 2027- hel cogat . asp Bl ock 2
46.19.86.227 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
79.176.148.36 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
109. 186. 95. 68 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |llegal Byte Gde Character in URL Bl ock 2
84.108. 217. 126 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
54. 153, 33, 152 g‘;:g 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
Lhited . - D stributed Lhaut hori zed URL Access on
204.13.200.200 g 147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
41.136.39.20 |Mwritius |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww idf.il/xmrpc. php B ock 1
176.12.148.39 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
79.176. 63. 148 |lIsrael 147.237.0.19 |[nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
109. 66. 58. 127 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
68. 180. 228. 112 ;q;::g 147.237.77. 216 |dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 1
66.249.66.28 |lIsrael 147.237.77.216|dover.idf . il Ml tiple Unauthorized URL Access from 66.249. 66. 28 B ock 1
213.8.204.55 |Israel 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
89.139.11.125 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
185. 3. 144. 101 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
79.179.224.78 |Israel 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
37.142.68.72 |Israel 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt B ock 1
157. 55. 39. 222 g;::: 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
2.54.7.143 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/gious B ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 o 147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
85. 65. 13. 42 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
54.153. 33. 233 ;";Itee: 147.237.76.39 |nobile. neitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ B ock 1
207. 46. 13. 168 ;hla::s 147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to nmaarachot . i df . i/ webresource. axd B ock 1
176.13.5.70 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.196.232 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
109. 66. 110. 159 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None
68. 180. 228. 112 ;";Itee: 147.237.77.216|dover. i df.il Paraneter Type M ol ati on PageNumin waw i df.il/1384- he/ dover. aspx Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 31 I st ael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ i nages/ si debar / bul | et or ange. gi f B ock !
Unaut hori zed URL Access to
. . way aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0ahukew pnr awg9f j ahxbpr gkht kz
95.86.68.193  [lsrael 147.237.72. 166 |aka. i df . i | aowqf ggi maagsi g2=x- r zapxl wivl g2ovei nmhg&usg=af gj cnhcvyyg7wicg-y |2 °°K 1
hd5_anmmezoyodt wa
79.183. 189. 174 |I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df . i/ hi nush/ sit e/ he/ hi nush. asp B ock 1
54, 153. 32. 246 ;h'a:g: 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
37.142.68.72 |lIsrael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/xnirpc. php Bl ock 1
163. 150. 180. 50 ;";Itee: 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
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