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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3357

66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 304

146. 185.57.7 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3
52.53.222.9 Lhited Sates 147.237.76. 177 ncore.idf.il|Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Slgnarure Devi ce Action |Count|

58. 248. 103. 2 Chi na 147.237.77.170 |m@ar achot . i df . il |13764: HITP. China Chopper Mal ware Communi cation Attenpt B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 61 147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 186 [147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
79.179.126.29 |147.237. 77. 233l srael atal .idf.il ET D05 Large anount of TGP ZeroWndow - Possible NIl er2 Chos 1

attack
218.108.132.58 [147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.108.132.58 |[147.237.8.27 |[China enadimatal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
50.252.197. 194 |147.237.76.39 |Lhited Sates |nobile.neitav.idf.i|ET SCAN NVAP -sS w ndow 4096 1
199. 191. 56. 188 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
5. 39. 222. 253 147. 237. 76. 199 |Net her | ands e.nakchal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
113.164.7.249 |147.237.8.50 [\ etnam e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
113.164.7.249 |147.237.8.28 [Vietnam e.nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1
113.164.7.249 |147.237.8.14 |Metnam e.orchot.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 89 147.237.76.31 |Netherl ands nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
218.108.132.58 [147.237.8.27 |China e.nadimatal .idf.il [ET SCAN Potential SSH Scan 1
61 51 147 34 147 237 76.30 | na i vmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
199. 191. 56. 188 [147.237.77.235|thited Sates |[svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
50.252. 197. 194 |147.237.76.39 |[Whited Sates |nobile.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 188 |147.237.77.235|lhited Sates |[sviva.idf.il ET SCAN NVAP -f -sS 1
5.39.222. 253 147. 237. 76. 197 [Net her | ands e himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 107. 167. 132(147. 237. 76. 30 |Fhili ppi nes hi nush. i df il ET SOAN Behavi oral Lnusual ly fast inbound Telnet Connect i ons, 1

Potential Scan or Brute Force
113.164.7.249 |147.237.8.45 |Metnam eeitanidf.il ET SCAN Potential SSH Scan 1
113.164.7.249 |147.237.8.24 |Metnam elifestyleiidf.il [ET SCAN Potential SSH Scan 1
113. 106. 129. 219|147. 237. 76. 86 [Chi na navy. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

176.13.10.238 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 18
Ret r ansn ssi on Packet dr opped.

212.59. 240. 221 |Pol and 147.237.8.28 |e.mobile-ks.idf.il{Geo- 1 ocation enf or cenent Geo-I ocati on i nbound drop 18

enf or cenent

Sreamng Engine: TCP Invalid i i ssi

5.28.165.15  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 9
Ret r ansn ssi on Packet dr opped.

reaming BEngine: TCP Invali i i ssi

77.127.61.133  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 9
Ret ransnm ssi on Packet dr opped.

} S SWNretransnmit wth different .
173.2.139.253 |United Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |9
173.2.139.253 |United Sates 147.237.76.42 [refuah.icf.il  |Bad TCP sequence SiNretransmt wth different 1. oy 8

w ndow scal e
2.54.8.252 | sr ael 147.237.0.19 |nadimatal.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
o SYN+ACXK retransmt with .
31.154. 152. 224 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal monitor |7
46.19. 85. 120 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
31.154.152. 224 |israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 7
213.57.128.138 |[lsrael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 254 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi
185. 120. 125. 6 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.110.111. 102 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret r ansnm ssi on Packet dr opped.
31.154. 150. 114 | srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject
46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
77.127. 225. 164 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.
46. 19. 85. 208 I srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d ACK nunber noni t or 5
40. 77. 167. 89 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMirul e drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
2.54. 166. 253 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
87.68.61.78 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
207.46. 13. 48 Lhited Sates 147.237.76.31 |nakchal .idf.il drop SAMrule drop 4
o SYN+ACK retransmt with .
31.154. 150. 114 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal e nonitor |4
5.102.254.121 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |4
46. 19. 85. 13 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber noni t or
176. 65. 18. 148 g";'cis;i'géa” Tertitoryts 47, 237. 77. 216 |dover. i df . i dr op First packet ism't SWN drop 4
66. 249. 93. 15 Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop
46. 120. 36. 83 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine: TCP Invali i i ssi
79.183.22.234 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.176.148. 198 |Israel 147. 237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.179.27.249 |israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
185.32.179.87 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
37.26.149.210 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dr opped.
31.154. 150. 114 | srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |alert 3
Sreanmng Engine: TCP Invalid i i Ssi
79.183.35.251 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.28.182.203  |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 147 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.176.168.16 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
37.26.147.178 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
77.127.221. 246 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.160  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.173.64 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dr opped.
5.102. 254. 4 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
87.68.81. 35 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
37.26.147.178 |Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf. i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 115 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79. 183. 206. 215 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

2.54.24.171 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 84

2.54.8. 252 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 80

2.54.24.171 I srael 147.237.0.19 |madimatal .idf.i| [0 MW of the Sane Response Gode (404) in Session from Bock |65
2.54.24.171

46. 19. 86. 253 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

84.109. 152. 159 [Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock

77.126. 61. 86 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from 77.126. 61. 86 Bl ock

2 5424 171 | srael 147.237.0.19 |madimatal .idf.il ;’024%;? 107f1the Sane Response (ode (403) in Session from B ock 5

109.67.69.34  [Israel 147.237.0.19 |nedi matal .idf.il [Fraer TpeMoaion o m’_‘;’;ﬁ acerbl der 1%txt Street in Bock |4
46.19. 85. 13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
176.13.10. 238 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 3
213.57.34.2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
2.54.138. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.46.39. 15 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 186. 95. 68 |l srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 3
79.176.214.16 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
95. 86. 94. 96 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 95. 86. 94. 96 B ock 2
79.179.68.247 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 79.179. 68. 247 Bl ock 2
79.179.112. 137 |israel 147.237.72. 166 |aka. i df . i | tnaut hori zed URL Access to Bock |2

v aka. i df . i |/ mai n/ gi yus/ control s/ at uda/ A
109. 65. 108. 93 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
il Mitiple Illegal Byte Gode Character in Header Nane from

79.179. 68.247 [Israel 147.237.72. 166 |aka. i df . 79. 179. 68. 247 B ock 2
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lWited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
79.179.68.247 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock
79.179.68.247  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Miformed URL from 79.179. 68. 247 B ock
m ny- kosher - kr avi _ _
213.57.211.70 I srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encodi ng None 2
79.179.68.247 |lsrael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from79. 179. 68. 247 |B ock 2
79.179.68.247 |[israel 147.237.72. 166 [aka. i df . i | Ml tiple NILL Character in Header Nane from 79. 179. 68. 247 B ock 2
89. 139. 51. 39 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/894-en Bl ock 2
58. 248. 103. 2 Chi na 147.237.77. 170 |nmar achot . i df . i | Ostributed PHP At tenpt B ock 2
79.179.68.247 |[israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from79. 179. 68. 247 B ock 2
79.179.68.247 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79. 179. 68. 247 Bl ock 2
79.179.68.247 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Abnornal |y Long Header Line from 79.179. 68. 247 Bl ock 2
58. 248. 103. 2 Chi na 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unauthorized URL Access from 58.248.103. 2 B ock 2
. . . D stributed Whaut hori zed URL Access on
107.178.194. 87 |wnited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 2
NULL Character in Header Name at +A—[#25]] AZhJHANA] [ #1] ] AZA2
79.179.68.247 |[Israel 147.237.72. 166 [aka. i df . i | [[#0]] AA Aqghs A- "AfAceA As e Bl ock 1
AE{ 4ReyA A
. . Unaut hori zed URL Access to
66. 249. 66. 40 I srael 147.237.77.216|dover . i df . i | 147, 237. 77. 216/ 1133- 19027- he/ dover . aspx B ock 1
167. 114. 229. 248|Canada 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Gonnection - Unsupported d pher None 1
5.29.179. 197 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
79.179.68.247 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bock |1
66.249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8823- he/ r ef uah. aspx [B ock
79.179.68.247 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Ml formed HTTP Header Line from 79.179. 68. 247 Bl ock
79.179.68.247 |lsrael 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion B ock 1
. . Unaut hori zed URL Access to
45.35.71.181 147.237.77. 216 [dover . i df . i | waw i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . D stributed Uhaut hori zed URL Access on
87.69. 219. 76 I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1134- he/ at al . aspx B ock 1
2.54.132. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
m ny- kosher - kr avi ing - : i
84.94.161.14  |Israel 147.237.0.17 | Y- KOShe avl |Couble WRL Encoding - paraneter: Returnul in Bock |1
idflil mny-kosher-kravi.idf.il/tenpl ates/|ogin. aspx
79.177.3.28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
188. 143. 232. 13 F“SS;:I”ion 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 188. 143, 232, 13 Bock |1

NULL Character in Method b4AEA— PA A-$sQA™AZ| A?VAf
[[#21]]6A... AAtw@A...[ [ #5]] 2EA?[ [ #0] | pASA+vA "W [#23]]; A AKX
79.179.68.247 |[Israel 147.237.72. 166 [aka. i df . i | A«A [[#4]] ([[#3]]\ <bAzKA; A [ [ #1]] A2@\ AcAchAu. j ASA- Bl ock 1
#AxA?A»Co{ . A AcA-aAAYA Af GAe A [ [ #30] ] AA[ [ #8]] Aco' 8A¥GA
*[[#19]] AtALA.. AE« A'y$SAVE [ #31] ]/ - « ARAC g[ [ #5] ] AYAA¥
66.249. 66. 183  [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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