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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3365
79.176.5.170 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 6

81. 218. 56. 245 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
52.53.222.9 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All _Net drop 1

120. 219. 134. 239 Chi na 147.237.76.176 test.ncore.idf.il |Bock Udp All Nets drop 1

67.61. 52. 82 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount

188. 165. 15. 152 France 147. 237.77. 170 naar achot . i df . i | 228: HITP. AwrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
149.88.119.71 |147.237.76.30 |israel hi nush. i df .i | ET SCAN NVAP -sA (2) 4
199. 191.56. 187 |147.237.8.14 |uited Sates |e.orchot.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 76. 201 |Sweden e atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
187. 161. 140. 149|147. 237. 72. 217 |Mexi co eidf.il i 1
Potential Scan or Brute Force
109. 64. 166. 179 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 60. 89 147.237.0.33  |Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.77. 235 |Net her| ands sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237.8.28 |China e.nobi | e-ks.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
201.172. 100. 169|147. 237. 76. 34 |Mexi co yohal an.idf . il . 1
Potential Scan or Brute Force
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 62.38  |147. 237.76. 34 |Mexi co yohal an. i df .il . 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 179 |Canada e.nmazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 102. 60. 89 147.237.0.19 |Netherlands nadi matal .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 147.237.8.14 |Netherl ands e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122[147. 237.8.28 |thina e.nobi le-ks.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
218. 26.233. 71 147.237.77.19 |China lawforumidf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

149.88.13. 114 [ srael 147, 237.76. 200 [ei tan aka i of 1 |} SAM NG Engine: TP Invalid invalid segnent retransmssion drop 603
Ret ransm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

213.57.131. 178 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 19

213.57.131.178 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence S e Lansm wehdifferent | onitor |19

31. 168. 90. 68 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid sequence nunber noni t or 18

213.57.143.79 |Israel 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14

213.57.131. 178 |l srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout alert 13

46.121. 124. 255 |Israel 147. 237.77. 234 |hal ag. i of . i | Bad TCP sequence vﬂdgirsa::]”lt With different monitor |12

79.177. 240. 180 i srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segrent retransnission drop 9
Ret ransm ssi on Packet dropped.

37.142.177. 149 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8

94.230.86.254 |Israel 147. 237. 72. 156 |anan. i df . | Bad TCP sequence I'nval i d ACK nunber noni t or 8

2.54. 166. 83 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

212.199. 104. 190|l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 7

46. 19. 86. 247 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

46. 19. 86. 20 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 7

213.57.61. 53 I 'srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 6

37.142. 64. 62 I srael 147.237. 72. 166 |aka. i df . | Bad TCP sequence I'nval i d ACK nunber noni t or 6

84.228.132. 44 | srael 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Inval id  Jinvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.

37.26.149.216 |[lIsrael 147.237.0.34 |tikshuv.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect 6

79.178.200.30 | srael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.

213.57.61. 53 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or

185. 3.146. 203 |Israel 147.237.76.30 |himush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

79.181.125.33 | srael 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.

37.26.147.134 |israel 147.237. 72. 167 [i surimaka i a1 || €A NG Engine: TGP Invalid Jinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

79.180.22. 156 | srael 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.

62. 128. 48. 84 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6

79.176.218.5  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.

37.142. 64. 62 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert

31. 168. 90. 68 I srael 147.237.77. 216 |dover. i dof .i| Bad TCP sequence Invalid sequence nunber noni t or

109. 66. 22. 137 |Israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.

5.29.69. 77 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6

149.78.25.132 |Israel 147237, 77, 243 |mbi e ior i1 | M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.

213. 8. 204. 29 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 85. 75 I srael 147.237.0.34 |tikshwv.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 5

187. 64.233.220 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

84.109. 200. 175 |l srael 147.237.76. 147 |chinuch. aka.i of . i l[Bad TCP sequence Invalid ACK nunber noni t or 5

212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4

31. 168. 233. 150 |Israel 147, 237.76. 200 [ei tan aka i o i1 [ L) €M NG Engine: TP Invalid - invalid segnent retransmission drop 4
Ret ransnm ssi on Packet dropped.

82. 145. 208. 167 |Europe 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

84.108. 234. 185 |[Israel 147.237.77. 170 |maarachot .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4

31.210. 186. 138 [lIsrael 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

91.200.12.7 Lkr ai ne 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4

37. 46. 39. 203 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4

46. 19. 86. 247 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4

40. 77. 167. 89 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 4

91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4

84.108. 224. 206 |l srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber noni t or 4

79.181.233.18 |[Israel 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

207. 46. 13. 48 Lhited Sates [147.237.76.31 |nakchal.idf.il  [drop SAMrule drop 4

207.241.226.39 |Whited Sates [147.237.72. 166 |aka.idf.il drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
149. 88.13. 114 |l srael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 97
46.19.86.248 |[lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 26
91.200. 12. 137 |krai ne 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 12
91.200. 12. 137 |Wkrai ne 147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from 91.200. 12. 137 B ock 11
176.13.11.95 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 7
91.200. 12. 141 |krai ne 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 6
91.200. 12. 141 |Wkrai ne 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 91.200. 12. 141 Bl ock 6
91.200. 12. 106 |lkrai ne 147.237.77. 74 |lawidf.il Dstributed PHP Attenpt B ock 6
91.200. 12. 106 |krai ne 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 91.200. 12. 106 B ock 6
5.29.169. 148 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. idf.il/ B ock 4
185.120. 125. 11 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
Paraneter Type Mol ation
79.183.196.92 |Israel 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent Pl acetbl der 15ucNewsFl ashCont r ol $I nageBut t onl. X in B ock 3
wan i df . i | /1153- he/ dover . aspx
213. 151. 59. 200 |I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed Method for Known URL from 213. 151. 59. 200 B ock 3
84.110.32.173 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.235.73 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
149.88.69.97 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mai n/ gi yus/ waw navy. i df.il Bl ock 2
5.28.178.196 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/gi yus/ control s/ atuda/ A B ock 2
107.178.194. 87 |Wi ted Sates [147. 237. 77. 216 [dover . i df . i | b stri buted lT:;f;ggisg?ﬂe%ﬁ‘ff:p;” Bock |2
84.228. 149. 188 [l srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bte Gode Character in LRL B ock 2
109. 64. 187. 32 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Whauthori zed URL Access on nobi | e. i df.il/sachar/index B ock 2
79.176.72.73 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
91.200. 12. 141 |Wkrai ne 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
213.8.204.53 |[lIsrael 147.237.76.31 |nakchal .idf.il |Uauthorized LRL Access to wwwu nakhal .idf.il/xmrpc. php B ock 1
2.54.16. 243 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.249.66.40 |Israel 147. 237.77. 216 |dover . i df . i | D e e e el i adover . aspx Bock |1
46.117.175. 126 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/main/ x¢xyx xex" B ock 1
89.138.207.1 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.19.85.214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
77.126.61.86 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/gi yus/ general . aspx B ock 1
107.178. 104. 79 Ui ted Sates [147.287. 7. 216 dover. i df i1 [0 MGG HITLIE TR acee o Bock |1
66. 249, 65. 122 |Israel 147.237.76.200|ei t an. aka. i df . i | m“;iﬁogr:.ﬁi :J;L. m‘ie::plta?eslshar o user cont 1ol </ navrend gl i df i | Bl ock 1
208. 184. 112. 75 |United Sates[147. 237 77. 216 (dover. i df .1 [t MGG ERIT LTS TR acee o Bock |1
85.65.116.27 |lIsrael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex B ock
46.116. 187. 235 |I srael 147.237.0.34 |tikshuv.idf.il |Ostributed PHP Attenpt B ock
Unaut hori zed URL Access to
31.44.133.25 | srael 147.237.77.216|dover. i df .i | waw. i df . i |/ &a=u&ved=0ahukewj - 3koj 5t bj ahvd2hokhbi | bg8qf ggnmaa&usg= |B ock 1
af gj cnhcdsh5r yhkeugapx! dsq7f ow waw
109. 66. 181. 48 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179.172. 235 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.78.11 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
213.57.61.53 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54. 40. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46. 121. 124. 255 |I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
185. 120. 126. 73 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
81.218.139.72 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19. 86. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
157.55.39. 173 |lWited Sates [147.237. 72. 166 |aka. i df . i | Unknown Paraneter 9ff3fe30 in wwy aka. idf.il/nai n/ hone/ def aul t. aspx None 1
77.126.61.86 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
5.29.169. 148 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/7/ B ock 1
107.178. 194. 79 |Lhited Sates [147.237. 77. 216 [dover . i df .i | Unaut hori zed URL Access to waw i df . il/1133-22461- he/ dover . aspx. Bl ock 1
66.249.66.25 |Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
212.76.117. 236 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1

12-12-2015-18:04:07 to 12-12-2015-19:04:07




