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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3425
64.87.2.194 Lhited Sates 147.237.77. 61 e.cogat.idf.il |Frk _Under Attack_ _Con_Tcp drop 2

223. 240. 60. 110 Chi na 147.237.76. 34 yohalan.idf.il |Block Udp All Nets drop 2

50. 135. 203. 74 Lhited Sates 147.237.76. 34 yohal an.idf.il [B ock Wp Al Nets drop 1
173.195.0. 21 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
175.8.71.199 Chi na 147.237.76. 34 yohalan.idf.il |Bl ock Udp All _Nets drop 1

110. 210. 178. 213 Chi na 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Oount |
106. 38.241. 106  |[China 147.237.77.170 |maarachot.idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
115. 144.122.34  |Korea, Republic of |147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
192. 166. 218. 190 |Pol and 147.237.77.176 |mat pash.idf.il C1000106: HTTP. naj estic bot Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
120. 150. 29. 211 |147.237.76.42 |Australia refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 235. 254. 181|147. 237. 76. 39 [Turkey nobi | e. neitav.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.195 |147.237.77.74 |Netherlands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
94.75.220.155 |[147.237.76.31 |[Netherlands nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
, _ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
222.160.99. 172 |147.237.8.24 |China elifestyle.idf.il . 1
Potential Scan or Brute Force
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249.66. 177 |147.237.72.166|lhited Sates |aka.idf.il . . - 1
deni al of service attenpt
199. 191. 56. 188 |147.237.76. 147 |United Sates |chinuch.aka.idf.il |ET SCAN NMVAP -sS wi ndow 3072 1
199. 191.56. 188 |147.237.76. 147 |Uhited Sates |chinuch.aka.idf.il |ET SCAN NVAP -f -sS 1
120. 150. 29. 211 |147.237.76.42 |Australia refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
120. 150. 29. 211 |147.237.76. 42 |Australia refuah.idf.il ET SCAN NVAP -f -sS 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
100. 2. 209. 140 |147.237.0.34 |thited Sates |tikshuv.idf.il ) 1
Potential Scan or Brute Force
94.75.220.155 |147.237.76.38 |Netherlands eeneitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.75.220.155 |147.237.76.30 |Netherlands hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
200.195.177. 14 |147.237.77.216|Brazil dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
40.115.58.160 |[147.237.77.234|Uited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 188 |147.237.76. 147 |Lhited Sates |chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
198.57.60.192 [147.237.72.14 |Uhited Sates |dover.idf.il(old) ) 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.64. 205. 166 |147.237.77.234|Razi | hal ag. i df . i 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
94, 159. 153. 9 I srael 147.237.72. 166 |aka.i df . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout aert 12
94.159. 153. 9 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
reamn ine: TCP Invali i i SSi
2.54.184.124  |israel 147.237. 77 243|mbi e, 111 || €A 9 Er?g e T Invalid Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
2.54.38.68 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 12
94.159.153.9 [ srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIWAK retransmt with different | oo |12
W ndow scal e
37.26.146.171 |lIsrael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreaning Engine: TQP Invalid i i sSi
66.249.66.90  |lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segrent retransmssion. drop 10
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.168.93.234 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
2.54.38.68 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i SSi
46.19.86.227  |israel 147.237.0.19  |naci matal ior i[> SAM NG Engine: TP Invalid — invalid segnent retransnissi on dr op 9
Ret ransni ssi on Packet dr opped.
2.54.38.68 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
31.154. 151. 235 |Israel 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
2.54. 38. 68 I srael 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 8
31.154.151. 235 |Israel 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence SINWAK retransmt with different | oo g
w ndow scal e
79.177.206. 204 |l srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 7
93.172.45. 64 | srael 147.237.72. 167 |ishurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
185. 32, 179. 219 |lIsrael 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or 7
46.19. 85. 235 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 6
213.57.138. 215 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
40. 77. 167. 89 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 6
. . SYNHAK retransmit with different .
213.57.138.215 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence vi ndow scal @ noni t or 6
84.229.164. 173 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 211 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
109.66.80.86  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
89.138.171.59 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i ssi
5.28.186.58  |Israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 235 I srael 147.237. 77. 216 |dover.i df . i Bad TCP sequence Inval i d ACK nunber alert 6
5.102.254.103 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 5
207.46. 13. 48 Lhited Sates |147.237.76.31 |nakchal .idf.il drop SAMrul e drop 5
91.200. 12. 143 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46.19. 85. 211 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 4
2.52.129. 160 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
176. 12. 146. 120 |l srael 147.237.77. 170 |marachot. i df .il [Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 148. 200! srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
2.52.129. 160 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
91.200. 12. 143 |lkrai ne 147.237.77.74 [lawidf.il drop SAMrul e drop 4
80. 246. 139. 3 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
203. 146. 246. 226|Thai | and 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
185.32.179.8  [Israel 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINWAK retransmt with different | onvor |4
W ndow scal e
Sreaming Engine: TCP Invalid i i ssi
149.78.35.181 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
2.54.38.68 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert
176.12. 146. 120 |lIsrael 147.237.77. 170 |nearachot . i df .i1 [Bad TCP sequence Invalid AGK nunber aert
Sreanming Engine: TCP Invalid i i ssi
79.181.143.74 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
85. 130. 245. 195 |l srael 147. 237.77. 243 |mobile. i f . | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46. 19. 85. 60 | srael 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 3
Sreaning BEngine: TQP Invalid i i SSi
77.126.62.172  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.62. 237 | srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.180. 197. 107 |Israel 147.237. 72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address Sgnature Action ‘Count
2.52.190.116 | srael 147.237.0.19 |madimatal .idf.il  |/°0 MW of the Sane Response Code (404) in Session from Bock  [107
2.52.190. 116
2.52.190. 116 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 64
46. 19. 86. 227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 47
91.200.12. 141 |Wkrai ne 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 6
91.200.12. 141 |lkraine 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from91.200. 12. 141 B ock 5
46. 19. 86. 223 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 4
91.200.12. 106  |Wkrai ne 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 91.200. 12. 106 B ock 4
91.200. 12.106  |lkraine 147.237.77.74 [lawidf.il PHP At t enpt B ock 4
80. 246. 136. 100 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
79.178.164. 219 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. idf.il/gius B ock 3
176. 13. 10. 56 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
85. 64. 27. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
80. 246. 130. 154 |l srael 147.237.72. 166 [aka. i df . i | Dstributed |ll1egal Byte Gde Character in URL B ock 2
95. 35. 63. 214 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
87.68.34.91 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
79.178.221.232 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
m ny- kosher - kr avi . _ _
80. 230. 93. 129 | srael 147.237.0. 17 o il Ostributed I11egal Paraneter Encodi ng None 2
46.117.158.85 | srael 147. 237.72. 156 |anan. i df . i | thaut hori zed LRL Access to : . . Bock |1
v anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png
176.13.22. 109 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None
84.94.161.157 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catldA in vww aka.idf.il/main/giyus/general.aspx |None
2.54.184. 124 I srael 147.237.77.243|nobi l e.idf . il Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock
Lhited . . Distributed Uhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df . i v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
79.179. 99. 94 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/xnrpc. php B ock 1
66. 249. 93. 35 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
94.230.86.240 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
66. 249. 66. 1 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
Lhited . - Distributed Uhaut hori zed URL Access on
208.184.112.75 g o 147.237.77.216|dover. i df .|l v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
176.12.149. 69 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
2.52.190. 116 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
Unaut hori zed URL Access to
. . wan aka. i df . i 1/si p_storage/fil es/ 8/ 71568. pdf &a=u&ved=0ahukew 057
95.86.79.203 | srael 147.237.72.166 [aka. i df . i | bg19bj ahvbxbokhxdhcwaqf gghnmaa&usg=af gj cngi knogt 1r znnr dar Osyeu Bl ock !
sq8lvny
79.177.138.160 |l srael 147.237.72. 166 |aka. i df . i | tnknown Paranet er ct| 00Sct | 00Scphhi n$cphSachar $ctl 13 in None |1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66.249.66. 72 | srael 147. 237.77. 176 [t pash. i df . i | VW cogat . i df . i |/ civil admini strati on/ minhal news/ pages/ ol i vesenii nar . aspx Bl ock !
Lhited - - URL is Above Root Directory
54.209.172.211 g oo 147.237.76.86 [navy.idf.il v navy. i of i |/ ../ shar edi cl  ent scri pts/ sa suf obj ect .| s Bl ock 1
181.110. 86.201 |Argentina  |147.237.77.216|dover.idf .il Paraneter Type Molation id in wnidf.il/1294-en/ dover. aspx B ock 1
84.108.133. 128 |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Volation in N None 1
wane aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
79.179. 99. 94 I srael 147.237.76.200|ei tan. aka. i df . il PHP At t enpt B ock 1
. . Unaut hori zed Met hod CPTIONS for
5. 29.76.120 I srael 147.237.72.166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
107.178.194. 79 ;h;:ee: 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/1133-22638- he/ dover . aspx. B ock 1
68. 180. 228. 112 g;g: 147.237.77.216|dover.idf .l Paraneter Type M ol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 1
66. 249. 66. 12 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 1
212.116. 172. 230|1 srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
176.13.1. 80 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
96. 44. 179. 242 ;h;:ee: 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
66.249.66. 177 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_QONN CLIENT_HELLQ  |None 1
66. 102. 9. 103 ;q;tteeg 147.237.0.15 |kosher-kravi.idf.il |Uauthorized UR Access to kosher-kravi.idf.il/1134-he B ock 1
Lhi ted . . O stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 (dover . i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
84.109. 28. 6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.179. 99. 94 I srael 147.237.76.200(ei tan. aka. i df . il Lhaut hori zed URL Access to ww eitan. aka.idf.il/xmrpc. php B ock
14.1.81. 30 New Zeal and [147. 237. 77. 216 |dover. i df . i | Unhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock
Lhited . - Distributed Uhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77.216|dover . i df . i v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
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