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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3281
178. 216. 35. 70 Russi an Federation 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 4
185. 68. 16. 182 Lkrai ne 147.237.76. 201 eatal.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount

5. 255. 199. 66 Russi an Feder ati on 147.237.77. 216 dover.idf.il [15323: HITP:. User-Agent (MRSPUTN K) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

of

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
84.19.178. 10 147. 237.77. 176 |Ger many nat pash. i df . i | Tehila - Perl LW with fake user agent 3
176.13.1.84 147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Qaw 2
203. 251. 250. 133|147. 237. 0. 200 okfrea’ RepUbl e i i ET SCAN Potential SSH Scan 1
203. 251. 250. 133[147. 237. 0. 33 Okfrea Republicl o ¢ ET SCAN Potential SSH Scan 1
203. 251. 250. 133|147. 237. 0. 16 okfrea’ Republicl o yosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 101. 119. 158|147. 237. 8. 27 Ecuador e.nadimatal .idf.il . 1
Potential Scan or Brute Force
i ET SCAN Behavi oral Uusual |y fast i nbound Tel net Gonnecti ons,
119.194. 111, 130|147, 237. 76, 30 |10V Republic| . o o i i ) y 1
of Potential Scan or Brute Force
46. 151. 55. 35 147.237. 77. 176 |Wkr ai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
40.115.58.160 |[147.237.77.176|lnited Sates |natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.213.231. 61 |147. 237. 76. 202 g‘f’rea’ RepUBL T C o ey g i i ET SCAN Potential SSH Scan 1
211.213.231. 61 |147.237.0.17 Okfrea' Republic| ) o kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
203. 251. 250. 133|147. 237. 0. 34 g‘f’rea’ RepUBI i C4 iy chunv. i i | ET SCAN Potential SSH Scan 1
203. 251. 250. 133|147. 237. 0. 19 Okfrea' RepubliCl i matal idf i ET SCAN Potential SSH Scan 1
40.115.58.160 |147.237.77.243|Uhited Sates |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.213. 231. 61 |147.237.76.30 |FO8& RepUDliC) o ch idh i1 ET SCAN Potential SSH Scan 1




12-12-2015-16:04:01 to 12-12-2015-17:04:01

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

79.177.61.237 |Israel 147. 237.76. 200 |ei tan. aka.i df .i | > dro 51
Ret ransm ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.120.11.130 |[Israel 147.237. 77. 216 [dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 29
. . SYNPAXK retransmit with different .
46.120.11.130 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 21
84.109.11. 22 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
105. 228. 238. 201 |South Africa [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreamng Engine: TP Invalid i i ssi
84.229.248.78 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
105. 228. 238. 201|South Arica [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
Sreamng Engine: TCP Invalid i i ssi
66.249. 65.103 |Uited Sates |147.237.77. 234 |hal ag.idf i 9 =g nvalid segnent retransmssi on. dr op 8
Ret ransm ssi on Packet dropped.
46. 19. 85. 183 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
185. 120. 125. 51 147.237.76.42 |refuah.idf.il  |Bad TOP sequence SNretransmt with i fferent monitor |7
w ndow scal e
79.178.17.121 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
77.127.227.104 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
172.56.29. 2 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
79.178.17.121 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamng BEngine: TCP Invali i i ssi
2.54. 3. 144 I'srael 147.237.77. 243 |t eiop i1 |7 €AMNg Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 64. 182. 182 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
46.19. 85. 228 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
207.46. 13. 48 Lhited Sates |147.237.76.31 |nakchal .idf.il drop SAMrul e drop
reamng BEngine: TCP Invali i i ssi
77.127.61.133  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dropped.
79. 181. 204. 163 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
94.230.86.192 |[Israel 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 5
208.115.111. 73 |Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 5
46.19. 85. 141 I srael 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
40. 77. 167. 89 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 5
46.19. 85. 148 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 148 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
37.46.39. 149 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19. 85. 141 | srael 147.237.77. 176 |nat pash. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TP Invalid i i ssi
37.142.64.50  |Israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
37.26.147.155 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 4
Sreamng Engine: TCP Invalid i i ssi
176.13.12.250 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =g nvalid segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dropped.
37.26.147.155 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4
87.68.152.148 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence SNretransmt with different monitor |4
w ndow scal e
46.120. 69. 233 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
31.154.168.25 |l srael 147. 237. 77. 216 |dover i df . i Bad TCP sequence SAXK retransmt with different ooyiior s
w ndow scal e
Sreamng Engine: TP Invalid i i ssi
46.19.86.250 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.177.56 I'sr ael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.176.33.220 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.182.102.39 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19. 85. 92 I srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
50.7.178.98 Netherlands  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
31.168.89.33  |Israel 147. 237, 72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 116 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i SSi
79.176.146.70 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
84.228.195. 150 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
46.19. 85. 25 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
109.67.187.64 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.176.202.31 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

‘ Target Address |Site

Sgnature

Devi ce

‘Count

Action

176.13. 1. 84 I srael 147.237.0.19 |nadimatal .idf.i 1(7)2 '\ﬁnﬁ °g4the Sane Response (ode (404) in Session from Bl ock 274
176.13. 1. 84 I srael 147.237.0.19 |madimatal .idf .|/ & of the Sane Response Code (403) in Session from B ock 77
176.13.1. 84
176.13.1.84 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 67
37.142.64.50  |Israel 147.237. 76. 200 |ei t an. aka. i df . j | | 120 &Y of the Sane Response Code (404) in Session from Bl ock 49
37.142. 64.50
46. 19. 86. 63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
37.26.149.212 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.54.3.144 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Days in nobile. idf.il/mlluim B ock 5
208.115.113.88 |Lnited Sates 147.237.76.86 |navy.idf.il Ml tiple Uhauthorized URL Access from 208. 115. 113. 88 B ock 5
2.54.3.144 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 4
2.54.3.144 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from2.54. 3. 144 B ock 4
2. 54. 160. 234 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.181.170.96 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.127.126.23 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.21.161 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 64. 127. 214 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . . Unhaut hori zed URL Access to
85. 250. 65. 147 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
176.12. 142. 122 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
84.19.178.10 Ger many 147.237.77. 176 |mat pash. i df .i| [Dstributed PP Atenpt B ock
84.19.178. 10 Ger many 147.237.77. 176 |mat pash. i df . il |Miltipl e Whauthorized URL Access from84.19.178. 10 B ock
2.54.177.56 I srael 147.237.72. 166 |aka. i df . i | thauthori zed LR. Access to B ock 2
viw aka. i df . i | / mai n/ sachar/tf asi maspx.
2.54.3.144 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
176.13.7.74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
. . Uhaut hori zed URL Access to
37.142.64.106 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
173.252. 88. 247 |Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
79.182.28.146 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
] - . Paraneter Type Mol ati on PageNumin
68.180. 228. 112 [lhited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1379- he/ dover . aspx B ock 1
’ . . D stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.129. 100 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] - . DO stributed Lhaut hori zed URL Access on
107.178.194. 87 [Wited Sates 147.237.77. 216 (dover. i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
Uhaut hori zed URL Access to
66.249. 65. 115  [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query/ j query. nyronodal - 1. 6. |Bl ock 1
2.js
195. 154. 194. 111 |France 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 195.154.194. 111 B ock
89. 38. 150. 47 Rormani a 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to v i df . i|/wp-si gnup. php B ock
84.110. 108. 203 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46. 43.123. 224 (F;a]ceus;ilg(ljan Territory. 1147. 237. 77. 176 |t pash.idf.il |Dstributed Unauthorized URL Access on ww cogat.idf.il/89%4-ar |B ock 1
77.127.227.104 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
31.13.110.121 |ireland 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 160. 148. 218]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
95.175.35.73  |Israel 147.237.76.86 |navy.idf.il thaut hori zed URL Access to B ock 1
W navy. i df . i |/ shar ed/ user cont r ol s/ header upper
- . Unhaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.77. 216 |dover . i df . i | ww i df i 1/atal 1/ Zkor/ pri nt_bot t omasp B ock 1
’ . . D stributed Uhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
54.153.33.233 |lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
. . Unhaut hori zed URL Access to
87.68.152. 148 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx B ock 1
40.77. 167. 97 Lhited Sates 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
173.252.88.251 |Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.182.129.225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
68. 180. 229. 173 |Wited Sates 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] - . D stributed Lhaut hori zed URL Access on
208.184.112. 75 |[lhited Sates 147.237.77. 216 |dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
2.54.130. 19 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
66.249. 65. 118  [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ scriptresource.axd  [B ock 1
195. 154. 194. 111|France 147.237.77. 216 |dover.i df .i | Dstributed PHP Att enpt B ock 1

12-12-2015-16:04:01 to 12-12-2015-17:04:01




