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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77.216 dover.idf.il |DOS-Tool - Swi t chbl adG dest - r eset 3314
213.144.228. 214 Net her | ands 147.237.77. 216 dover.idf.il |L4 Source or Dest Port Zero dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
51. 254, 131. 245 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 33 147.237.77.74  |lhited Qates lawidf.il ET SCAN NVAP -sA (2) 2
125.119. 201. 162 |147.237.77.234 |China hal ag.idf.il ET SCAN Potential SSH Scan 2
125.119. 201. 162 |147.237.76.198 |China e.yohal an.idf.il ET SCAN Potential SSH Scan 2
202.194. 40. 14 147.237.0. 16 Chi na ny- kosher - kravi .i df .i | ET SCAN Potential SSH Scan 1
125.119. 201. 162  |147.237.76. 147 |China chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
199. 191. 56. 189 147.237.72.217 |Wnited Sates eidf.il ET SCAN NMAP -sS wi ndow 4096 1
58. 253. 96. 122 147. 237.8. 50 Chi na e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
125. 119. 201. 162  |147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 189 147.237.72.217 |Wnited Sates eidf.il ET SCAN NVAP -f -sS 1
42.118. 59. 160 147.237.77.179 |V etnam e.mazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
125.119. 201. 162 |147.237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
199. 191. 56. 187 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
42.118. 59. 160 147.237.77.179 |V etnam e.mazi.idf.il ET SCAN NVAP -f -sS 1
125. 119. 201. 162  |147. 237. 76. 30 Chi na hi mush. i df . i | ET SCAN Potential SSH Scan 1
36.72.228.72 147.237.77.179 I ndonesi a e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
125.119. 201. 162 |147. 237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
125. 119. 201. 162  |147.237.77.170 |China naar achot . i df . i | ET SCAN Potential SSH Scan 1
125.119. 201. 162  |147. 237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218.108. 132. 58 147.237.76.38  |hina e.e.nmeitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125.119. 201. 162  |147.237.76.201 |China e.ata.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 |147.237.76.199 [Canada e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.52.161. 177 147.237.77.74  |Wited Sates lawidf.il SERVER- EBAPP Set up. php access 1
80. 82. 64. 141 147. 237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
202.194. 40. 14 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
125.119. 201. 162 |147.237.76.148 |China gocent er. aka. i df .i | ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
202.194. 40. 14 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
125.119. 201. 162 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 189 147.237.72.217 |Wited Sates eidf.il ET SCAN NMAP -sS wi ndow 2048 1
58. 253. 96. 122 147.237.8. 50 Chi na e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
125.119. 201. 162 |147.237.76.38 |hina e.e.meitav.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
42.118. 59. 160 147.237.77.179 |V etnam e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125.119. 201. 162 |147.237.76.31  |China nakchal .idf.il ET SCAN Potential SSH Scan 1
36.72.228. 72 147.237.77.179 I ndonesi a e.nazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
125.119. 201. 162  |147.237.72.166 |China aka.idf.il ET SCAN Potential SSH Scan 1
125.119. 201. 162 |147.237.77.226 |China wiw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
125.119. 201. 162 |147.237.0. 17 Chi na m ny-kosher - kravi . i df .| ET SCAN Potential SSH Scan 1
125.119. 201. 162 |147.237.77.121 |China e.navy.idf.il ET SCAN Potential SSH Scan 1
104. 200. 78. 34 147.237.0. 16 Lhited Sates ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
208.52.161.177  [147.237.77.216 |Lnited Sates dover.idf.il SERVER- WEBAPP Set up. php access 1
125.119. 201. 162 |147.237.76.200 |China eitan aka.idf.il ET SCAN Potential SSH Scan 1
93. 168. 22. 18 147.237.77.176 |Romani a nat pash. i df .i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
202. 194. 40. 14 147. 237.0. 35 Chi na akavs. i df . i ET SCAN Potential SSH Scan 1
125.119. 201. 162  |147.237.76.177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

84.228.176.180 |lsrael 147.237.77. 243 |nobi | e.idf . il drop Frst packet isn't SN drop 26

78.109. 28. 144 |lkraine 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent drop 21

41.77.138.90 Egypt 147.237.8.28 |e.mobile-ks.idf.il{Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent drop 18

213.144.228. 214|Netherl ands ~ [147. 237. 77. 216 |dover.idf . il Bad TCP sequence Inval i d sequence nunber nonitor |12

84.108.171. 79 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence nonitor |12

64.19. 78. 242 Lhited Sates [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 10

107.6.123.226 |9 ngapore 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo- | ocation inbound enf or cenent drop 10
Sreaming Engine: TGP Invalid i i ssi

185.32.179.77 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmssion. Packet | 9
Ret ransnm ssi on dr opped.

2.54.11. 62 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

81.218.170.58 |[lsrael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

203. 190. 218. 33 |Phil i ppi nes 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

84.108.171.79 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber alert 6

79.178.243.93 |[Israel 147. 237. 72. 156 |anan.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

66.249.66.61  |Uited Qates [147.237.72. 166 [aka i of .i1 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret ransm ssi on dr opped.

84.108.171.79 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or

84.108.171.79 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi

65.55.210.76  |Uited Sates |147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret r ansn ssi on dr opped.

84.108.171.79 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

176.12.145.56 |Israel 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence S retransmt with different wndow ooiior s

94.230.86.255 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5

87.69.229.229 |lsrael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4

85. 250. 244. 251 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni tor |4

213.57.131.95 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4

213.57.131.95 [Israel 147.237.76.86 |navy.idf il Bad TCP sequence SNHACK retransmit with different moni tor |4

w ndow scal e

185.3.146.196 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |3

213.144.228. 214|Netherl ands  |147. 237. 77. 216 |dover.idf.i dr op First packet isn't SN drop

46.19. 85. 41 I srael 147.237.77. 176 |matpash.icf .il  [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engi ne: TCP i

208.52. 161. 177 |tited Sates |147. 237. 77. 216 |dover. i of . i | 9 =g TCP segnent out of naxi mmalloved |, 3
Segnent Linmt Enforcenent sequence. Packet dropped.

5.102. 254. 91 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid AGK nunber noni tor |3
Sreanming Engine: TP Invalid i i ssi

132.64.30.127 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 64. 171. 219 i srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.

46.19.85. 71 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Inval id AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi

46.19. 85. 37 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransnmi ssi on dr opped.
Sreanming Engine: TCP Invalid ' i ssi

5.22.131. 96 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Pecket | . 3
Ret r ansn ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

84.110. 146. 119 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransnm ssi on dr opped.

46. 19. 85. 142 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

2.54.130.91 I srael 147.237.72. 166 |aka.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

109. 66. 180. 243 |Israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.

46.19.85. 71 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Inval id AGK nunber noni tor |3
Sreaming Engine: TGP Invalid i i ssi

79.181.112.84 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret ransnm ssi on dr opped.
Sreaming Engine: TCP Invalid ' i ssi

109.67.12.148 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Pecket | . 3
Ret r ansn ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

79.183.7.198  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransnm ssi on dr opped.
S reanm ng Engi ne: TCP '

208.52. 161. 177 |Uited Sates [147.237.77. 74 [lawidf. il 9 =9 TCP segrrent out of maxi mumallowed |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

87.68.242.141 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransnm ssi on dr opped.
Sreaming Engine: TCP Invalid ' i ssi

185. 120. 125. 6 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

217. 155, 142. 166 LK!i“r:gegom 147.237.77. 216 |dover. i df .i Bad TCP sequence Invali d sequence nunber monitor |3

46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

79.176.35.171  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet | 3

Ret r ansnm ssi on

dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
66. 249. 66. 16 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 4
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il Mil ti pl e Waut horized URL Access from 46. 118. 155. 216 Bl ock 3
31.154.167.80 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2. 54.189. 205 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
185.32.179.77 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54. 44,142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
87.69.210.194 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
132.66.231.1 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
P . Unaut hori zed Met hod HEAD for
46.120.57.124  |Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df . |/ mai 1V sachar/ def aul t . aspx B ock 2
141. 0. 10. 86 Lhited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/aman B ock 2
157.55.39.173 |Uhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
103. 30. 90. 134 |l ndonesi a 147.237.77. 216 |dover.idf . il eMi | Hoar di ng B ock 1
27.7.124.212 I ndi a 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |[Wited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
68.180.230.244 |Lhited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . D stributed Unaut hori zed URL Access on
176.12.145.56 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
- . Unaut hori zed URL Access to
66. 249. 66. 34 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_st or age/ fi | es/ 1/ 69071. pdf B ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112. 74 [Wnited Sates 147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
94. 230. 86.240 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1401-he/ atal . aspx |B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf . il Dstributed I11egal HITP \ersion B ock 1
] . . . Unaut hori zed URL Access to
157.55.39.173  |United Sates 147.237.76. 200 [ei tan. aka. i df . i1 wwy ei tan. aka. i df.il/tenpl at es/ shared/ user control s/ header upper/ Bl ock !
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
104. 131. 147. 112|Uhited Sates 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to ww i df .il/newsitel hebrew nain.asp |B ock
27.7.124.212 I ndi a 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed URL Access on waw idf.il/xmrpc.php  |B ock
] . - Unaut hori zed URL Access to
207.46.13.76 United Sates 147.237.77.233atal . i df . i1 ww atal . i df.il/tenpl ates/ shared/ usercontrol s/ header upper/ Bl ock !
85. 64.230. 126 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
Russi an ny- kosher - kravi . i df |uhaut horized LRL Access to
178.154.243. 96 Federation 147.237.0.16 il v ny- kosher-kravi . idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter docld in waw aka. idf.il/navy/ navy/terns. aspx |None 1
. . . D stributed Lhaut horized URL Access on
46.19. 85. 66 I srael 147.237.77. 243 |nobi l e. i df . i | mobi | 6. i df i1/ sachar/i ndex B ock 1
] . . D stributed Lhaut hori zed URL Access on
109. 64. 114.22 |l srael 147.237.77. 243 |nobi l e. i df . i | mobi le.idf i1/ sachar/index B ock 1
94.230. 86.255 [lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessions: sigal gs DS Atack None 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.75 [lLited Sates 147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
ny- kosher - kravi . i df _ o
66. 249. 79. 232 | srael 147.237.0. 16 i Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il I11egal HITP \ersion HITH B ock
173.252.90. 109 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
46.118. 155. 216 |lkrai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
207. 46. 13. 90 Lhited Sates 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/default.asp B ock 1
P . Uhknown Paraneter hc_l ocation in
66. 249. 66. 75 I srael 147.237.72. 166 |aka. i df . i | Wi aka. i o i 1/ nai / gj yus/ general . aspx None 1
184.105. 139. 68 |[nited Sates  [147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
. ] D stributed Lhaut horized URL Access on
46.19.85. 71 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Russi an ny-kosher-kravi.idf [Ostributed Wauthorized URL Access on
95. 108. 158. 191 Feder ati on 147.2317.0.16 il v ny- kosher -kravi . idf.il/robots.txt Bl ock 1
212.29.222.90 |[Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Gonnection - Cpen Mde None 1
- kosher - kravi . i df i
66.249.79.239 | srael 147.237.0.16 |V Wnaut hori zed LRL Access to B ock 1
Nl v ny- kosher -kravi . idf.il/robots.txt
195. 154. 226. 90 |France 147.237.77.216|dover. i df .i | Mil tiple Illegal HITP \Version from 195. 154. 226. 90 B ock 1
173.252.120. 110|lhited Sates  [147.237.72.166 |aka.idf.i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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