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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3385
66. 240. 236. 119 Lhited Sates 147.237.76. 176 test.ncore.idf.il [Block Udp All Nets_Con_Li mt drop 2
222.186.21. 107 Chi na 147.237. 76. 38 eeneitav.idf.il [JLM Under Attack Con Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 142  |147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237.72.166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
128.199.53.12 |147.237.77. 216 |S ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
118. 129. 166. 196|147. 237. 76. 39 ok‘f’rea Republ i C o e mei tav. i df il ET SCAN Potential SSH Scan 1
118. 129. 166. 196|147. 237. 76. 31 Okfrea’ Republ i C | oycchal i i ET SCAN Potential SSH Scan 1
113. 190. 6. 86 147.237.8.24 |V etnam elifestyleidf.il ET SCAN NMAP -sS wi ndow 2048 1
222.186.56.92 |147.237.76.34 |China yohal an. i df .i ET SCAN Potential WNC Scan 5900- 5920 1
113.190. 6. 86 147.237.8.24 |V et nam elifestyle.idf.il ET SCAN NVAP -f -sS 1
222.186.56.92 [147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 113 |147. 237. 77. 234 |kr ai ne hal ag.i df .il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
196.47.173.21 |147.237.76.201|te Dlvoire |e atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
40.115.58.160 |147.237.76.176|lhited Sates |[test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
171. 80. 125. 194 |147.237.76.31 [China nakchal . i df .i | . 1
Potential Scan or Brute Force
40.115.58.160 |147.237.76.86 |Uhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
118. 129. 166. 196147. 237. 76. 196 Okfrea RepUbIiC o oviiva i df il ET SCAN Potential SSH Scan 1
118. 129. 166. 196|147. 237. 76. 38 okfrea’ RepubliC o o reitav.idh.il ET SCAN Potential SSH Scan 1
118. 129. 166. 196(147. 237. 0. 17 Okfrea Republic ) o kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
113.190. 6. 86 147.237.8.24 |\ et nam elifestyle idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.92 [147.237.76.31 [China nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 113 |147. 237. 77. 234 |kr ai ne hal ag.i df .il ET SCAN NVAP -sS wi ndow 1024 1
222.186.21.107 [147.237.76.198|hina e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
196.47.173.21 |147.237.76.201|te Divoire |e atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
50.12.83.164  |147.237.76.30 |KO"6 RePUDIICI ok it il ) y 1
of Potential Scan or Brute Force
101189, 200. 14 1147 237 72. 14 |rasil dover i df i1 (ol d) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.115.58.160 [147.237.76. 147 |thited Sates |chinuch. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYWNretransmt wth different

Ki ngdom

enf or cenent

109. 64. 143. 181 |l srael 147.237.77. 234 |hal ag.idf. i1 Bad TCP sequence . nonitor |63
w ndow scal e
Syrian Arab Do . .
94.252.146.9 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 47
Syrian Arab C e .
94.252.146.9 Republ i ¢ 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 47
46. 19. 86. 132 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor  [43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
79.179.53.141 | srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 21
Ret ransm ssi on Packet dr opped.
213.57.141. 237 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Tineout [reject 12
213.57.141. 237 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransmt with monitor |12
di fferent w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
84.228.208.73 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 9
Ret r ansm ssi on Packet dr opped.
213.57.134.79 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
o SYN+ACXK retransmt wth .
213.57.134.79 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence different vi ndow scal e nonitor |8
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 85.113 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.46.39. 149 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.176.170. 116 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
46.19. 85. 113 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
176.13.1. 61 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
213.57.141. 237 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout alert
Sreamng Engine: TP Invalid i i ssi
66.249.66.61  |Uited Sates |147. 237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195. 154. 227. 118|F ance 147.237.76.30 |hinush.idf.il dr op SAMrul e drop 4
212.116. 169. 152l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
84.228.101. 253 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi
85.250.242.31 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.182 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.25.34  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 164 | srael 147.237. 77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop
185. 3. 146. 99 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.146.253  |Israel 147.237.77. 243 |nobi le. i o . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.0.176  |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
94. 159. 156. 165 |l srael 147.237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
84.228.101. 253 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.183.54.237 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
176.13.1.61 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
79.178.177.188 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
94.230.86.237 |lIsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
82.81.5.15 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
84.228.101. 253 |l srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop
84.228.101. 253 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
128.232. 110, 28 | t&d 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
Ki ngdom enf or cenent
213.57.134. 146 [lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
Sreanming Engine: TCP Invalid i i ssi
66.249.75.46  |Wnited Sates |147.237.76.200 |eitan. akaidf. il 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
46.19. 85. 113 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
109. 186. 15. 128 |l srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
Lhi ted . .
128. 232. 110. 28 Ki ngdom 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 2
213.57.134.146 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19.85.132  |[israel 147. 237.77. 226 "f’:"“ha"atz' aka.ldf 1pad TOP sequence Invalid ACK nunber monitor |2
169.229.3.90  |Uited Sates |147.237.76. 199 |e. nakchal .idf i Geo- | ocati on enf or cenent gﬁ?o'rszi'nf” I nbound drop 2
46.120.53.203 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
128. 232, 110, 28 | ted 147.237.76. 201 |e.atal i df. il Geo-1 ocati on enf or cenent Geo-| ocati on i nbound drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.175. 101 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 33
31.154.175.32 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code Bl ock 12
79. 180. 25. 34 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wa aka. i df.il/ufi/reaction/ B ock 5
141. 0. 10. 86 Lhited Sates  |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw idf.il/anan B ock 4
176.13.16. 24 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 3
46.19. 86. 250 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code Bl ock 3
85.65.111.239 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
84.108.49.199 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
2.54.183. 170 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
79.176.155. 47 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
- - D stributed Lhaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77. 216 |dover . i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . O stributed Unaut hori zed URL Access on
91.143.80.201  [Ger many 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . . Paramet er Type M ol ati on PageNumin
68.180. 228. 112 |[Wnited Sates  [147.237.77.216|dover.idf.il v i df i 1/ 1824- he/ dover . aspx B ock 1
157.55.30.173 |United Sates  |147.237.72. 166 |aka. i df . i | thauthori zed UL Access to Bock |1
aka.idf.il/registrati onw zard/ regi st er. aspx
. - . Unaut hori zed URL Access to
46. 19. 86. 250 | srael 147.237.77.243|nobi l e. i df . i | nobi | . i df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1381 B ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216(dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.147.112 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] - . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 34 . 147.237.0.15 |kosher-kravi.idf.il [ww kosher-kravi.idf.il/tenplates/contactus/contactus. aspx/tenpl [B ock 1
Federation . .
at es/ sendt of ri end/ sendt of ri end. aspx
. - Unaut hori zed URL Access to
77.127.217.66  |Israel 147.237.72. 156 |arman. i df . i | . Cidf i1/t tps: /v il B ock 1
109. 65. 181. 246 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
- . Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . il 147. 237, 77. 216/ 1133- he/ dover . aspx B ock 1
41.237.158. 233 |Egypt 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt Bl ock 1
213. 8. 204. 59 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None
92. 96. 74. 124 ;:i']rtae[deskab 147.237.77.216|dover.i df .i | Dstributed PHP Attenpt Bl ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df .i | I11egal HITP \ersion HITH Bl ock 1
79.182.100. 139 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS A tack None 1
68.180.228.112 [wnited Sates  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw i df . i |/ newsitel novi es/ yassi n7. Bl ock 1
176.12. 136. 100 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
; . . D stributed Lhaut horized URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216dover.i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.116. 125. 109 |Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 250. 237 187 |1 srael 147. 237.72. 166 |aka. i df .i | Lhkn_ovm_ Paramet er ctl 00$ct_| 00$cphMai n$cphSachar $ct 113 in None 1
aka.idf.il/nai n/sachar/ paysl i ps. aspx
2.54.152. 37 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
195. 154. 168. 82 |France 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
77.127.242.25 |l srael 147.237.77. 170 [maar achot . i df . i | maarachot . i df i1/ pof/ 1 es/ 6/ 108826, pof B ock 1
109. 65. 181. 246 |l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
Unaut hori zed URL Access to
66. 249. 66. 69 | srael 147.237.77. 176 |nat pash. idf.il waw cogat . i df. i1/ usefulinfornation/idkoni m pages/ 23122010nasai |B ock 1
yot . aspx
41.237.158. 233 |Egypt 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php Bl ock 1
92.96. 74. 124 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
74.82.47. 4 Lhited Sates  |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
] - - D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . O stributed Unaut hori zed URL Access on
46.121.112. 175 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
89.139. 182.0 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 55 in
212.116. 169. 152|I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 0/ sachar/ paysl i ps. aspx None 1
195. 154. 168. 82 |France 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on ww i df.il/wp-1ogin. php [B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 183 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
m ny- kosher - kravi . i : _
109. 67.117. 175 |lsrael 147.237.0. 17 df il Miltiple Illegal Parangeter Encoding from109.67.117. 175 None 1
46.19. 85. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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