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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3404
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an. i df .i | B ock Np Al Net dr op 2
31.169. 92. 44 Tur key 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 2
217.106.106. 141 Russi an Federation 147.237.76. 148 gocenter.aka.idf.il Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnature
92. 146. 189. 200 |France 147.237.77. 216 |dover . i df . i|C008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 147 |thina 147.237.77. 216 |dover. i df . i|CL03: HTTP: User Agent Sogou+web+spi der B ock 1
69. 12. 70. 34 Lhited Sates 147.237.76.86 |navy. i df.il|16798: HITP: G\U Bash HTTP Header Renote Code Execution Vul nerability |[B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Gountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 33 147.237.77. 74 Lited Sates lawidf.il ET SCAN NVAP -sA (2) 2
109. 235. 254. 181 147. 237.77. 234 Turkey hal ag.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
45. 55, 168. 4 147. 237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
45.55. 168. 4 147.237.0. 16 ny- kosher - kravi .i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 176 Chi na nat pash. i df .i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 44 Chi na erefuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147.237.77. 234 Turkey hal ag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
45,55, 168. 4 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
45,55, 168. 4 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147.237.77. 234 Turkey hal ag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.0. 34 Chi na ti kshuv. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 36
213.57.131. 247 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 24 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segrent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19. 85. 24 I'srael 147. 237. 72. 167 |i shuri maka. i df .i | 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 70 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segrent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
79.176.120.72  |israel 147. 237. 76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreaning Bngine: TQP Invalid i i ssi
66.249.78.216 |Uited Sates |147.237. 77. 243 |nobile.idf i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
81.17.16.212  |Swtzerland |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi
5.28.182.141  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46.120.230.39 |Israel 147.237.0. 17 ;"I"Iy kosher-kravi.id oy At ack SYN -> SYN-ACK -> Tinmeout  |reject 4
Sreaning Bngine: TCP Invalid i i ssi
66.249.66.61  |Wited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 218. 161 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
5.102.254.129 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.177.152. 150 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
213.57.131. 247 |Israel 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.182.27.138 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 65. 42. 197 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.229.149.56 |l srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
2.54.182.7 I srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid ' i ssi
79.183.70.251 | srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 104. 158 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
2.52.144.133  |israel 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
87.69.131.116 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber alert
94. 230. 86. 244 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
128. 232. 110. 28 z‘;;gom 147.237.77. 176 |nat pash. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
87.69.131.116 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval id ACK nunber nonitor |2
169.229.3.90  |[Whited Sates [147.237.76.201 e atal.idf.il Geo-1 ocati on enf or cenent Ceo-I ocati on i nbound drop 2
enf or cenent
31.210. 186. 138 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
185. 24. 76. 148 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop
169.229.3.90  |lhited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-locati on i nbound dr op 2
enf or cenent
176.13. 6. 158 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |2
Sreamng Engine: TCP Invalid ' i ssi
157.55.39.173 |Wited Sates |147. 237.72. 166 |aka i of i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
185.24.76. 148  |Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
87.69.246.210 | srael 147.237.77. 226 :"”‘WCha"atz'aka' 'dr-1 |Bad TCP sequence Inval i d ACK nurber moni tor |1
169. 229. 3. 90 Uhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
2.54.182.7 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
79.183. 154. 167 |Israel 147.237. 72. 156 |aman. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 68. 48 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212. 122. 124|Wnited Sates [147.237.8.28 |e. nobil e-ks.idf il Geo- | ocati on enf or cenent il?o'rgzi:]f” I nbound drop 1
46. 19. 86. 29 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 76. 15. 11 Chi na 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.182.7 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 1
141.212.122. 197|United Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.120.230.39 |Israel 147.237.0. 17 ]["inly'kOSher'kraV"'d drop First packet ismt SN drop 1
141.212.122. 118|Wited Sates |147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 24.76. 148 |Israel 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.22.129.116 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
68. 180. 229. 110 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
68. 180. 229. 239 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 6
2.52.63. 169 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 5
158. 69. 38. 6 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
158. 69. 38. 6 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ hore/ def aul t. aspx B ock 3
176. 12. 140. 214 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
93.173.155.199 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
Lhi ted . . DO stributed Unaut hori zed URL Access on
208.184.112.74 o o 147.237.77. 216 |dover . i df . i | wiw i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
185. 24.76. 148 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx B ock
2.54.51.117 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex B ock
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Uhited Ill1egal Byte Gode Character in Method A[[#0]][[#0]][[#0]]!| AREAPUREA
86. 159. 29. 88 ) 147.237.76.86 |navy.idf.il &I} At A—A A« A2 Ro+[ [ #0] | A- A¥4qAVA—A™] [ #28] ] [ [ #15] ] AsA?A- AYA.A”  |B ock 1
Ki ngdom S
A?; A—A»A'A"A
66.249.78.216 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
207. 46. 13. 67 ;h;:ee: 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
157. 55. 39. 173 g;g: 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
46.117.197. 154 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed Met hod PCST for
87.69.109. 238 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i o i |/ rai v sachar /  egi st rat i onwi zar d/ st epd. aspx B ock 1
213.57.254.191 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.183.6. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185.24.76. 148  |Israel 147.237.77.216|dover. i df . il SSL Uhtraceabl e Connection - (pen Mde None 1
66. 249. 66. 40 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ 1587- 14447- he/ dover . aspx |B ock 1
2.54.147. 112 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |g o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Illegal Byte Code Character in URL dAt[[#27]]" APxEAVBE CTA x3
Lhi ted . . [[#1]]1 %! u[ [#16] ] hAGEI 62A; | [ [#4] ] A" x2B5A?A [ [ #23] ] AzZAuxzxT [#31]] A€l A™
86.150.20.88 |\ qom  |147-237.76.86 [navy. i df . il XA xo 2[ [ #14] ] [[ #8] ] A—al [ KAl » AV qxEA. AS- qoETx’ Bl ock 1
pn6AVj [ #28] | Asv<va
Lhited - - . Unaut hori zed URL Access to
68.180.228.109 g . o 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df .i |/ shar el user cont r ol s/ header upper / B ock 1
207. 46. 13. 139 g‘;tt:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. i df.il/yohal an/ mai n/ nai n. asp B ock 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to ww chi nuch. aka. i df . i1/404. htm B ock 1
85.65.118.207 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185. 27.105. 134 |Israel 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 43 I srael 147.237.77. 216 |dover. i df .i | Unaut hori zed LRL Access to 147.237.77. 216/ robot s. t xt B ock 1
5.22.134.56 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1
141.212.122. 112 g;g: 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to /X B ock 1
Wi ted Mal formed URL dAx[[#27]]" APxEAVAE OTA x§[ [ #1] ] x! u[ [ #16] ] hAE
86. 159. 29. 88 Ki nadom | ¥47-237.76.86 |navy. idf.il i 6zA 1 [ [#4] ] A x+£5A2A:[ [ #23] ] AzAuxzxT [ #31] ] A€l A™Mx’A- xe Bl ock 1
9 A z[[#14]] [ [ #8]] A—a€[ k7l « ALY gxEA- AS- qcEfrx'pn6AYj [ #28] ] Asv<va
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.74 o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 28 I srael 147.237.72. 166 |[aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/ t f asi m aspx Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
85. 250. 88. 7 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock
195. 235.52. 101 |Spain 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
38.111.147.88 g;g: 147.237.77. 216 |dover. i df . il Mil ti pl e Unaut horized URL Access from 38. 111. 147. 88 B ock 1
149.78.53. 184 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Wi t ed NULL Character in Method A[[#0]]1[[#0]][[#0]]!| AREAUAER&I} r A—
86. 159. 29. 88 ) 147.237.76.86 |navy.idf.il A A« A2 Ao+ [ #0] ] A- A¥4qAVA—A™[ [ #28] ] [ [ #15] ] AA?A- AYA.A'A?; A— B ock 1
Ki ngdom AR
A»A"A"A
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
86. 159. 29. 88 zlnt:gom 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
66. 249. 66. 78 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka. idf.il/main/giyus/general . aspx None 1
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
38.111. 147. 88 g“;:s 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/1133- 19667- he/ i df gdover . aspx) B ock 1
157. 55. 39. 173 g];::: 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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