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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3311
222.186.56. 115 Chi na 147.237.0. 35 akavs. i df.il Frk_Under At tack_Con_Tcp drop 2
204. 42. 253. 132 Lhited Sates 147.237.76.176 test.ncore.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

216.250. 117.56 |147.237.77.216|lhited Sates |[dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
216. 250. 117.56 |147.237.77.216|lhited Sates |dover.idf.il LACAL_RULES access attenpt to file manager. php 2
66. 249. 66. 81 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
162. 253. 66. 6 147.237.77. 179 |Wited Sates e mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77.235|Netherlands  |[sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 |147.237.76. 177 |Turkey ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
.. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
45. 55, 198. 52 147.237.0. 16 ny-kosher-kravi . i df . il . . - 1
deni al of service attenpt
222.186.56. 115 |[147.237.76.44 |China e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
187.161. 112. 233|147. 237. 76. 198 |Mexi co e.yohal an.idf.il . 1
Potential Scan or Brute Force
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 88. 19. 160 147. 237. 76. 199 |Venezuel a e. nakchal .idf.il . 1
Potential Scan or Brute Force
. . L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
113. 58. 100. 255 |147.237.76.30 [China hi nush. i df . i | . 1
Potential Scan or Brute Force
94.102.48.195 |147.237.77.176|Netherlands  |nat pash.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56. 115 |[147.237.76.86 [China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
. . .. |ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons,
187.160. 181. 25 |147.237.0.16 |Mexico ny- kosher-kravi .idf.il 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature i\t"if;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi
109.65.30.28  |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
188. 120. 148. 152l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
Sreaning Engine: TGP Invalid i i ssi
93.172.22.40  |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
77.125.115. 29 | srael 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i SSi
37.140.141.35 |Russian Federation |147.237.72. 166 |aka i df .il g =g Invalid segnent retransmssion. | ., 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
84.228.243.19 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
5.255.253.188  |Russian Federation |147.237.72. 166 |aka idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
157.55.39.173 |Wited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
37.26.146.195 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
128.232.110.28 |wnited Kingdom  [147.237.76. 197 |e himshicf.il  |Geo-1 ocation enf or cenent i? O:ggﬁ;'mo n i nbound drop 2
46. 19. 86. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop
128.232.110.28 |Wnited Kingdom  |147.237.76.198 e yonalan.idf.il |Geo-1ocation enf or cenent gﬁfolggix” i nbound drop 2
Sreaning Engine: TCP Invalid i i SSi
66.249.66.90  |wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
128.232.110. 28 |United Ki ngdom 147.237.77. 170 |nearachot. i df .il |SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
80. 246.133.48 |Israel 147.237.77. 170 |nearachot . i cf .il  |Bad TCP sequence I'nval i d AGK nunber aert 1
188. 120. 148. 181 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |1
46.117.128.81 |[Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
141. 212, 122. 126|Wited Sates 147.237.8.14 |e.orchot.idf.il  |Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
216.218.206.94 |Lnited Sates 147.237.77. 234 |hal ag.idf. i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.31 Lited Sates 147.237.8.28 |e.mobile-ks.idf.il [Geo-1 ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 139. 124|Uhited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 33 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
141. 212. 122, 210|Wited Sates 147.237.76.197 |e.himsh.idf.il  |Geo-1 ocati on enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
VWb Server Enf orcenent HTTP Deni
2.54.184.136  |Israel 147.237.76. 42 |refuah.idf.il _ Ve Servers S ow Denial of | oot 1
Mol ation Servi ce
141.212.122. 112|Whited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.246.133.48 [Israel 147.237.77. 170 |mearachot.iof .il |Bad TCP sequence Inval i d ACK nunber noni t or 1
212.14. 228, 214 g";'cis;i'géa” Territoy,l147. 237. 77. 176 |natpash. icf. i1 |Bad TOP sequence Inval i d ACK nunber monitor |1
46.117.128.81 |Israel 147.237.72.167 |ishurimaka.idf .il |Bad TCP sequence Inval i d AGK nunber monitor |1
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 126|Wnited Sates 147.237.77.61 |e.cogat.idf.il  [Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
216. 218. 206. 102|nited Sates 147.237.0.33  |idf.il drop drop 1
74.82.47.31 Lhited Sates 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop
184. 105. 247. 208|Uhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141. 212. 122. 210|Wited Sates 147.237.76. 198 |e.yohalan.idf.il |Geo- | ocati on enf or cenent gﬁfolggix” i nbound drop 1
5.29. 164. 247 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 115|thited Sates 147. 237. 76. 147 [chinuch. aka.i df . i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.120.57. 91 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber nonitor |1
184.105.139. 91 |Uhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142.160.95 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |1
141.212. 122. 127|Wited Sates 147.237.8.14 |e.orchot.idf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.51 ited Sates 147.237.77.178 |e.natpash.idf.il  |Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
188. 120. 148. 152|l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
46. 19. 86. 42 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 211 |Wited Sates 147.237.76.198 |e.yohal an.idf.il  [Geo-1 ocation enf or cement ﬁ?;'rggi'mon i nbound drop 1
5.29. 164. 247 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122. 116|Whited Sates 147.237. 76. 147 |chinuch. aka. i df .| |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213. 8. 204. 14 | srael 147.237.72. 167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
216.250. 117.56 |Wited Sates|147.237.77. 216 |dover.idf . il PHP Att enpt Bl ock 6
216.250.117.56 |hited Sates|147.237.77.216|dover.idf .il Ml tiple Admin B ocking from 216. 250. 117. 56 B ock 5
216.250.117.56 |lLhited Sates|147.237.77.216|dover.idf.il Mil tiple UWaut hori zed URL Access from 216. 250. 117. 56 B ock 5
176.13.0. 96 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 4
} . . D stributed Lhauthorized URL Access on
204.13.200. 200 |thited Sates|147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
84.109. 130. 240 |Israel 147.237.72. 166 |aka. i df . i | tnaut hor i zed Method POST for B ock 2
wan aka. i df . i |/ mai n/ rabanut / cont act us. aspx
213. 8. 204. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
68.180.228.112 |lhited Sates|147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1362- he/ dover.aspx |B ock
} . . D stributed Unaut hori zed URL Access on
107.178.194. 79 |United Sates|147. 237.77. 216 |dover.i df .i | v i dff . i | / 1133 22638- hel dover . aspx. B ock 1
79.179. 99. 94 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
213.57.231.97 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
45.55.198. 52 147.237.0.15 |kosher-kravi.idf.il |Ostributed Unauthorized URL Access on / B ock
. . Paraneter Type Mol ation SearchText in
183. 79. 220. 223 |Japan 147.237.77.74 [lawidf.il vwwc | aw i df i 1/ 163- 6639- he/ pat zar . aspx B ock 1
149. 255. 228. 66 |Iraq 147.237.77.74 |lawidf.il PHP ALt enpt Bl ock 1
104. 131. 168. 154|hited Sates|147. 237.76.30 |hi nush.idf.il Unaut hori zed Met hod HEAD for / B ock 1
: . . Uhaut hori zed URL Access to
216. 250. 117.56 |ULhited Sates|147.237.77.216|dover. i df.i | v i dff i 1/ adni 1V cat egor i es. php/ | ogi n. php B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in ww aka.idf.il/nain/giyus/general.aspx |None 1
2.52.31.28 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 1
Uhaut hori zed URL Access to
157.55.39. 222 |Uhited Sates|147.237.77. 170 |naarachot . i df . i | maar achot . i df . i |/ pdf/fi | es/ 5/ 109335, pdf x3 Al x3 xYA; Ayx3 A?- x3 xY Bl ock 1
Ag A3 xY Ay Avax3 Al x3 x YA Ayx3 xYA; Avs
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Wnited Sates|147.237.77. 216 |dover.idf .i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
79.179. 99. 94 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 1
216.250. 117.56 |Lhited Sates|147.237. 77.216|dover.idf . il Adnin Bl ocki ng B ock 1
m ny- kosher - kravi . i
45,55, 198. 52 147.237.0. 17 of niyl D stributed Uhaut hori zed URL Access on / B ock 1
183. 79. 220. 223 |Japan 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df . il/228-he/faq. aspx B ock 1
149. 255. 228. 66 |Iraqg 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
104. 131. 168. 154|lhited Sates|147.237.76.39 [nobile. neitav.idf.il |Uhauthorized URL Access to / B ock 1
208.115.111.73 [lnited Sates|147. 237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 126 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237.77. 170/ 71857- hel maar achot . aspx B ock 1
2.52.63. 147 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
157.55.39. 253 |Uhited Sates|147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 157. 55. 39. 253 Bl ock 1
: . . D stributed Lhauthorized URL Access on
107.178.194.87 |lhited Sates|147. 237.77. 216 (dover . i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
188. 120. 148. 152|I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/main/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
157. 55. 39. 78 Uhited Sates|147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
104. 131. 168. 154|thited Sates|147.237.77.74 [lawidf.il D stributed Unaut hori zed URL Access on / Bl ock 1
: . . D stributed Lhauthorized URL Access on
208.184.112.75 |lhited Sates|147.237.77. 216 |dover.idf.il v i dff . i 1/ 1133- 22461- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to waw atal . idf.il/1074-hel X?x'xE x"x™x>
66.249.78.79  [Israel 147.237.77.233|atal .idf.il X xexCEXoX'XTHXT xox"xCEXeXX M| XX MXEX". ASPX Bl ock 1
2.54.52.102 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
157.55.39. 253 |Uited Sates|147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw | aw i df.il/pl ugins/systeniice_speed/ |B ock 1
141.212.122. 112|Uhited Sates|147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /x Bl ock 1
89. 216. 77. 209 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
195. 154. 146. 225|France 147.237.77.216|dover.idf.il Distributed Il1egal HITP \ersion B ock 1
66. 249. 66. 31 I srael 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to waw i df . il/dover/site/ nmai npage. asp B ock 1
157.55.39.173 |Uited Sates|147.237.72. 166 |aka. i df . il Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
: . . D stributed Lhauthorized URL Access on
107.178.194.79 |UWited Sates|147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
37.26.147.153 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock
141.212.122. 112|nited Sates|147. 237. 76. 147 [chi nuch. aka. i df . i | Lhaut hori zed URL Access to /x B ock 1
89. 216. 77. 209 147.237.77.74 [lawidf.il D stributed Unhaut hori zed URL Access on v |l awidf.il/xmrpc.php  |B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates|147.237.77. 216 |dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
66.249.66.43  |Israel 147.237.77. 216 |dover . i df . i | tnaut hori zed LR Access {0 B ock 1

147.237.77. 216/ 1153- 14220- he/ dover . aspx
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