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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3401
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4

66.249.66. 61 [147.237.72.166|lhited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2

177 227 197,52 |147. 237 77. 234 |Msxi co el ag.i df. i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

94.102. 48.195 |147.237.77. 179 [Net her | ands emazi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

58.253.96. 122 (147.237.76.31 [China nakchal .idf.il |ET SCAN NVAP -sS wi ndow 3072 1

58.253.96.122 |147.237.76.31 |China nakchal .idf.il [ET SCAN NVAP -f -sS 1

177 297 197 52 |147. 237 77 74 |vexii co Landidf i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

58.253.96. 122 [147.237.76.31 [China nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 2048 1

5.148.157.229 (147.237.8.50 t?irf;gom e.tikshuv.idf.i|[ET SCAN NMAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.26.146.173 |Israel 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |lhited Sates |147.237.72. 166 |aka idf il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.90  |Uited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.81.209 |thited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
199.30.25.177 |Wited Sates  |147. 237. 76. 200 |ei tan. aka i df i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.178.59.221 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
207.241.226.39 |lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
Sreaming Engine: TP Invalid i i ssi
157.565.39.231 |lhited Sates  |147.237. 72. 166 |aka idf . il 9 =g Invalid segnent retransmssion. |4 2
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 247 I srael 147.237.77. 170 |naarachot.idf.i| |Bad TCP sequence Inval i d ACK nunber noni t or 2
183. 79. 219. 108 |Japan 147.237.72. 166 |aka. i of . i | drop SMrule drop 2
141.212.122. 116|Uited Sates  [147.237. 77. 227 |e. hanmz. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
74.82.47.16 Wited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253. 194 R‘F Sf:;”ion 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 217|Uhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
87.69.221.31 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
208.115.113.89 |lLhited Sates  [147.237.77.216 |dover.idf.il drop SMrule drop 1
184. 105. 247. 204|lhited Sates  |147.237.77.19 |lanforumidf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 208|Wnited Sates  |147.237.0.35 |akavs.idf.il drop drop 1
77.237.138.51 |Czech Republic |147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
208.115.111. 68 |[Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 1
141.212.122. 223|nited Sates  |147.237.0.35 |akavs.idf.il drop drop 1
87.69.221.31  |israel 147.237.72. 166 |aka i df . i Bad TCP sequence SINA retransmt wih different | oo |1
w ndow scal e
195. 62. 53. 168 RJSf;;”ion 147.237.76.200|eitan.aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 211 |Whited Sates 147.237.76. 199 |e. nakchal .idf.il |Geo-1 ocati on enf or cenment Geo-1 ocation inbound enf or cenent |drop 1
208.115.113.89 |[Lnited Sates [147.237.72.166 |aka.idf.il drop SAMrule drop 1
130.207.203.56 |Uhited Sates [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf or cenent |dr op 1
213.57.128.197 |lsrael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.212|lhited Sates 147.237.76. 199 |e.nakchal .idf.il |[Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
85.65.144. 201 |l srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence Invalid ACK nunber alert 1
208.115.113.89 |Lhited Sates  [147.237.76.31 |nakchal .idf.il drop SMrule drop 1
167. 114. 156. 16 [Canada 147. 237. 77. 216 |dover.i f .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|Uhited Sates  [147.237. 77. 227 |e. hanmz. i of . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
71.166. 43. 34 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 120|thited Sates  [147.237.72. 167 |ishurimaka.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
203. 117. 252. 92 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 216|Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
85. 65. 144. 201 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
e SYNVAK retransmit with different .
46.19. 86. 197 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal 6 noni t or 1
208.115.113.89 |Whited Sates 147.237.77.74 |lawidf.il dr op SAMrule drop 1
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|Top Attackers In V\AF|

A t acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
2.105.232.116 |Dennmark 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
) - - . D stributed Lhaut hori zed URL Access on
157.55.39. 232 |lhited Sates  [147.237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, ht m B ock 2
46.121.14.63  |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
) . . . D stributed Lhaut horized URL Access on
157.55.2.150 [lhited Sates [147. 237. 76. 147 [chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, htm B ock 2
. . Unaut hori zed URL Access to
66.249. 66. 183 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher - kravi . i i i
46.117. 164.60 |l srael 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 [Wited Sates  |147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66.249.66.28 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/aman/ B ock 1
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf .il Aonormal |y Long Request request version B ock 1
) . . O stributed Unaut hori zed URL Access on
208.184.112.75 |Wited States  |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39. 173 |Lhited Sates [147.237.72.166|aka. i df .il Uhaut hori zed URL Access to aka.idf.il/val tam B ock 1
68.180.228. 112 [Lhited Sates [147.237.77.216|dover. i df.i | Unaut hori zed LRL Access to wawidf.il/kamar B ock 1
m ny- kosher - kravi . i _ _
46.117.164. 60 |[Israel 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from46.117. 164. 60 None 1
165.138.36.2 |Lhited Sates |[147.237.76.200|eitan. aka.idf.il Lhaut hori zed Met hod HEAD for www ei tan. aka.idf.il/ None 1
) . . O stributed Unaut hori zed URL Access on
107.178.194. 79 [Wited Sates  |147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
66.249.66.72 |Israel 147.237.77. 176 |mat pash. i df . i | Wy cogat . i df . i |/ usef ul i nf or mat i on/ speaker of mat pash/ _| ayout s/ aut  |Bl ock 1
hent i cat e. aspx
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf .i | Illegal HITP \ersion defl ate, sdch B ock 1
) . . O stributed Unaut hori zed URL Access on
208.184.112.75 |Wited States  |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
157.55.39. 182 |Lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to wwww i df.i|/1589-en/ dover. aspxt he B ock 1
. . D stributed Lhaut hori zed URL Access on
77.40.129.123 [Nor way 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
176.13.15.21 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
66.249.66.75 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/m B ock 1
46. 19. 85. 77 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL gzi p, B ock 1
216.218. 206. 68 |Lhited Sates  [147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
157.55.39.231 |Lhited Sates |147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.237.138.51 |Czech Republic [147.237.77.74 |lawidf.il Unaut hori zed URL Access to / B ock 1
66.249.66.25 |Israel 147.237.77. 216 |dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock 1
176. 228. 42. 180 [l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wan i df.il/newsitel/english/main asp |B ock 1
Unaut hori zed URL Access to
157.55.39.61 |[lLhited Sates |[147.237.76.147|chi nuch. aka.i df.il wwe chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper |B ock 1
/
. . Unaut hori zed URL Access to
66. 249.66.75 I srael 147.237.77. 176 [nat pash. i df . T wwy cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf .i | Unknown HTTP Request Method ng: in URL gzip, B ock 1
157.55.39.231 |Wnited Sates [147.237.72.166 |aka. i df .i | thaut hori zed URL Access to wiw aka.idf.il/mai n/rabanut/ B ock 1
gener al . aspx
Russi an ny- kosher-kravi . i df.i [unauthorized URL Access to
95.108.158. 173 Federation 147.237.0.16 | ww ny- kosher -kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx B ock !
. . Unaut hori zed URL Access to
66.249.66.25 |Israel 147.237.77. 216 [dover. i df . il i df i 1/1133- 13154- he/ dover . aspxxixax§x" Bl ock 1
207.46.13.54 |inited Sates |147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df . i 1/894-10770-en B ock
157.55.39. 138 |lLhited Sates |147.237.77.170|nmaar achot . i df . il Uhaut hori zed URL Access to maarachot . idf.il/pdf/files/319, B ock
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