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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action |Count |
Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3416
212.48. 64. 184 Uni ted Ki ngdom 147.237.76. 197 e hinush.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
51. 255, 162. 166 Uni ted Ki ngdom 147. 237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 66. 90 147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
189. 102, 50. 172 |147. 237 8.14  |nsxi co e orchot. idf | ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
166. 63. 125. 149 [147.237.77. 234 |Wnited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
113. 190. 6. 86 147. 237. 77. 235 |M et nam sviva idf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 235. 254. 181|147. 237. 77. 212 |Tur key e dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
61.182.170.38 [147.237.76.39 |China nobi | e. nei tav.idf.i|[ET SCAN Potential SSH Scan 1
166. 63. 125. 149 |147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
166. 63. 125. 149 |147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181|147. 237. 77. 212 [Tur key e dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .il drop SAMrule drop 36
46. 19. 85. 153 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d AGK nunber noni tor |7
46.19.85.153 [l srael 147. 237. 77. 176 |nat pash. i of . | SYN At t ack SYN - > SYN-ACK -> RST rej ect 5
8.37.227. 68 g”&;ymus 147. 237.77. 216 |dover. i df .i B ock HTTP Non Conpl i ant Response out of state moni tor |5
Anonynous . . . .
8.37.227.69 Pr oxy 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
Russi an o Streaming Engine: TCP Inval i d |invalid segnent retransmission.
130.193.50.14  [Z " S 147.237.77. 243 |mobi l e. i df . i | Ret 1 ansmi ssi on Packet. dr opped. drop 3
207.241.226.39 |Uhited Sates |147.237.76.86 [navy.idf.il drop SAMrul e drop 3
Sreaning Engine: TCP Invalid i i ssi
109. 67. 1. 37 I sr ael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |lited Sates |147.237.72.166|aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
46.19.85.153  [Israel 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d ACK nunber al ert 2
176.12. 143. 242 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
8.37.227.81 é{ng(r;yrmus 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state nonitor |1
198.12.68.123 |wited Sates [147.237.77. 121 e navy.idf i1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141. 212. 122. 218|Wited Sates  [147.237.76.30 |hinush.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
216.218.206.72 |lWited Sates |147.237.77.226 “:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 84 |Wited Sates |147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 124|Wnited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
198.20.70.114 |thited Sates [147.237.0.200 |rdu.idf.il drop drop 1
141.212.122.219|United Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.75 |thited Sates |147.237.77.226 "LI"‘IW chanat z. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 87 |Wnited Sates |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 125|Wnited Sates  [147.237.76.44 |e.refuah.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
42.62.74.78 Chi na 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 1
203. 117. 252. 92 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.12 Lhited Sates [147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.78 |Wited Sates [147.237.0.34 [tikshuv.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
185. 3. 146. 247 |l srael 147.237.77. 176 |nat pash.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 208|lLhited Sates |147.237.76. 148 |gqcenter. aka.idf .il drop drop 1
176.12. 143. 242 |israel 147.237.72. 166 |aka i df .i Bad TCP sequence I'nval i d ACK nunber al ert 1
216.218. 206. 122|thited Sates |147.237.77. 212 e dover.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
195. 154. 227. 118|France 147.237.77.74 |lawidf.il drop SAMrule drop
141.212.122. 209|lhited Sates |147.237.76. 148 |ggcenter. aka. i df.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 119 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.19. 32 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
46.19. 85. 120 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock
Unaut hori zed URL Access to
68.180.228.49 |Wnited Sates |147.237.76.30 |hinush.idf.il wan chi nush. atal . i df.il/tenpl at es/ shared/ user cont rol s/ header upp (Bl ock 1
er/
195. 154. 194. 111 |France 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
Russi an . . Paraneter Type Molation SortDr in
109. 235.189. 141| 2 ~ 0 147.237.77. 216 (dover. i df . il v i df i 17 1158- he/ dover . aspx Bl ock 1
79.183.199.65 |Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xmrpc. php Bl ock 1
: . . D stributed Unhaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover. i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 183 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
157.55.39.232 |lwited Sates  |147.237.76. 147 [chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates  [147.237.77.216|dover.idf . il vw i of i 1/ 1133- ar / dover . aspx Bl ock 1
195. 154. 194. 111|France 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
109. 235. 189. 141 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Paraneter Type Miolation lang in wwidf.il/1158he/ dover.aspx |B ock 1
84.111.165.10 |[Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - sigal gs oS Attack None 1
66.249. 66. 187 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
208.184.112.75 |hited Sates  [147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
_ m ny- kosher - kravi . id _
54. 153. 33. 145 Lhited Sates 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 1
Russi an . . Parameter Type Mol ation HleNane in
109. 235.189. 141 12 ~ . 147.237.77.74 [lawidf.il v | aw i i |/t enpl at es/ get f | ef getfi | e. aspx B ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates  [147.237.77.216|dover.idf . il v i df i 1/ 1399- en/ dover . aspx Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp B ock 1
23.254.138.210 |Wited Sates |147.237.76.42 |refuah.idf.il Wnaut hori zed LRL Access to . B ock 1
refua atal.idf.il/wordpress/wp-admn/
112.134.251.5 |[9i Larka 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 1
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.66.191 |[Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
) www. chamat z. aka. i df )
54. 153. 33. 145 Lhited Sates 147.237.77. 226 i Unhaut hori zed URL Access to 147.237.77. 226/ B ock 1
. . . Unaut hori zed URL Access to
180.76.15. 137 |Chi na 147.237.76.42 [refuah.idf.il wwv refua. atal .idf.il/tenpl ates/ shared/ usercontrol s/ header upper/ Bl ock !
Russi an . . Parameter Type Mol ation InfoGenterltemin
109. 235.189. 141|_° ~ 0 147.237.77.74 |lawidf.il vowy | aw i o |/t enpl at es/ getfil ef getfil e. aspx B ock 1
] . . Parameter Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates  [147.237.76.31 |nakchal .idf.il vaww nakhal i df . i 1/ 1073- he/ nakhal . aspx Bl ock 1
207.46.13.150 |thited Sates  |147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df .il/901- Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 20451- he/ dover . aspx Bl ock 1
40.77.167.45  |Lhited Sates  |147.237.77.176 |nat pash. i df .i | Unaut hori zed URL Access to www cogat . i df . i1/894-11081- he Bl ock 1
112.134.251.5 | Larka 147.237.77. 176 |nat pash. i df . i | O stributed Lhauthori zed URL Access on Bl ock 1
W cogat . i df . i |/ xnbrpc. php
: . . D stributed Unhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
66.249.75.37  |Israel 147.237.76.200|ei tan. aka. i df . il vow ei tan. aka, i df .i | / 1105- en/ cont act us. aspx B ock 1
Russi an . . Unaut hori zed URL Access to
188. 143. 232. 24 eration 147.237.77. 216 |dover . i df .i | 147, 237. 77. 216/ 1588- 14750- en/ dover . aspx B ock 1
66.249.65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ ni Bl ock 1
Russi an - - Paraneter Type M ol ati on PageNumin
109. 235. 189. 141 | - ~+ 147.237.77.216|dover . i df .i | v i df i 1/ 1158- he/ dover . aspx B ock 1
79.183.199.65 [Israel 147.237.77. 176 |nat pash. i df . i | PHP At tenpt B ock 1
: ] ] DO stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 126 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77, 1700 pef /11 es/ 1/ 106321 pdf B ock 1
: ] ] Unaut hori zed URL Access to
140.247.218.52 |[lhited Sates  |147.237.77.216|dover.idf.il 147. 237.77. 216/ 1133- 18485- he/ dover . aspx Bl ock 1
: . . D stributed Unaut hori zed ULRL Access on
107.178.194.83 |Lnited Sates  [147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
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