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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3346
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
66.249. 66.81  [147.237.72. 166 [Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 66. 61  [147.237.72.166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
191. 33. 46. 223 |147.237.0.33 |Razil idf.il ET SCAN NMAP -sS wi ndow 4096 1
134.213.133.4 [147.237.76.42 |United Kingdom |refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
134.213.133. 4 |147.237.76.42 |[United Kingdom |refuah.idf.il ET SCAN NVAP -f -sS 1
112. 196. 49. 101 |147. 237. 72. 167 |I ndi a ishurimaka.idf.i|[ET SCAN NMAP -sS wi ndow 1024 1
81.31.244.14 |147.237.77.216 IF;$B|:§I2?"C dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.75.236.76 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . . |ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons,
36.32.153.224 [147.237.0.19 |China nadi matal .idf.il ) 1
Potential Scan or Brute Force
191. 33. 46. 223 [147.237.0.33 |Bazil idf.il ET SCAN NVAP -sS w ndow 3072 1
134.213.133.4 [147.237.76.42 |United Kingdom |refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
112. 196. 49. 101 |147. 237. 72. 167 |Indi a ishurimaka.idf.i|ET SCAN NVAP -sS w ndow 4096 1
81.31.244.14  |147.237.77.216 'F;EEH:E';”“C dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66. 249. 66. 181 |147.237.72.166 |Lhited Sates akaidf.il ) . -
deni al of service attenpt
46.151.55.35  |147.237.76.34 |Wraine yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning BEngine: TCP Invalid i i ssi
66.249.66.39  |United Sates 147.237.77. 234 |nal ag.i of i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
66.249.66.90  |Uited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 141 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |5
207.241.226.39 |ited Sates 147.237.77.74 |lawidf.il drop SMrule drop 5
84.109.3.6 | srael 147.237.77. 170 [naarachot .idf .il |SYN Att ack SYN -> SYN-ACK -> Tineout [reject 4
Sreaning Engine: TGP Invalid i i sSi
66.249.66.95 |lited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
46.19.85.141  [israel 147.237.77. 233 |atal i of . Bad TCP sequence Inval i d AGK nunber al ert 4
Sreaning Engine: TGP Invalid i i sSi
46.19. 85. 46 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.67.5.233  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
93. 184. 6. 53 z'cf;i'géa” Territony,1147.237.77. 176 |natpash.idf i1~ |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 2
Sreaning Engine: TCP Invalid i i ssi
68. 180. 229. 239 |United Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. | o 2
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
140. 247.218.52 |Wited Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.42  |Lnited Sates 147.237.77. 234 |hal ag.i of . i | 9 =g Inval id segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
40.77.167.89  |uited Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
128.232.110. 28 |United Ki ngdom 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
65. 55. 212. 84 Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
184. 105. 247. 199|ni ted Sates 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|United Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 68 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
184. 105. 139. 80 |Lnited Sates 147. 237. 77. 234 |hal ag. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
130. 207.203.56 |Uited Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.39 Lited Sates 147, 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 113. 109. 117 |Whited Sates 147. 237. 77. 216 |dover.. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 208|Wnited Sates 147.237.8.28 |e.mobile-ks.idf.il|Geo- | ocati on enf or cenent ﬁ?olr 222;1;’” i nbound drop 1
141.212. 122. 218|Wnited Sates 147.237.8.14 |e.orchot.idf.il |Geo-l ocation enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
208. 115.113. 89 |Wnited Sates 147.237. 72. 166 |aka i df . i1 drop SMrule drop 1
184.105.139. 91 [Lnited Sates 147.237.0.33  |idf.il drop drop 1
131.253.36.205 |Lnited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47.39 Lited Sates 147.237.76.199 |e. nakchal .idf.il |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218. 206. 112|tnited Sates 147.237.77. 121 |e. navy. i of . Geo- | ocati on enf or cenment ﬁ?olr ggﬁ:mon  nbound drop 1
184. 105. 247. 215|Wnited Sates 147.237.77. 178 |e.matpash.idf.il |Geo- | ocati on enf or cenent ﬁ?olr 222;1;’” i nbound drop 1
141.212. 122. 219|Wited Sates 147.237.8.14 |e.orchot.idf.il |Geo-l ocation enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
93. 184. 6. 53 glcisgi':('ja” Teritory.l1 47, 237. 77. 216 dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
71.6.135.131  |wited Sates 147.237.77. 227 |e.hanaz.idf. il |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
208.115.113.89 |Whited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrule drop 1
184.105. 139. 99 [Lhited Sates 147.237.8.24 |e.lifestyle.idf.il|Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.58 Lhited Sates 147.237.77. 235 |sviva.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
195. 154. 227. 118|France 147. 237. 77. 216 |dover . i df . | drop SMrule drop
146. 185. 239. 102|Russi an Federation |147.237.76.44 |e.refuah.idf.il |Geo-1ocation enf or cerent ﬁ?olr ggi'mon  nbound drop 1
74.82.47.28 Lited Sates 147.237.8.50 |e.tikshw.idf.il |Geo-location enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
208. 115.113. 89 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
65. 55. 212. 78 Lhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 1
184.105. 139. 100|Uhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 114|tnited Sates 147.237.0.34 |tikshuv.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82.221. 105. 6 I cel and 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.39 Lited Sates 147.237.8.24 |e.lifestyle idf.il|Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
208. 115. 113. 89 |Wnited Sates 147. 237. 77. 216 |dover. i cf . i | drop SMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.180. 152. 128 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df.il/xnrpc. php B ock
66. 249. 66. 16 | srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm Bl ock
79. 180. 152. 128 |l srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock
} . . DO stributed Whaut hori zed URL Access on
208.184.112.75 |hited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
54.153.33.233 |[thited Sates |147.237.76.39 |nobile. neitav.idf.il [Wauthorized URL Access to 147.237.76.39/ B ock
167. 114. 156. 198|Canada 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waww idf.il/error.htm B ock
; . ] Uhaut hori zed URL Access to
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf .i | v i dff . i 1/ 1133- 22461- hel dover . aspx. B ock 1
. . S Whtraceabl e Gonnection - Protocol violation
66. 249. 66. 181 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
Russi an ny- kosher-kravi.idf.i |oistributed Uhauthorized LR Access on
130.193. 50. 11 Federation 147.237.0.16 | wan ny- kosher -kravi . i df.i | /tenpl ates/| ogi /| ogi n. aspx Bl ock !
167. 114. 156. 198|Canada 147.237.77. 216 |dover . i df . i | Ml ti pl e Unhaut hori zed URL Access from 167. 114. 156. 198 B ock 1
} . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf .i| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
68.180.228.112 [Lnited Sates [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/ nai n. asp B ock 1
’ . . Uhaut hori zed URL Access to
208.184.112.75 [Wited Sates |147.237.77.216 |dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
140. 247.218.52 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock
87.69. 177. 65 I srael 147.237.76. 42 |refuah.idf.il Dstributed PHP At tenpt B ock
. . Uhaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover.idf .il 147. 237.77. 216/ 1133- 8021- he/ dover . aspx B ock 1
. . Uhaut hori zed URL Access to
167. 114. 156. 198|Canada 147.237.77.216|dover. i df .i | vow i o i 1/ shar e/ user cont r ol s/ header upper / Bl ock 1
} . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf il v i dff i 1/ 1133 22638- hel dover . aspx. B ock 1
] . . Uhaut hori zed URL Access to
68.180.228.175 |Uhited States  |147.237.76.42 |refuah.idf.il 147. 237. 76, 42] 994- 9235- hel r ef uah. aspx B ock 1
54.153.32.246 |lnited Sates |147.237.77.170 |maar achot . i df . il Unhaut hori zed URL Access to 147.237.77.170/ B ock 1
157.55.39. 173 |lhited Sates [147.237.72.166|aka. i df .i | Uhaut hori zed LRL Access to aka.idf.il/main/recruitlane. aspx B ock 1
87.69. 177. 65 I srael 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xmrpc. php B ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/valtam Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
m ny- kosher - kravi . i _
109. 64. 120. 184 |l srael 147.237.0. 17 df il I'l1legal Parameter Encodi ng VXWZ"RBs6NFQp[ 78| 4gM7d3%-CP None 1
68.180. 229. 239 |[lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock
54,153.33.152 |Wnited Sates |147.237.76.200|ei tan. aka.idf.il Unhaut hori zed URL Access to 147.237.76. 200/ B ock
157.55. 39. 231 Lhited Sates 147.237.72.166 |aka. i df . i | Mil tiple Whaut horized URL Access from 157. 55. 39. 231 B ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |Lhited Sates |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Uhaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ usef ul i nf ormati on/i dkoni i pages/ masai yot 29122 [Bl ock 1
010. aspx
207.46.13.155 |Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df.il/navy/ navy/ Bl ock 1
m ny- kosher - kravi . i , .
109. 64. 120. 184 |l srael 147.237.0. 17 Miltiple Illegal Paraneter Encoding from 109.64. 120. 184 None 1
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