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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3362
115.230. 125. 147 Chi na 147.237.76. 201 e atal.idf.il |JLM Under Attack_Con_Tcp dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
66.249.66. 61  |147.237.72.166 |Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
189. 218, 138. 2101147, 237 72. 14 i co dover i df i1 (ol d) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T o Potential Scan or Brute Force
. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
187.161.22.83 |147.237.0.15 |Mexico kosher-kravi .idf.il ) 1
Potential Scan or Brute Force
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 161. 22. 83 147.237.0. 35 Mexi co akavs.idf.il . 1
Potential Scan or Brute Force
113.106. 129. 219|147. 237.0. 17 |Chi na mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i df . i | dr op SMrul e drop 36
172.56. 15. 32 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
172. 56. 15. 32 Wited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 11
Sreamng Engine: TCP Invalid i i SSi
66.249.65.12  |lhited Sates |147.237.0.19 |nedimatal.idf.il 9 =g Inval id segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
85. 250. 145. 193 |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
82.145.221.15 |Europe 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
Sreamng Engine: TP Invalid i i ssi
157.55.2.170  |wited Sates |147.237.76. 200 [eitan. aka i df il 9 =g Inval id segnent retransmssion. |, 4
Ret ransnm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i SSi
109. 64.37.182 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransnm ssi on Packet dr opped.
52.35.187.114 [Wited States [147.237.0.17 [V kosher-kravi.-id 14 op SAMrule drop 3
84.109.3.6 I srael 147. 237. 77. 170 |naar achot . i df . i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
85.130.235.1  |Israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
157.55.39. 174 |Wited Sates |147.237.77.243|mobile.idf. il 9 =g Invalid segnent retransmssion. o 3
Ret ransnm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
157.55.39.232 |wited Sates [147.237.72. 166 |aka i df. i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
128.232. 110, 28 | t&d 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
Ki ngdom enf or cenent
Sreaming Engine: TCP Invalid i i ssi
157.55.39.173 |wited Sates [147.237.76. 200 eitan aka idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
207.46.13.155 |United Sates |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 2
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
40.77.167.89  |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
121.54. 44. 91 Phi | i ppi nes 147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 2
Sreamng Engine: TCP Invalid i i ssi
40.77.167.94  |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 2
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
157.55.39.231 |lhited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | o 2
Ret r ansn ssi on Packet dr opped.
Lhi ted L . Geo-1 ocati on i nbound
128.232.110.28 [ oo 147.237.76. 196 |e. sviva. i df .il Geo- | ocati on enf or cenent enf or cennt drop 2
172.56.15.32  |Uited Sates |147.237.77. 216 |dover. idf. | Bad TCP sequence SINWACK retransmt with monitor |2
different wndow scal e
141.212.122. 222|lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
218.22.211.69 |China 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
180.76.15.5 Chi na 147.237.0.15  |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 123|thited Sates |147.237. 77. 170 [nmarachot . i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 39 Whited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 222|Wnited Sates |147.237.77. 226 :""‘WCha”mZ'aka' T T {syN At tack SYN -> SYN-ACK -> RST rej ect 1
130. 207.203. 56 |Uhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 88 |[Uhited Sates |147.237.76.202 e hal ag.idf.il Geo- | ocati on enf or cenent S;]?O'r gzi'nfn I nbound drop 1
141.212.122. 126|thited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|chi na 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 223|Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 113|thited Sates |147.237.0.33  [idf.il drop drop 1
184. 105. 139. 103|wnited Sates [147.237.77.61 e cogat.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 127|Uhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 66. 33 I srael 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 1
141.212.122. 223|hited Sates |147.237.77. 179 |e. nazi .i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 114|thited Sates |147.237.0.33  [idf.il dr op drop 1
184. 105. 247. 215|Uhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 208|thited Sates |147.237.77. 179 |e. nazi .idf .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 94 |tited Sates |147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
71.6.167. 142 Whited Sates [147.237.0.35 |akavs.idf.il dr op drop 1
141.212. 122, 223|Wnited Sates |147.237.77. 226 :""‘WCha”mZ'aka' T T {syN At tack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 122|Uited Sates |147.237.77. 170 |naarachot . i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect
94.102. 51. 38 Netherlands [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 244|Uhited Sates |147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.9.5 I srael 147.237.0.19 |nadimatal .idf.il ;024'\?%’ of the Sane Response Code (404) in Session from Bl ock 183
2.54.9.5 I srael 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code B ock 106
’ . . DO stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . . D stributed Uhaut hori zed URL Access on
208.184.112.75 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
157.55.39.231 |Uited Sates |147. 237.72. 166 |aka. i of . i | thaut hori zed LR Access to Hock |1
ww aka. i df . i |/ consol e/ core/ doc_ngr/nul |
i - kosher - kravi . i df .
95. 108. 158. 191 RJSIS:;ni on 147.237.0. 16 Inly Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
66.249.66.75  |Israel 147.237.72. 166 |aka. i df . i | thknown Peraneter hc_| ocation in None 1
wan aka. i df . i |/ nai n/ gi yus/ gener al . aspx
Russi an Unaut hori zed URL Access to
188. 143. 232. 70 eration 147.237.77. 216 |dover . i df . i | wa i df i | /tenpl ates/article/article.in. aspx/ tenpl at es/ sendt of ri end/ s |Bl ock 1
endt of ri end. aspx
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.121.65.214 |Israel 147.237.72. 166 [aka. i df . i | vow aka. i df . i |/ nai v sachar/ nai | box. aspx None 1
141.212.122. 112|Uhited Sates |147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to /x B ock 1
78.46.156.169  [Ger many 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww idf.il/newsite/english/main asp  |B ock 1
Wy, chamat z. aka. i d|unaut hori zed URL Access to
66. 249. 66. 23 I srael 147.237.77. 226 £l wwi chamat 7. aka. i df . i | / 1014- en/ hanaz. aspx Bl ock 1
157.55.39.232 |thited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.79 [lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.191 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
207. 46. 13. 54 Lhited Sates |147.237.77.176|nat pash. i df.il Lhaut hori zed LRL Access to vww cogat.idf.il/arabic B ock 1
54.153.33.145 |lhited Sates [147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72.167/ B ock 1
141.212.122. 112|lhited Sates |147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to /x B ock 1
79.177.240.47 |israel 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from79.177.240. 47 (Qpen Mde) [None 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
Russi an ny- kosher - kravi . i df . |unaut hori zed URL Access to
178.154. 243. 96 Federation 147.237.0.16 il wan ny- kosher -kravi . i df.i | /tenpl ates/| ogi /| ogi n. aspx Bl ock !
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df .il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 75. 28 I srael 147.237.76.200|ei tan. aka. i df .| Lhaut hori zed URL Access to www ei tan. aka. i df .il/404. aspx Bl ock 1
] . . Uhaut hori zed URL Access to
207. 46.13. 90 Lhited Sates 147.237.76.31 |nakchal .idf.il nakhal .i df .i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
54.153.33.145 |lhited Sates |147.237.77.176 |mat pash. i df . il Unaut hori zed URL Access to 147.237.77. 176/ B ock 1
157.55.39. 174 |Uhited Sates [147.237.77.243|nobile.idf.il Lhaut hori zed URL Access to nobile.idf.il/authentication/ Bl ock 1
79.180.152. 128 [Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 20222- he/ dover . aspx B ock 1
Russi an . . . Uhaut hori zed URL Access to
188.143. 232. 40 Federati on 147.237.76.30 [hi nush. i df . i1 wan chi nush. atal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
2.54.9.5 | srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to waw atal .idf.il/21119- he/ X?x'xE x"X™
66.249. 78. 79 I sr ael 147.237.77.233|atal .idf.il }ox xex0exXeXIXTHX" xox"x0RXX'X x| XX MXEX". S PX Bl ock 1
’ . . Unaut hori zed URL Access to
207.46.13.150 |lnited Sates [147.237.77.176 |nat pash. i df . il vawn cogat . i df . 1/ usef ul i nf or nat i on/ nevs/ pages/ def aul t . aspx Bl ock 1
54,153.33.152 |wnited Sates [147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
157.55.39.231 |Uhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.180.152. 128 [Israel 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
188. 143. 232. 70 R‘Sf;:t”i o 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 70 B ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover. i df .il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1379- he/ dover . aspx B ock 1
Wy, chamat z. aka. i d|unaut hori zed URL Access to
66. 249. 66. 17 I srael 147.237.77. 226 il v chanat . aka, i df 1 1/ 1153 en/ hamaz. aspx B ock 1
207.46.13.155 |Uhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwv navy.idf.il/tenpl ates/ conetous/ |B ock 1
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