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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3351
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry |Target Address |Site |Sgna1ure Devi ce Action |Count |
89.163.222.10  |Germany 147.237.76.200 |eitan. aka.idf.il{19863: HITP. WérdPress Revslider/ Showbiz PHP File Ul oad B ock 6
66. 249. 66. 25 I srael 147.237.77.216 |dover.idf.il Cl1000108: HITP. Trying to locate existing FO<editor B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C103: HTTP: User Agent Sogou+web+spi der B ock 1
188.165.15.98  |France 147.237.76.31 |nakchal .idf.i|l |28 HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

89.163.222.10 |147.237. 76. 200 |Ger nmany eitan.akaidf.il |Tehila - Perl LWP with fake user agent 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 75 147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
166. 63.125. 149 |147.237.8.24 |uhited Sates |elifestyle.idf.il |ET SCAN NVAP -sS w ndow 4096 1
94.102. 48.195 |147.237.76. 44 |Netherl ands e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.76.39 |France nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
36.229.176. 163 |147.237.77. 216 |Tai wan dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
179, 156. 173, 213|147 237 0.3 |rasil Cikshovid il ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
166. 63. 125. 149 |147.237.8.24 |lhited Sates |elifestyle.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker . . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
157.55.39.173 |Wited Sates  |147. 237. 76. 200 [ei tan. aka i df .i | g =g Inval i d segnent retransmssion. . 8
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39.231 |Wnited Sates |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dr opped.
Russi an Co Streamng Engine: TCP Invalid [invalid segnent retransnission.
5. 255. 253. 188 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni Ssi on Packet dr opped. drop 6
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
84.109.3.6 | srael 147.237.77. 170 |naar achot . i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
172.56.21.189 |Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TCP Invalid i i ssi
37.26.146.150 |Israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
157.55.39.174 |Uited Sates  |147.237.77. 243 [nobile.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178. 184. 226 I srael 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Russi an L Sreamng Engine: TGP Invalid |invalid segnent retransnissi on.
95.108.158. 145 |- - . 147. 237. 72. 166 |aka.i df .i | Ret 1 ansm ssi on Packet dropped. drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.78.216 |Uited Sates  |147.237. 77. 243 |nobi 1 e.i of i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
157.55.39.242 |Wited Sates |147.237.76.200 [eitan aka.idf. il 9 =g Invalid segnent retransmssion. | 2
Ret ransmi ssi on Packet dropped.
113. 66. 62. 3 Chi na 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 2
Sreaning Engine: TGP Invalid i i sSi
157.55.39.231 |Wnited Sates |147.237.72.166 |aka idf. il g =g Invalid segnent retransmssion. . 2
Ret ransmi ssi on Packet dropped.
24.99. 113. 20 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
Sreaning Engine: TGP Invalid i i ssi
66.249.66.90  |Uited Sates |147.237.76.86 |navy.idf.il g =g Inval i d segnent retransmssion. . 2
Ret ransmi ssi on Packet dropped.
128. 232. 110. 28 z";;gom 147.237.0.19 |nedimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
24.99.113. 20 Lhited Sates  [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber monitor |2
130. 207.203.56 |Wited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
208.115.111. 68 |Lhited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 1
o SYNtACXK retransmt wth .
79.181.38.150 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e nonitor |1
24.99.113.20 Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 217|Uhited Sates  |147.237.72. 156 |anan.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 120|Wited Sates  |147.237.0.200 |nau.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
209.222.8.196 |lWited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
109. 201. 154. 187 |Net her | ands 147.237.77. 216 |dover.idf .i Drectory Traversal directory traversal overflow noni t or
176. 228. 167. 166|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
74.82.47.39 Lhited Sates |147.237.0.16 inly'kOSher'kraV' T 1 SyN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 214|thited Sates  |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 114|Wited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
208.115.113.89 |lnited Sates [147.237.72.166 |aka.idf.il drop SAMrul e drop 1
141.212.122. 221 |Whited Sates |147.237.0.33  [idf.il drop drop 1
141.212.122. 121|Wited Sates  |147.237.0.200 |mu.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
109. 236. 82.50  |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
184. 105. 247. 235|thited Sates  |147.237.0.35 |akaws.idf.il drop drop
74.82.47.39 Lhited Sates [147.237.72.166 |aka idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253. 188 RJSf::I”ion 147.237.72. 166 |aka. i df . SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 214|Wnited Sates  |147.237.76. 201 |e. atal i df .l Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 115|thited Sates |147.237.76.34 [yohalan.idf.il drop drop 1
208.115.113.89 |Lnited Sates [147.237.76. 200 |eitan. aka.idf.il drop SAMrul e drop 1
84.109. 150. 27 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 222|thited Sates  |147.237.0.33  [idf.il drop drop 1
141.212.122. 210|Wited Sates |147.237.72. 166 |aka. i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 74 |tited Sates |147.237.77. 178 |e. nat pash.idf .l Geo- | ocati on enf or cenment Sﬁ?olr gzi'n?n I nbound drop 1
188. 138.9. 49 Ger many 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or
141.212.122. 215|lLhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 118|Wnited Sates  |147. 237. 76. 198 |e. yohal an.idf . i Geo-| ocati on enf or cenent il?olr gg‘;;'nf” I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
89.163.222.10 |Ger nany 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 89. 163. 222, 10 Bl ock 4
. . Uhaut hori zed URL Access to
66. 249. 66. 78 I srael 147.237.72. 166 [aka. i df . i | v aka. i o i 1/ consol e/ cor e/ doc_myr/ general . aspx B ock 3
89.163.222.10 [Ger many 147.237.76.200|ei tan. aka. i df .i | PHP Attenpt B ock
89.163.222.10 |Ger many 147.237.76.200(ei tan. aka. i df . i | Mil tipl e Admin B ocking from 89. 163. 222. 10 B ock
: . . Dstributed Lhauthorized URL Access on
107.178.194.87 |lhited Sates [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
176.13.23.163 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
66. 249. 66. 16 | srael 147. 237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock
. . Uhaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 16893- he/ dover . aspx B ock 1
46.19. 86. 179 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
: . . D stributed Lhauthorized URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
74.82.47.3 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
Uhaut hori zed URL Access to
8.37.71.95 Lhited Sates |147.237.77.216|dover.idf.il vy i df . i |/ 894- he/ dover . aspx&usg=al kj r hj gr nn4u- ogndger c5ui zs |B ock 1
phw7ws g
54.153.33.145 |lnited Sates [147.237.77.19 |lawforumidf.il Unhaut hori zed URL Access to 147.237.77.19/ Bl ock 1
: . . D stributed Lhauthorized URL Access on
208.184.112.74 |lhited Sates  |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- hel dover . aspx. B ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
79.177.240.47 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . D stributed Lhauthorized URL Access on
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ gi yus/ f or und asp/ show or um asp B ock 1
37.18.152. 221 RJSIS:;”i o 147. 237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/.git/ B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf . il II1egal HITP \ersion HITH B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1404-he/ atal . aspx  |B ock 1
: . . D stributed Lhauthorized URL Access on
208.184.112.75 |lhited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
54.153.33.152 [lnited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
. . . URL is Above Root DOrectory
113. 66. 62. 3 Chi na 147.237.77. 216 |dover.idf . il wiw i df i1/ ./ shar ed user cont rol s/ header upper / B ock 1
. . Paraneter Type Mol ation SearchText in
80. 246. 130. 104 [l srael 147.237.77.216|dover. i df . i | v i df i 171065- he/ dover . aspx B ock 1
66. 249. 66. 31 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/viewtext.asp |B ock 1
37.142.218.74 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df.i|/main/ hut us Bl ock 1
199.30.25.191 |Uhited Sates  [147.237.72.166|aka.idf .il Untraceabl e S Sessi ons: si gal gs oS Attack None
89.163.222.10 |Ger many 147.237.76.200(ei tan. aka. i df . i | tnaut hori zed URL Access to. - Bl ock 1
waw ei tan. aka. i df . i |/ wp- adm n/ adni n- aj ax. php
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/1283-13885-en/ dov. B ock 1
212.25.67.206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
54.153.33.233 |Uhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
157.55.39. 173 |Uited Sates  [147.237.72.166|aka. i df .il Unaut hori zed URL Access to aka.idf.il/giyusxs xx—x"xs B ock 1
89.163.222.10 [Ger many 147.237.76.200|ei tan. aka. i df .i | Adnin Bl ocki ng B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 34 | sr ael 147.237.72. 166 aka. i df . i 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
: . . Uhaut hori zed URL Access to
40.77.167. 30 Lhited Sates  |147.237.77.216|dover.idf.i | v i df i |/ shar edf user cont ol s/ header upper / B ock 1
: . . D stributed Lhauthorized URL Access on
204.13.200.200 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216 dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. ny- kosher - kravi . i df .
74.82.47.3 Lhited Sates 147.237.0. 16 0 Unhaut hori zed URL Access to 147.237.0. 16/ B ock 1
157.55.39.231 |lhited Sates [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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