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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country  |Target Address |Site
167. 114. 156. 16

|Signature

|Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3424
42.82.2.50 Korea, Republic of 147.237.72. 217 e.idf.il Frk_Under Attack_Con_Tcp drop 2
103. 47. 194. 23 147.237. 76. 196 e.sviva.idf.il |[Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘S’te

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66.249. 66. 69  [147.237.77. 176 |lhited Sates nat pash. i df .iI|ET SCAN NVAP -sA (2) 2
91. 218. 246. 103 |147. 237. 7. 243 |HSSI AN nobile.idf.il |ET SCAN Potential SSH Scan 1
Federation
91. 218. 246. 103 |147. 237. 77. 227 :ZZ:;’} o e hanaz.idf.i1|ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 [147. 237. 72. 156 |krai ne anan.idf.il [ET DROP Spanhaus DRCP Listed Traffic | nbound 1
. |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
58.176.125.56 |147.237.76.31 |Hong Kong nakchal .i df il ) 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 173. 169. 21 [147. 237. 72. 156 [Mexi co anan. i df.il . 1
Potential Scan or Brute Force
128.127.0.45 |147.237.77.61 |italy e.cogat.idf.il|[ET SCAN NVAP -sS wi ndow 4096 1
128.127.0.45 |147.237.77.61 |[ltay e.cogat.idf.il|ET SCAN NVAP -f -sS 1
91. 218. 246. 103 |147. 237. 77. 235 :3::;”' o svivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 [147. 237. 72. 156 |Wr ai ne anan.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 173. 169. 21 [147. 237. 72. 217 [Mexi co eidf.il . 1
Potential Scan or Brute Force
128.127.0.45 |147.237.77.61 |italy e.cogat.idf.il|[ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39  |United Sates |147.237.77. 234 |l ag.idf.il 9 =9 Invalid segnent retransmssion. | 20
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.191.130  |Israel 147. 237. 77. 243 |robi l e i df . i Streaning Engi ne: TCP Inval id finvalid segnent retransnssi on. drop 12
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
66.249.66.75  |United Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.78  |lUhited Sates |147.237.72. 166 |aka i df.il g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |nited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 5
Sreanming Engine: TCP Invalid i i ssi
157.55.39.231 |UWited Sates |147.237.72. 166 |aka.iof il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
199.30.25.209 |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.17.237 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.46.39. 24 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i ssi
66.249.81.209 |United Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
109. 66. 33. 63 I srael 147.237.77. 234 |hal ag.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
93.172.43.223 |lsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
128. 232. 110. 28 E?';gegom 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaming Engine: TGP Invalid i i ssi
157.55.39.173 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
84.109. 139. 211 [l srael 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
99. 237.228. 221 |Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.131. 178 |Israel 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt W th monitor |1
di fferent w ndow scal e
141.212.122. 115|Wited Sates  |147. 237. 77. 226 "‘:"‘IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 70. 124 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 1
. ) SYNtAXK retransmit with .
46. 120. 213. 2 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent v ndow scal e noni t or 1
109. 66.32.193 |l srael 147. 237. 72. 166 |aka.i of .il SYN At ack SYN -> SYN-ACK -> Tinmeout |reject 1
141.212. 122. 116|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
85. 65. 70. 124 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
2.54.191. 130 I srael 147.237.77. 243 |nobile.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
208.54.64.137 |Uhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.131.250.74 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
46.19.86.245  |israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SYNFACK retransmt wth monitor |1
di fferent w ndow scal e
141.212.122. 117|Wited Sates  |147.237. 77. 212 |e. dover. i df .l Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
46.120. 213. 2 I srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Timeout |alert 1
99. 237.228. 221 [Canada 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 1
5. 255. 253. 174 RJSf;:I”ion 147.237.77. 234 |hal ag.i df . i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
213.57.131. 178 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 114|Wited Sates  |147. 237.77. 226 "‘:"‘IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
46.120. 213. 2 I srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.66.75  |Israel 147. 237.72. 166 |aka. i df . i | m;;(gult gg' llffg;:ggl' ;fgorlg‘ d(fgjfgsrsl ;Qner . aspx B ock 5
195. 154. 227. 118|France 147.237.76.30 |hinush.idf.il Miltiple I11egal HITP Version from195. 154. 227. 118 B ock 3
77.125. 241. 249 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
66. 249. 66. 75 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
176.12. 143. 119 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
176. 13. 19. 97 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
185. 32. 179. 224 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
185. 32. 179. 228 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
157.55.39.231 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85. 65. 70. 124 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
216.218.207. 138|Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294- he/ vwwn i df . il B ock 1
195. 154. 227. 118|France 147.237.76.30 |hi nush.idf.il I11egal HITP Version HITH B ock 1
120.40.97.212  |China 147.237.77. 176 |nat pash. idf.il \/\u’lsv\xtjl\zu::cr)]g(]):;tl.Zi(ficf| .%sﬁgsjlsu;; cont r ol s/ header upper / Bl ock !
68.180. 228. 112 |[Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/kesher B ock
208.115.111. 73 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df.il/main/rabanut/62312 |B ock 1
54.153.33.233 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover. i df .i D stri buted 1?;;};;25?&%\/??:&“ Bl ock 1
2.54.9.15 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
141. 212.122. 112|Lhited Sates |147.237.77.226 v chamat . aka. 1 df Lhaut hori zed URL Access to /X Bl ock 1

: : : Unhaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8870- he/ r ef uah. aspx B ock 1

. . Unaut hori zed URL Access to
66. 249. 66. 28 | srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1

: : : Distributed Wauthorized URL Access on
208.184.112.74 |lhited Sates |147.237.77.216(dover.idf.il i df i 1/ 1133- 22461 he/ dover . aspx. B ock 1

D stributed Uhaut hori zed URL Access on

107.178.194.79 |Uhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 78 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
40.77.167. 25 Uhited Sates (147.237.77.74 |lawidf.il PHP Att enpt B ock 1
149. 88.84. 123 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
66. 249. 66. 31 I srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
208.184.112. 74 |United Qates |147.237.77. 216 |dover . i df .i | Distributed Uhaut hori zed LR Access on B ock 1

wawy i df . i | /1133- 22638- he/ dover . aspx.

: . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

66.249.66.81 | srael 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1
wan aka. i df . i |/ consol e/ core/ doc_ngr/ gener al . aspx

D stributed Uhauthori zed URL Access on

204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
40.77.167. 25 Uhited Sates (147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/w | oad. php Bl ock 1
157.55.39.173 |Uhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.183.3.24 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover. i df . il 147.237. 77, 216/ 1133- he/ dover . aspx Bl ock 1
213.57.241.199 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wawidf.il/aman B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
66.249. 66.183  |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 66. 183 B ock 1
207.46.13.155 |lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ishurim B ock 1
40.77.167.94  |United Sates |147.237.76.86 |navy.idf.il thauit hori zed LRL Access Lo B ock 1

wwv navy. i df . i |/ navy/ navy/ def aul t. aspx
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