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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 5991
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3370
123.115.151. 111 Chi na 147.237.77.176 nat pash.idf.il |Frk Under Attack Con Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
88. 150. 221. 26 Lnited Ki ngdom 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
188. 165. 15. 192 France 147.237.72. 167 ishurimaka.idf.il 28: HITP.  AnhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
66.249.66.33  [147.237.77.74 [Uited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
50.252. 197. 194 (147.237.76.38 [Wited Sates [eeneitav.idfi.il [ET SCAN NVAP -f -sS 1
30.74. 189 189|147 237 0.35 |ani na akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
134.213.133. 4 |147.237.72.14 E?ir:;gom dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 3072 1
113.59.33.61 |147.237.0.35 |China akavs. i df .il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.72.14 |Netherlands dover.idf.il(old) |ET SCAN NMVAP -sS w ndow 1024 1
83.56.3.111 147.237.77.179|Spai n e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 66. 181 [147.237.72. 166 |Wited Sates |akaidf.il SERVER APACFE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
60.3.119. 73 147 237 8.27 |ani ra o nadimatal i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
50. 252.197. 194 |147.237.76.38 |lhited Sates |e.e.meitav.idf.il [ET SCAN NVAP -sS w ndow 2048 1
113.59.33.61 [147.237.0.35 |[China akavs. i df .i | ET SCAN NMAP -sS wi ndow 4096 1
94.102. 48. 195 |147.237.72. 167 [Net her| ands ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 113 |147.237.8.28 |lkraine e.nobil e-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 66 147.237.76. 42 |Nether| ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.252.197. 194 (147.237.76.38 [Wnited Sates [|e.ereitav.idfi.il [ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Country‘Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i ssi
2.54.167.208  |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.27.105.77 |israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i| drop SAMrul e drop 12
Sreaning Engine: TP Invalid i i ssi
66.249.66.90  |lhited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dr opped.
80. 246. 136. 197 |l srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAK retransmt with different Jooyiior |6
w ndow scal e
80. 246. 136. 91  |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
80.246.136.91 |lsrael 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop
80.246.136.91 |l srael 147.237.72.156 |aman. i f il [Bad TOP sequence SINAK retransmt with different | oniior |5
w ndow scal e
80. 246. 136. 145 |[lIsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence nmoni t or
80. 246. 136. 145 [l srael 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
. . SYNPAXK retransmit with different .
84.211.16.251 |Norway 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
80.246.136.91 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
94.230. 86. 162 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval id AGK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi
207.46.13.57  |Uited Sates  |147.237.77. 243 |nobil e of i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.134. 68 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.59.101 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.211 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
80. 246. 136. 145 |Israel 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
37.26.148.173  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
80.246.136.91 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
46.19. 85. 70 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
213.57.63.191 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 2
Sreanming Engine: TCP Invalid i i ssi
66.249.66.95 |lhited Sates  |147.237.76.86 |navy.idr.il 9 =g Invalid segnent retransmssion. g, 2
Ret ransni ssi on Packet dr opped.
91.200.12. 143 |kraine 147.237.77. 176 |mtpash.i df .il |dr op SAMrul e drop 2
80. 246. 136. 197 |l srael 147. 237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
212.101. 249. 140|Lebanon 147. 237. 77. 216 |dover.i df .i| Bad TCP sequence Invalid ACK nunber alert 2
213.57.63.191 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
46. 19. 85. 247 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
80. 246. 136. 145 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence SINAK retransmt with different | oniior |2
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.75.46  |Wited Sates  |147.237.76.200 |eitan. aka.idf.il 9 =9 Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
80. 246. 136. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 2
63. 146. 32. 54 Lhited Sates 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval i d ACK nunber nmoni t or 2
37.142.68.55 I srael 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
80. 246. 136. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
85.198. 8. 135 L;ZEH:??C 147.237.77. 216 |dover.icf.i1  |Bad TCP sequence I'nval i d AGK nunber moni tor |2
. . SYNPAXK retransmit with different .
80. 246. 136. 155 |l srael 147.237.72. 156 |anan. i df . il Bad TCP sequence vi ndow scal e noni t or 2
80. 246. 136. 145 |l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert
91.200.12. 143 |Wkraine 147.237.0.34 |tikshw.idf.il |drop SAMrul e drop
. . SYNHAXK retransmit with different .
46. 19. 86. 52 I srael 147. 237.77. 216 |dover.i df .i| Bad TCP sequence i ndow scal e noni t or 1
80. 246. 136. 197 |[lIsrael 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout alert 1
41.105.117.71 |Ageria 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 212|tnited Sates 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 120|Whited Sates 147.237.8.24 |e.lifestyle.idf.|Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cerment |drop 1
46.121.86.198 |Israel 147. 237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 1
84.110.37.105 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 247 I srael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 223|lhited Sates 147.237.77. 178 |e. nat pash. i df . i I|Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 248 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 104
46.19.85.248  |Israel 147.237.0.19 |nadimatal .idf.il |10 MW of the Sane Response Cbde (404) in Session from Bock |90
46.19. 85. 248
46.19.85.248  |Israel 147.237.0.19 |nadimatal .idf.il [ MY of the Sane Response Cbde (403) in Session from Bock |16
46.19. 85. 248
164. 138. 118. 124/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
176.13.19. 242  |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
79.183.105.20 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/894-he B ock
} . . D stributed Unaut hori zed URL Access on
208.184.112. 75 |lhited Sates |[147.237.77.216|dover.idf.il v i df i |/ 1133- 22638- he/ dover . aspx. B ock 1
64.19. 78. 242 Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock 1
54.153.32.246 |Wited Sates |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 1
87.69. 41. 155 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/wwtikshuv.idf.il B ock 1
. . S3. Lhtraceabl e Gnnection - Protocol violation
66.249. 66. 181 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 1
61.135. 190. 197 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0.34/styl e/ shared/| ayout2. css  |B ock 1
204.3.219.103 [lnited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 204. 3. 219. 103 B ock
128. 232. 110. 29 E?';;gom 147.237.76. 147|chi nuch. aka. i df . i | |Uhauthorized URL Access to 147.237.76. 147/ B ock 1
46.19. 85. 248 I srael 147.237.77.233|atal .idf.il I11egal HITP Version _pk_ses. 117. aa59=* B ock 1
76. 92. 64. 227 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
66. 249. 66. 25 | srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
54.153.33.233 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
46. 19. 85. 248 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
! . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
ny- kosher-kravi . id : o
66. 249. 79. 232 | srael 147.237.0. 16 il Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
. . . . Uhaut hori zed URL Access to
61.135.190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il 147. 237. 0. 34/ shar edl o | ent scri pt s/ query/ expand. | s B ock 1
204.3.219.103 [lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
141.212.122. 112|Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to /x B ock 1
Mal formed URL
46.19. 85. 248 I srael 147.237.77.233|atal .idf.il _pk_i d. 117. aa59=df 0a49850e498d42. 1449872064. 1. 1449872064. 14 |B ock 1
49872064. ;
Czech wwv, chamat z. aka. i .
77.237.138. 202 . 147. 237.77. 226 . Uhaut hori zed URL Access to / Bl ock 1
Republ i ¢ af.il
. . Uhaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 3/ 61483. | pg B ock 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ reset . css B ock 1
183.138. 158. 40 |Chi na 147.237.77. 216 |dover . i df . i | tnaut hor | zed UR. Access to Bock |1
wwn i df . i | / shar ed/ user cont r ol s/ header upper /
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Uhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df .il/1384-he/ dover.aspx  |B ock 1
61. 135. 190. 200 [Chi na 147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39. 119 |Uhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
Unknown HTTP Request Met hod
_ref.117. aa59=%6BYR2%22%2 CYR 292292 C1449872064%RCYR22ht t ps%
46. 19. 85. 248 I srael 147.237.77.233|atal .idf . il 3AYRFYRFwWwm googl e. co. i | YRF9R296D, in URL B ock 1
_pk_i d. 117. aa59=df 0a49850e498d42. 1449872064. 1. 1449872064. 14
49872064,
. . Uhaut hori zed URL Access to
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166] si p. st or agel fi | es/ 7/ 61437.  pg B ock 1
. . . . Uhaut hori zed URL Access to
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34/ shared/ ol i ent scri pts/ ¢l i entscri pts. | s B ock 1
188. 143. 232. 35 RJSS::t”ion 147.237.76.31 |nakchal .idf .il Mil ti pl e Lhaut horized URL Access from 188. 143. 232. 35 Bock |1
122.224.8.111 |thina 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw i df .il/ckfinder B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates [147.237.77.176|nat pash.idf.il v cogat . i df . i |/ 2065- hel cogat . aspx Bock |1
! . . |Waut hori zed URL Access to
207.46.13.30 United Sates (147.237.0.15 kosher -kravi . idf.il wwv kosher - kravi . i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ B ock 1
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shar ed/ dat epi cker . css |Bl ock 1
157.55.39.253 |[Whited Sates [147.237.77.74 |lawidf.il Wnaut hori zed URL Access to . Bock |1
view | aw i df . i |/ tenpl at es/ sear ch i t end sear ch i t em aspx
Unknown Par anet er
46.121.77.17 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
84.228.232.74 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None
66. 249. 66. 40 I srael 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock
61.135.190.72 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shar ed/ 960. css B ock 1
Russi an Uhaut hori zed URL Access to
188. 143.232. 35 . 147.237.76.31 |nakchal .idf.il wa nakhal . i df.i1/tenpl at es/ homepage/ horepage. aspx/ t enpl at es/ send |B ock 1
Federation . )
tof ri end/ sendt of ri end. aspx
46.19. 85. 248 I srael 147.237.77.233|atal .idf.il Aonornal |y Long Request request version B ock 1
128. 232. 110. 29 E?';gegom 147.237.0.15 |kosher-kravi .idf.il |Unauthorized URL Access to 147.237.0. 15/ B ock 1
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