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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3488

134. 147. 203. 115 Ger many 147.237.76. 38 eeneitav.idf.il |Bock Np All _Net dr op 2

94. 102. 56. 238 Net her | ands 147.237.76. 176 test.ncore.idf.il |Bock Np All Net drop 1

146. 185. 239. 100 Russi an Federation 147.237. 72. 156 anan. i df il bl ock-sp-traf 1 drop 1

94.102. 56. 238 Net her | ands 147.237. 76. 199 e.nakchal .idf.il Block Np Al Net drop 1

94. 102. 56. 238 Net her | ands 147.237. 76. 200 eitan. aka. idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
94. 75. 220. 155 Net her | ands 147. 237.72. 166 aka.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
46.148.18. 122 147. 237.76. 30 Li t huani a hi nush. i df . i 1 ET SCAN Potential VNC Scan 5900- 5920 1
40. 115. 58. 160 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 115. 58. 160 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SN retransmt wth different

enf or cenent

85. 65. 46. 68 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . nonitor  |168
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
46.19.86.105  |Israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 24
Ret r ansmi ssi on Packet dropped.
79.182.122.171 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
79.182.122. 171 |Israel 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SYN drop 15
213.57.137.6 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
2.54.10.231  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
46.19. 86.6 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 236. 110 I srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.183.31.239 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
81.218.241.25 | srael 147.237.76. 200 |6 tan. aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
84.109. 139. 211 |l srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreaning Engine: TCP Invalid i i ssi
84.111.106. 233 | srael 147. 237. 76. 200 |ei tan. aka i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
37.26.146.135 |Israel 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
213.57.128.210 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
109. 64. 111. 77 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invali d sequence nunier nonitor |4
46. 19. 86. 167 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
reamn ine: TCP Invali i i ssi
79.181.32.214 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
185. 3. 146. 209 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3
reaming BEngine: TCP Invali i i ssi
109.64.157.9  |israel 147.237.72. 167 | shurimaka i i1 | SamNg Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.138.17  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 67 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
94.230.86.216 |lsrael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
109. 66. 114. 249 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
80. 246. 136. 151 |Israel 147. 237, 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
109. 64. 111. 77 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.229  |Israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
109. 66. 165. 135 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
185.24.207.15 |Israel 147. 237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TP Invalid i i ssi
46.19.85.121  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67. 219. 111 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
185.3.146. 204 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an s Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
5. 255. 253. 188 e ot on 147. 237. 72. 166 |aka.i of .i | Ret r ansm ssi on Packet dr opped. drop 3
46.19. 85. 153 | srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
66.249.64.200 |lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 215 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
79.182. 115. 161 |l srael 147.237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
77.125.90.196 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
185.3.146.251 |l srael 147. 237. 77. 216 |dover.i of .i | drop First packet isn't SWN drop 2
63. 146. 32. 54 Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
198.154.60.27 |Uhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
185.3.146. 146 |l srael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
37.26.146.137 |Israel 147.237.77. 226 V‘?"I”“Cha"“tz'aka"df drop First packet isn't SWN drop 2
Sreaming Engine: TP Invalid i i ssi
46.116.108. 218 |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
. . SYN+tACXK retransmt wth .
46. 19. 86. 208 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 2
192. 116. 190. 42 |l srael 147.237.77. 234 |hal ag.i of . il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 153 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber aert 2
46. 19. 85. 209 I srael 147.237.0.34  [tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 117|Wwited Sates  |147. 237. 76. 196 |e. sviva.i df . i Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
207.241.226.39 |Wited Sates|147.237.0.34 |ti kshuv.idf.il Mil tipl e Uhaut horized URL Access from 207.241. 226. 39 B ock 131
81.218.241.25 |[Israel 147.237.77.216|dover.i df . il Mil tipl e Unhaut horized URL Access from 81.218. 241. 25 B ock 10
176.12.141.26  |Israel 147.237.77. 243 |nobi l e. i df . i | fbﬁtt iegf?’f’fs\gcﬂaiicﬁ;ggaﬂﬁsjwd in B ock 9
176.12.144.31 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
2.54.9.45 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
207.241.226.39 |[Lhited Sates|147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wwwu tikshuv.idf.il/error.htm B ock 3
80. 246. 136. 151 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
207.241.226.39 |lhited Sates|147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 3
79.182.194. 114 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
79.183.199.65 |[lIsrael 147.237.76.86 |navy.idf.il PHP At t enpt B ock 2
79.179.191. 241 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
79.183.199.65 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 2
46.19. 85. 196 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
107.178.194. 83 |Uiited Sates [147. 237. 7. 216 |dover . i df . i | bt :idtf’f'tif‘j lLfs"";_tgg;;?ﬂeﬁvﬁ‘ff;pﬁn Bock |2
46. 19. 85. 229 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
176.13.20. 114 |israel 147.237.0. 17 g;”lyl kosher-kravi.i | . ple Illegal Paraneter Encoding from 176.13. 20. 114 None 1
68.180. 229. 230 |Uhited Sates |147.237.0.15  |kosher-kravi.idf.il vL;\x?\tuIigsOP:érz-ek(: ab?jig??ielslst ;r?pl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
61.135. 190. 200 |Chi na 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 15/ B ock 1
141.212.122. 112|whited Sates|147. 237. 77. 235|sviva. i df . i | Unaut hori zed URL Access to /x B ock 1
Unaut hori zed URL Access to
8.37.70. 43 Lhited Sates |147. 237. 77. 216 |dover . i df . i | waw i df . i | /1133- 15948- he/ dover . aspx&usg=al kj r hhhshr syk- f pj sr58 |Bl ock 1
g2qlyn_fxd7a
208.184.112.74 |United Sates |147. 237. 7. 216 |dover . i df . i | D stri ot ec 1?;;}2%;;?%%\/??;&” Bock |1
Unknown Par anet er
85.64.81.23 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
195. 154. 227. 118|France 147.237.72. 166 [aka. i df . i | Il1egal HITP \ersion HITH B ock 1
68.180.228. 112 |lhited Sates [147.237. 77. 216 |dover. i df .i | Mil tipl e Lhaut hori zed URL Access from 68. 180. 228. 112 B ock 1
107.178.194.87 |Wnited Sates|147.237. 7. 216 |dover. i df .i | D stri uted lT;;fggéég?ﬂeﬁvﬁ‘fispﬁn Bock |1
46.116. 108. 218 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 1
81.218.241.25 |israel 147.237.76. 200 |ei tan. aka. i df . i | mne?‘tngnﬁznjftﬂ /St""‘;?ilelljhijé”in:_css None 1
185. 72. 217. 89 147.237.77. 216 |dover . i df .i | Whaut hor i zed URL Access to wawidf.il/arr/ B ock 1
68.180.230.29 |Uhited Sates [147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to wwn cogat . i df.il/894-ar B ock 1
66.249.64.195 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
149. 78. 22. 35 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/main/ gi yus/ Bl ock 1
31.13.110.101 |ireland 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
208.184.112. 75 |Uhited Sates|147. 237. 7. 216 |dover . i df . i | D stri uted lLfs"";_tgg;;?ﬂeﬁvﬁ‘ff;pﬁn Bock |1
85. 65. 46. 68 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
207.46.13.76  |United Qates [147. 237. 77. 234 |hal ag. i df . i | mﬂt:g?rs'“zig.aﬁfcd‘ﬁf/:gmaleslshared/usercomol o/ headerupper/  |BOK 1
68.180. 228. 112 |thited Sates|147.237. 77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/band B ock
109. 65. 150. 240 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
46.121.142.55 |l srael 147.237.0.16 |n|y osher-kravt.1dt- gzrc::thirr--zz\eli\.ﬂi(;f?tiilcﬁ eF:pt)|ua:rneL;/l| (i>gi V1 ogi n. aspx Bock 1
2.54.13.131 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207.241.226.39 |[Lhited Sates|147.237.77.233|atal .idf.il PHP Attenpt B ock 1
81.218.241.25 |l srael 147.237.76. 200 |ei t an. aka. i df . i | m”e?‘:;';iz”;tﬂ /stm‘z/?ileir?afzg/ciia:epi cker. oss None 1
185. 106. 94. 6 147.237.77. 216 |dover. i df . i | Adnin B ocki ng B ock 1
66.249. 64. 238 [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 238 B ock 1
157.55.39.107 |Whited Sates|147.237.77.74 |lawidf.il multz\?ur:ssﬂ |Li‘orf§;e§/scér°e/ doc. nur/ doc._mur . asp B ock 1
104. 131. 147. 112|Wnited Sates |147. 237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwu i df . i|/newsitel hebrew mai n. asp B ock 1
40.77.167. 98 Lhited Sates|147. 237. 77. 216 (dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
208.184.112. 75 |United Sates|147. 237. 7. 216 |dover . i df . i | D stri outec Eggfggggéﬁeﬁvﬁzs;pﬁn HBock |1
207.46.13.155 |lhited Sates|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df.il/yohal an/ news/ news. asp |B ock 1
176.13. 6. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
68. 180. 229. 121 [Lhited States [147. 237.76. 200 |ei t an. aka. i df . i | thaut hori zed LR Access to Bl ock 1

w ei tan. aka. i df . il /tenpl at es/ shared/ user cont r ol s/ header upper/
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