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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3270
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|Top Attackers In IPS|

Attacker Address

|Att acker Gountry

Target Address

|Site

|Slgna1ure

Devi ce Action

|Oount

69. 30. 214. 42 Lhited Sates 147.237.77. 216 dover.idf.il CL000106: HTTP. maj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 143 Italy 147.237.76. 30 hinush.idf.il |28 HITP. ArefBot craw er B ock 1
188. 165. 15. 78 France 147.237.77. 216 dover.idf.il 228: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
211.213.231. 61 |147.237.76.44 |Korea, Republic of |e.refuah.idf.il|ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76.86 |lLnited Sates navy.idf.il ET DRCP Dshi el d B ock Listed Source 1
196.47.173.21 |147.237.76.196 |te Dlvoire esvivaidf.il [ET SCAN NVAP -sS wi ndow 2048 1
196.47.173.21 |147.237.76.177 |Gte Dlvoire ncore.idf.il |ET SCAN NVAP -sS w ndow 4096 1
81.31.244.14  |147.237.77.216 'F;;u”i)”'i"’;‘;mc dover.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
218.108. 132. 58 [147.237.76. 201 |Chi na eata.idf.il [ET SCAN NVAP -sS w ndow 1024 1
218.108. 132. 58 |147.237.76. 196 |Chi na esvivaidf.il [ET SCAN NVAP -sS w ndow 1024 1
211.213.231. 61 |147.237.76.201|Korea, Republic of |e.atal.idf.il |ET SCAN Potential SSH Scan 1
200. 188. 146. 201(147. 237.8.14  [Mexi co e.orchot.idf.il ET SCAN Behavioral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
196. 47.173.21 |147.237.76. 196 |te Dlvoire esvivaidf.il [ET SCAN NVAP -sS w ndow 4096 1
196.47.173.21 [147.237.76.196 |te Dlvoire esvivaidf.il |ET SCAN NVAP -f -sS 1
58. 30. 0. 221 147.237.0.200 [China ndu. i df il ET SCAN Potential SSH Scan 1
218. 108. 132. 58 |147.237. 76. 202 |Chi na e.halag.idf.il |ET SCAN Potential SSH Scan 1
218.108. 132. 58 [147.237.76. 197 |Chi na e hinush.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
218.108. 132. 58 [147.237.76. 177 |China ncore.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreaning BEngine: TQP Invalid i i sSi
46.19.85.139 [ srael 147. 237.76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. o 462
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 128. 135 | srael 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g 51
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79. 180. 35. 83 | srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
87.69. 98. 146 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
80. 246. 133. 174 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |9
Sreamng Engine: TP Invalid i i ssi
93.173.0.186 | srael 147. 237. 77. 243 |nobil e.i df .i g =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 224 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber nonitor |7
. . SYNretransmt wth different .
213. 8. 204. 22 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 7
79.182.53.126 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
188. 139. 229. 111 Z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber dert 6
Syrian Aab R . )
188. 139. 229. 111 Republ § ¢ 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |6
109. 186. 150. 57 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid sequence nunber noni t or
109. 186. 150. 57 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149.183 |[Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
reamn ine: TCP Invali i i ssi
5.29.94. 32 I'srael 147.237.77. 243 |t e i1 |27 €M NG Engine: TGP Invalid invalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 15 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
109. 186. 150. 57 |l srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Invalid ACK nunber alert
80. 246. 133. 174 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
79.182. 151. 147 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 66. 152. 101 | srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid ivalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
2.52.26. 204 I srael 147.237.72. 166 |aka i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reamng BEngine: TCP Invali i i ssi
176. 12. 146. 187 |Israel 147.237.0.19 |macimatalior. i1 |2 €@ NG Engine: TCP Invalid invalid segnent retransmission. |, 3
Ret r ansm ssi on Packet dropped.
213.57.129. 216 |lsrael 147.237.72. 156 |anan. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.178.219.22 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
. . SYNFAXK retransmit with different .
213.57.129.216 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 3
5. 255. 253. 157 R‘F Sf:;”ion 147.237.77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.52.27. 210 I srael 147. 237.72. 166 |aka i f .| 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
213.57.129.216 |israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SINAK retransmt with different 1o 0o 3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
185.27.105.70 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
213.57.129. 216 |[lsrael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning BEngine: TQP Invalid i i sSi
40.77.167.66  |wited Sates  |147.237.77.243|nobile. idf. il 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 178. 207. 208 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Russi an L Sreaning Engine: TCP Invalid |invalid segnent retransnission.
5. 255. 253. 188 erat i on 147.237.72. 166 |aka i df .i | Ret 1 ansm Ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
2.52.60.2 I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
87.68.37.149  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. o 3
Ret r ansmi ssi on Packet dropped.
e SYNVAK retransmit with different .
213.57.129. 216 |[lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence i ndow scal @ monitor |3
Sreaning Engine: TQP Invalid i i sSi
79.182.103.89 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
5.102.254. 227 [Israel 147.237.72. 167 |ishurimaka.idf .il[Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
109. 64.137. 49 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 23 I srael 147. 237. 77. 243 |nobi l e.i df .i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
5.22.129. 114 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Inval i d ACK nunber nonitor |3
185.3.146.214 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
84.108.175. 141 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
213.57.129.216 |[lIsrael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
128.232.110. 28 |United Ki ngdom |147.237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
s SWNretransmit wth different .
79.182.177. 216 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal @ monitor |2
128.232.110. 28 |United Kingdom |147.237.77.234|hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 15 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
84.108. 175. 141 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

46. 19. 85. 139 | srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 50

176.12. 146. 187 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 33

100. 67. 128. 135 |Israel 147. 237.76. 200 [ei t an. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from g oo 8

109. 67. 128. 135

87.69. 17. 213 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for wan aka. i df.il/ B ock 5

176.13.12. 171  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3

87.69. 17. 213 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/sip storage/files/7/  |B ock 3

2.54.13.131 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 3

84.94.87. 149 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
’ . . O stributed Unaut hori zed URL Access on

204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2

79.182.53.126 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

79.176.137. 222 |Israel 147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock

149.88.78.195 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None

46.117.55.186 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mainkapatz//res Bl ock 1

our ces/ i mages/ i nner page/ goback. gi f

157.55.39. 173 |lhited Sates |147.237.72.166|aka. i df .i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1

40.77. 167. 66 Lhited Sates |[147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to mobile.idf.il/mlluintindex B ock 1
] . . D stributed Lhaut hori zed URL Access on

107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

79.182.177.216 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136-he/ atal . aspx |B ock 1

- - Unaut hori zed URL Access to

66.249.65.112  [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p st oragel fi | es/ 1/ 3261 | pg B ock 1

46. 19. 85. 139 I srael 147.237.77.216|dover . i df . il Mal formed URL _pk_ses. 20. 8af c=* Bl ock 1

2.54.165. 63 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1

84.108. 218. 209 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1

213.57.254.191 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1

79.177.176. 210 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

46.117.55.186 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from46.117.55.186 |B ock 1
’ . . O stributed Unaut hori zed URL Access on

107.178.194. 83 |wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

45,55, 67. 78 147.237.77.74 |lawidf .il Unaut hori zed URL Access to waww mag. i df.il/14-he Bl ock

79.183.199.65 |Israel 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock

208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Waut hori zed URL Access from 208.115. 111. 73 B ock 1

- - Unaut hori zed URL Access to

66.249.65. 115 [l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p st oragel fi | es/ 3 2363.| pg B ock 1
_ m ny- kosher-kravi .id .

141.212.122. 112|lhited Sates [147.237.0.17 £l Unaut hori zed URL Access to /X B ock 1

. . Unknown HTTP Request Met hod 1.1449861507. 1449861459.; in

46.19.85.139  |[Israel 147.237.77. 216 |dover . i df . i | (R. pk ses. 20, 8af c=* B ock 1

2.54.181. 223 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None

87. 68. 20. 209 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None

79.178.30.102 [israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wawidf.il/ https:/twtter.com Bl ock 1

. . Uhtraceabl e SS. Sessions: Protocol viol ation

46.121.111.10 [israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1

176.13.1.114 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . . D stributed Lhaut hori zed URL Access on

107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

79.183.199.65 |[Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 1
] . . Unaut hori zed URL Access to

208.115.111. 73 |[Whited Sates |147.237.77.216|dover.idf.il v i df .|/ hebr ew or gani zat i oy gol ani / B ock 1

66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1402-he/ at al . aspx |B ock 1

46.19. 86. 179 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1

149.88.78.195 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

37.26.146.233 |lIsrael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1

66.249. 64.230 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] . . D stributed Lhaut hori zed URL Access on

107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

46. 19. 85. 139 I srael 147.237.77.216|dover. i df . il Abnormal |y Long Request net hod B ock

80.246.130.92 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
’ . . O stributed Unaut hori zed URL Access on

208.184.112.75 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

46. 19. 86. 189 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1

40.77.167.30  |nited Sates |147.237.77.216|dover.idf. il thauit hori zed LRL Access to B ock 1

wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper /
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