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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3414
109. 67. 107. 68 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Wp All Nets drop 3
222.186. 50. 254 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under Attack Con Htp dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site

Sgnature

69.12.70. 34 Lhited Sates 147.237.77.19 |(lawforumidf.il 21609: HITP. pChart Directory Traversal Milnerability  [B ock
69. 12. 70. 34 Lhited Sates 147.237.77.226 |wnwn chanat z. aka. i df . il [21609: HITP. pChart Drectory Traversal Mulnerability  |B ock
162.210.196. 97 |[Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

46. 19. 85. 99 147.237.77. 216 |I srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 120
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 6
46.151. 208. 247 (147.237.77.216|Saudi Arabia  [dover.idf.il ET VBB SERVER PyQur| Suspi ci ous User Agent | nbound 2
66.249. 66. 184  |147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
220.231.195. 122|147.237.8. 14  |China e.orchot.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
_ . |ET SCAN Behavi oral lLhusual |y fast inbound Tel net Gonnecti ons,
191. 190. 104. 43 |147.237.0.15 |Bazil kosher-kravi .idf.il . 1
Potential Scan or Brute Force
201 173.107. 43 |147. 237, 76. 34 |vexi co ohal anidf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T Y o Potential Scan or Brute Force
_ _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
191. 190. 104. 43 |147.237.0.34 |Brazil tikshuv.idf.il , 1
Potential Scan or Brute Force
46.151. 55. 35 147.237.8.24 |Wkraine e lifestyle.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engi ne: TCP i i ssi
109. 67. 128. 135 |Israel 147.237.76. 200 |ei tan. aka. i df . mng gl ne. nvalid segnent retransnssion. Packet drop 660
Inval i d Retransnission dr opped.
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
46. 19. 86. 182 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AK nunber nmonitor |40
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
S reamng Engi ne: TCP i i ssi
70.210.78.160 |Wited Sates |147.237.77.216 |dover.idf.il mng Engine: 1 Invalid segnent retransmssion. Packet drop 33
Inval i d Retransmi ssion dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
70.199.101.45 |lLhited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence moni tor |15
5. 255. 253. 157 R‘F Sf:;”ion 147.237.77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout reject |13
46. 19. 86. 63 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber monitor |12
46. 19. 85. 117 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (10
Sreamng Engi ne: TCP . | oved
. s Lo TCP segnent out of nmaxi numal | owe
61.216.2. 14 Tai van 147.237.76.42 |refuah.idf.il Segnent Limt sequence. Packet dr opped. drop 9
Enf or cenent
46. 19. 86. 103 | srael 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
5.255.253. 157  |SSIan 147. 237. 77. 216 |dover i df . Bad TCP sequence SINACretransmt wth different wndow oo |7
Federati on scal e
46. 19. 85. 167 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 117 I srael 147.237.77. 216 |dover.idf. i | Bad TCP sequence Invalid ACK nunber alert
Sreamng Engi ne: TCP - . _ | oved
. . . P Ta segnent out of nmaxi mum al | owe
61.216.2. 14 Tai van 147.237.77. 216 |dover.idf .i | Segnent Limt sequence. Packet dr opped. drop 6
Enf or cenent
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf. i | Bad TCP sequence Invalid ACK nunber alert 6
79.177.36.248 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 168 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |6
79.177.36.248  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor (6
reamn ine: T i i ssi
5.102. 206.116 |Israel 147.237.77. 243 |t 1 e i1 | €AMNg Engine: TCP Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
46. 19. 85. 168 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
176.12.142. 251 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence SYNretransmt wth different wndowscale |[nonitor |6
185. 3. 144. 109 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni tor (6
46. 19. 85. 168 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 85. 99 I srael 147. 237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
o Sreani ng Engi ne: TCP TCP segnent 'V\i'[.h urgent poi nt'er (no data).
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il Ugent data indication was stripped. Hease |drop 5
Wgent Data Enforcement | oo 1o sk3ssso.
46. 19. 86. 121 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 99 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engi ne: TCP i i ssi
66.249.66.90  |Wnited Sates |147.237.76.86 |navy.idf.il mng tngine. 1 Invalid segment retransmssion. Packet drop 4
Inval i d Retransmission dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
62.128.48.166 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
188. 120. 148. 237|I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni tor |4
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 106 I srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engi ne: TCP i i ssi
81.218.8.170  |israel 147.237.76.86 |navy.idf.il mng tngine: 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i sSi
46.19. 86. 90 I srael 147. 237. 72. 166 |aka i df . i | mng tngine. Invalid segrent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
S reamng Engi ne: TCP i i ssi
46.19.86.111  |israel 147. 237. 72. 166 |aka. i of . i mng tngine: 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i sSi
79.181.131. 251 |Israel 147. 237. 72. 166 |aka i df . i | mng tngine. Invalid segrent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.181.9.101 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
188. 120. 148. 237|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor 3
46.19. 85. 122 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |3
46.19. 86. 121 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engi ne: TCP i i SSi
79.182.52.58 | srael 147.237.72. 166 |aka. i df . i mng gl ne. Invalid segnent retransnssion. Packet drop 3
Inval i d Retransnission dr opped.
185. 3. 146. 85 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni tor |3
Sreamng Engi ne: TCP ' | oved
. . s Lo TCP segnent out of naxi numal | owe
61.216.2.14 Tai wan 147.237.76.200|eitan. aka. idf.il [Segnent Limt sequence. Packet dr opped. drop 3
Enf or cenent
S reamng Engi ne: TCP i i ssi
109. 65. 168. 111 |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
Sreaning Engi ne: TCP i i SSi
79.182. 163. 103 |israel 147.237.72. 166 |aka. i df . i mng gl ne. Invalid segnent retransnssion. Packet drop 3
Inval i d Retransnission dr opped.
Sreamng Engi ne: TCP i i ssi
84.109.19.237 | srael 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
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|Top Attackers In V\AF|

Attacker Address

Attacker Gountry ‘Target Address |Site

Sgnature

Devi ce

‘Count

Too Many of the Same Response Code (404) in Session from

Action

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f

109. 67. 128. 135 |l srael 147.237.76.200|ei tan. aka. i df .i | 109. 67. 128. 135 B ock 104
2.54.144. 128 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 36
79.179.205. 141 | srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in Bl ock 16
nobi | e.i df . il/sachar/changepasswor d
m ny- kosher - kravi . i
176.12.139. 110 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 5
m ny- kosher - kravi . i _ .
85. 250. 186. 42 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 4
176.13.18.235 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.121.159.30 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3
79.179.39.121 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.179.241.10 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
149.78.226.75 |lIsrael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
2.52.186. 145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
m ny- kosher - kravi . i _ .
37. 26. 149. 208 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
37.142.142.159 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.12. 237 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
54.80.203.140 |Wited Sates 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 1
31.168.28.177 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
82.102. 169. 210 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
] . . Unknown Par aneter sorderby in
207. 46. 13. 30 Lhited Sates 147.237.72. 166 |aka. i df . i | aka.i o .i1/ituri ndasp/ di spl ayal | sol i ers. asp None 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 1
. . . . S Untraceabl e Gonnection - Protocol violation
61.216. 2. 14 Tai wan 147.237.0.19 |nadimatal .idf.il (SSL CONN LI ENT FELLO None 1
157.55.39. 173 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/hinuch B ock 1
46.117.181. 160 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
79.178.22.211 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
212.143.87.158 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
61.216.2.14  |Taiven 147.237.77. 216 |dover . i df . i | Mitiple Ilegal Byte Qode Character in hethod from Bock |1
61.216.2.14
. wwny. chanat z. aka. i d .
128.232.110. 29 |United Ki ngdom 147.237.77. 226 £ Unaut hori zed URL Access to 147.237.77.226/ B ock 1
58. 8. 137. 86 Thai | and 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
37.8.32.87 Restinian 1147 237.77. 176 |nat pash. i df . | Uhaut hor i zed URL Access to wmn cogat .i df . i|/894-ar Bock |1
Territory, Gecupied
] . . Unaut hori zed URL Access to
207.46.13.55 thited Sates 147.237. 77. 176 [nait pash. i of . i | W cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
68.180. 228. 112 |wnited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNimin B ock 1
wan i df . i | /1397- en/ dover . aspx
. . . . SS. Lhtraceabl e Gonnection - Protocol viol ation
61.216.2. 14 Tai wan 147.237.0.34 |tikshuv.idf.il (SSL CONN LI ENT FELLO) None 1
) www, chanat z. aka. i d [unaut horized URL Access to
157.55.39.231 |Wnited Sates 147'237'77'226f.il W chenat 2. aka, i of i /K al i/ def aul t. asp Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
. . . Mil tiple Lhtraceabl e SSL Sessi ons from6l. 216. 2. 14 (Prot ocol
61.216.2. 14 Tai wan 147.237.77. 216 |dover. i df . i | vi ol ation (SSL CONN QLI ENT HELLO)) None 1
141.212.122. 112|wnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to /x B ock 1
58.8.137. 86 Thai | and 147.237.77. 216 [dover . i df . i | Unhaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
87. 68. 76. 249 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/wantikshuv.idf.il |B ock
] . . O stributed Unaut hori zed URL Access on
208.184.112. 74 |Lhited Sates 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.180. 229. 173 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
61.216.2. 14 Tai wan 147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Method B ock 1
109. 64. 165. 47 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
52.53. 248. 47 Lhited Sates 147.237.77.74 |lawidf.il O stributed PHP Attenpt B ock 1
217.132.27.169 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Unknown Par anet er
185. 3. 146. 85 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. waw. chamat z. aka. i d [untracesbl e SS. Sessions: Protocol violation
61.216. 2. 14 Tai wan 147.237.77. 226 £l (SSL_OONN LI ENT_HELLO) None 1
, ny- kosher - kravi . i df. |s3 wntraceabl e Gnnection - Protocol violation
61. 216. 2. 14 Tai wan 147.237.0. 16 i (SSL_OONN_CLI ENT_HELLO) None 1
89.138. 77. 31 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
77 126. 29. 60 I sragl 147.237.77. 234 |hal ag. i df . i | D stributed Lhaut hori zed URL Access on B ock 1
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