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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3419

134. 147. 203. 115 Ger many 147.237.76. 198 e.yohalan.idf.il |Bock Np All_ Net dr op 2
134.147. 203. 115 Ger nany 147.237.76. 200 eitan.aka.idf.il |Bock Np All Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

118. 193. 23. 46 Chi na 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 1

183. 89. 123. 35 Thai | and 147. 237. 76. 201 e.atal.idf.il JLMPurple Gon Linmit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count ‘
123.126.113.80 |[China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
94.75.220.155  |Nether| ands 147.237.0. 16 ny- kosher-kravi.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
94. 75. 220. 155 Net her | ands 147.237.0. 17 m ny- kosher - kravi . i df . i | 13840: TLS penSSL Heartbeat Packet B ock 1
109. 67. 146. 72 I srael 147.237.72.166 |aka.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At acker Signature
Gountry
84.19.178. 10 147. 237. 77. 216 |Ger many dover.idf.il Tehila - Perl LWP with fake user agent 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
85.236.191.80 |147.237.0.17 23::;'}0'1 mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
62. 38. 250. 31 147. 237. 77. 205 |G eece prishaidf.il ET SCAN NVAP -sS w ndow 2048 1
31.211.102. 129 |147.237.72. 156 ?éj;:ﬂm anan.idf.il ET SCAN NVAP -sS wi ndow 4096 1
191. 33.46.223 |147.237.77. 179|Brazil e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
166. 63. 125. 149 |147.237.77. 227 [Lhited Sates e. hanaz.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.75.220.155 |147.237.0.35 |Netherlands akaws. i df . i ET SCAN NVAP -sS wi ndow 1024 1
85.236.191.80 |147.237.0.34 |SSIan tikshuv.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
85.236.191.80 [147.237.0. 19 ?éj;:ﬂm nadi matal .idf.il ET SCAN Potential SSH Scan 1
85.236.191.80 |147.237.0. 16 gj::;”ion ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan
62. 38. 250. 31 147. 237. 77. 205 |G eece prisha idf.il ET SCAN NVAP -sS w ndow 3072
- L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
212.179. 177. 148|147. 237. 72. 167 |I srael i shurimaka.idf.il . ; — 1
port denial of service attenpt
62. 38. 250. 31 147. 237. 77. 205 |G eece prisha idf.il ET SCAN NVAP -f -sS 1
191. 33.46.223 |147.237.77. 179 |Brazil e nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
191. 33.46.223 |147.237.77. 179|Brazil e.nazi.idf.il ET SCAN NVAP -f -sS 1
166. 63. 125. 149 |147.237.77. 227 [Lhited Sates e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.75.220.155 |147.237.0.15 |Netherlands kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.236.191.80 |147.237.0.33 |RSSIan idf.il ET SCAN Potential SSH Scan 1

Federation
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
46. 19. 85. 25 I srael 147.237.72. 167 |ishurimaka. i of .i [Bad TCP sequence I'nval i d ACK nunber nonitor |40
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
213.57.131.54 |israel 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 33
213.57.131.54 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINCAQK retransmt with different Jooyitor  [a3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 64. 235. 248 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
109. 186. 190. 50 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.
5.255.253.188 |- - . 147. 237. 72. 166 |aka.i df . i | Ret 1 ansm Ssi on Packet. dr opped. drop 9
213.57.135. 188 |[Israel 147.237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert
213.57.135. 188 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect
213.57.135.188 [Israel 147.237. 72. 166 |aka.i f . | Bad TCP sequence SNAQC retransmt with different Joonitor o
w ndow scal e
109. 186. 190. 50 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert 7
5. 255. 253. 157 R‘F Sf:;”ion 147.237.77. 216 |dover.i of . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
149.78.207.50 |l srael 147.237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
o SYNVACK retransmt wth different .
37.26.149.174 |Israel 147.237.76.86 |[navy.idf.il Bad TCP sequence wi ndow scal e noni t or 6
reamn ine: TCP Invali i i ssi
128.78.78.156 |France 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.152.174  |Israel 147.237.0.19 |madimatal .idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
213.57.202. 238 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.120.23.125 |Israel 147.237.77.233|atal .idf il Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 85. 38 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
2.54.173. 197 I sr ael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.142.150. 172 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
Russi an R SYNVACK retransmt wth different .
5.255.253.157 [ o0 ion 147.237.77. 216 |dover. i df .il Bad TCP sequence wi ndow scal e noni t or 4
Sreaning Engine: TP Invalid ' i ssi
109. 186. 190. 50 |l srael 147.237.76.30 |ninush.idf.il 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
2.54.185. 6 I sr ael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
reanmn ine: TCP Invali i i ssi
84.111.191.57 |israel 147.237.77. 243 |moti 1 e i 11 | €M NG Engi ne: TCP alid invalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.99.212 |[Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
176.12. 137. 201 |Israel 147. 237,77, 243 |moti 1 e i1 | S@M NG Engi ne: TCP alid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 188 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.232  |Israel 147.237.77. 243 |robi | e. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.54.185. 6 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19. 85. 72 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
84.109. 10. 105 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 36 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Russi an . . |Streaming Engine: TCP Invalid Invalid segnent retransnission.
95.108.158.194 |- - -0 147.237. 76. 200 |ei tan. aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.107  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 188 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
89. 138. 230. 215 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
79.178.96.154 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
2.54.22.28 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.228.19.82  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
185.3.144.116  |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
37.142.150. 172 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 2
89. 138. 230. 215 [l srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 86. 18 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
207.46.13.139 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 10 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 2
46. 19. 86. 48 | srael 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 2
188. 120. 148. 181 ]I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 188 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 138 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 87
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 56
2.54.152. 174 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 30
2.54.152.174 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 17
37.142.64. 22 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 11
5.28.131. 167 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from 5. 28.131.167 |B ock 7
m ny- kosher - kravi . i
46. 120. 46. 55 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
179. 43. 138. 165 |Swi tzerl and 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to waw nag.idf.il/tenpl at es/ homepage/ [Bl ock 4
168. 235. 196. 240|Wnited Sates  |147. 237. 72. 166 |aka. i df . i | Paraneter Fead Qily Molation in = None 4
wwn aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx
31.154.167.80 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
79.178.29.154 [israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
84.19.178. 10 Ger many 147.237.77.216|dover. i df . i | PHP Attenpt B ock 2
149. 88. 4. 119 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
] . . Paraneter Read Qily Molation in
168. 235. 196. 240|thited Sates |147.237.72. 166 |aka. i df .i | v aka i o i |/ nai 1V sachar /  egi strati onvi zar i regi st er. aspx None 2
] . . Distributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
84.19.178. 10 Ger many 147.237.77. 216 |dover.idf .i | Ml tiple Unaut horized URL Access from 84.19. 178. 10 Bl ock 2
141.212.122. 112|thited Sates |147.237.77.234|hal ag.idf . il Uhaut hori zed URL Access to /X Bl ock
] - - Unaut hori zed URL Access to
68.180.230.29 |[wited Sates |147.237.77.176 |nat pash. i df . il W cogat i of.i1/i p storagel i es/ 8 4538, pof B ock 1
109. 64. 235. 248 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
5.29.43.182 I srael 147.237.77.74 |law i df.il PHP Att enpt B ock 1
] - . Distributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216 (dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
89.138.54.240 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed Whaut hori zed URL Access on aka.idf.il/wassachhh Bl ock 1
79.178.135. 128 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
176.12.137. 201 |Israel 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock
. . Unknown Paraneter gt; in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ r abanut / gener al . aspx None 1
109. 160. 179. 92 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
] . . O stributed Unhaut hori zed URL Access on
107.178.194.79 [Wnited Sates |147.237.77.216(dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an ny-kosher-kravi . i df. |Gstributed Uhauthorized LR Access on
37.140.141. 38 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx Bl ock !
73.254. 96. 42 Lhited Sates |147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
m ny- kosher - kravi . i i
46. 120. 46. 55 | sragl 147 237.0.17 fT)/ _Paranet er Type Mol _at_| on _ctI00$Cbnt entA a_cel-bl der 1$t xt Per sonal | d B ock 1
df.il in mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
109. 64. 235. 248 |l srael 147.237.77.243|nobi | e.i df . i | Suspi ci ous Response Code Bl ock
5.29.43.182 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v |aw i df.il/xmrpc. php B ock
] - . Unaut hori zed URL Access to
207.46.13.139 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df .11/t enpl at es/ shar ed/ user cont ol s/ navienu/ B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww i df.il/newsite/english Bl ock
79.179.150.32 |lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None
2. 54. 63. 206 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
. . O stributed Unaut hori zed URL Access on
176. 12. 142. 251 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
i - kosher - kravi . i df .
141.8.142.1 RJSIS:;ni on 147.237.0. 16 :1|y Unhaut horized URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
68.180. 228. 112 [Lhited Sates [147.237.77. 216 |dover. i df .i | Paraneter Type Mol ation FageNimin Bock |1
waw i df . i | /1361- he/ dover . aspx
] - - Distributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
5.28.131.167  |Israel 147.237.72. 166 |aka. i df . i | thaut hori zed Mt hod HEAD f or Bl ock 1
wan aka. i df . i |/ mai n/ gi yus/ gener al . aspx
Unknown Par arret er
185. 3. 146. 85 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
- . Unaut hori zed URL Access to
84.19.178. 10 Ger many 147.237.77.216|dover.i df .i | i df i1/ 1283- 19069- en/ dover . aspx&anp Bl ock 1
150. 70. 188. 169 |Japan 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
77.126.26.155 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
52.90. 226. 14 Uited Sates |147.237.77.74 (lawidf.il Unaut hori zed URL Access to www nag. i df.il/163 Bl ock 1
109. 65. 96. 254 |l srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
31.13.110.121 |[irel and 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . Distributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Lhited . . .
94.194.56.144 |, om 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
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