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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3418
41.107.58. 176 Ageria 147.237.77.216 dover.idf.il HTTP- M SG- Acunet i x- pr oduct 3 dest - r eset 9
41.107.58. 176 Ageria 147.237.77. 216 dover.idf.il HTTP- M SC- Acuneti x- Ur | dest - r eset 4

176. 31. 165. 76 Ger many 147.237.76. 176 test.ncore.idf.il Block Np Al Net drop 1

107. 150. 55. 51 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1

176. 31. 165. 76 Ger nany 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

107. 150. 55. 52 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
52. 35.180. 112 Lhited Sates 147.237.77.170  |maarachot.idf.il C1000107: DDCS- Spoof ed HTTP Packet s B ock 1
106. 38. 241. 147 Chi na 147.237.77.216  |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
123.125. 125. 77 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 61 147.237.72. 166 |Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
46. 151. 209. 157 [147.237.77.216 |Saudi Arabia dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 2
97 214.150. 93 |147. 237 76.30 |ani na hivmsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . | | .| . . .
Gonnections, Potential Scan or Brute Force
109. 169. 48. 140 |147.237.76. 176 |Uni ted Ki ngdom|test.ncore.idf.il ET SCAN Potential SSH Scan 1
109. 169. 48. 140 |147.237.0.17 |United Ki ngdom|mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
91.230.110.6  |147.237.77.74 E;Z:::I”i o lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
201 172, 124. 1811147 237 72. 14 e co dover i df i1 (ol ) ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . X1 C . . . .
onnections, Potential Scan or Brute Force
113. 59. 33. 61 147.237.0.33 |China idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 169. 48. 140 |147.237.0.34 [United Ki ngdom|tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 236. 120. 166 |147.237.77.74 |HSSIan lawidf il ET DROP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 67
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 63 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |19
46.19. 85. 143 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 12
5. 255. 253. 157 RJSf;;”ion 147. 237. 77. 216 |dover. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 12
46.151. 209. 157 |Saudi Arabia 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
Russi an R SYNtACK retransmt wth .
5.255.253.157 [ 0 i on 147.237.77. 216 |dover. i df . i | Bad TCP sequence di fferent vi ndow scal & monitor (8
Sreaning Engine: TCP Invalid i i ssi
157.55.39.173 |Wited Sates  |147.237. 72. 166 aka. i of .11 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 143 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |7
213.57.42.136 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 7
85. 64. 45. 241 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber aert 6
85. 64. 45. 241 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor  [6
46.19. 85. 143 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 86. 176 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85. 64. 22. 53 | srael 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SYN drop 4
reanmn ine: TCP Invali i i ssi
176.13. 14.189 | srael 147. 237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP I nval i dinval i d segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
37.142.68.57 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
149. 78.207. 202 |Israel 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SINWACK retransmt with monitor |4
different wndow scal e
46.19. 86. 176 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 120 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject
94.230.86.219 |[lIsrael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
2.54.22.189  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |y, 3
Ret ransni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
79.179. 174. 234 | srael 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dfinval i d segrent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
2.54.22.191  |israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |y, 3
Ret ransni ssi on Packet dr opped.
reanming BEngine: TCP Invali i i sSi
79.182.108.13 | srael 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dfinval i d segrent retransnission drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
212.179. 241. 69 I srael 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
5.102.254.116 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
109. 64.101. 49  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
31.168. 241. 236 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.65. 137. 15 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
5.102. 254. 44 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaning Engine: TP Invalid i i ssi
46.19.85.186  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.179. 148. 213 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
109.67.31.189  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
5.102. 254. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
5.144.131. 170 :éxbl :2'37"" 147. 237. 77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber monitor |2
85. 64. 81. 23 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
46. 19. 86. 22 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
5.102. 254. 79 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
87.69. 26. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
213.57.128.185 |[lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
Sreaming Engine: TQP Invalid i i sSi
192. 116. 162. 182|l srael 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
128.232.110. 28 |Wnited Kingdom |147.237.77.121|e navy.idf.il Geo- | ocati on enf or cenent S:?O'r ng:eln?n I nbound drop 2
o SYNtACK retransmt wth .
213.57.128. 185 |l srael 147.237.77. 216 |dover. i df i1 Bad TCP sequence di fferent vi ndow scal & monitor |2
Sreaning Engine: TCP Invalid i i ssi
5. 29. 247. 44 I srael 147.237.76.30 |nimush.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
46.117.128.154 |[israel 147.237.77. 226 "f"l"“ha”atz' aka.1df 1pad TOP sequence Inval i d ACK nunber monitor |2
213.57.42.136 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
176. 12. 137. 180 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
217.132. 44. 223 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
84.228.6.249 |lsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 104
5.29.132.157 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 101
217.132. 44. 223 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 79
2.54.174.222 |lsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 55
176. 12. 137. 180 |I srael 147.237.0.19 |nadimatal .idf.i (120 M of the Sane Response Code (404) in Session from B ock 43

176.12. 137. 180

5.29.132.157 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 36
217.132. 44. 223 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 24
37.142.64.19 |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Lhaut horized URL Access from 37.142. 64. 19 B ock 11
109. 67. 185. 173 |Israel 147.237.0.19  |madi matal .idf.i[oe T?Ef_?ﬁ?&ggg?ﬂ;;ﬁgf?gszzm acerbl der 19t xt Last Nane i n Bl ock 8
2.54.48. 88 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
41.107.58.176 |Ageria 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut horized URL Access from4l.107.58. 176 B ock
37.142.64.19  |Israel 147.237.77. 243 |mobi L e i df i1 [0 :?ro'ﬁsz /gegpgf;sem‘;esn <t ehi | ddocument </ 1431 Bl ock 3
176. 12. 140. 167 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
208. 184, 112. 74 [United Sates [147.237.77. 216 |dover. i df .i | D stri uted lT;;f;g;gfﬂe%g‘ffsp;” Bl ock 2
85.64.45.241  |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176. 12. 149. 233 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
157.55.39. 173 |[thited Sates [147.237.72.166|aka.idf .l D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.19.85.196 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.125. 240. 93 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.12. 144. 31 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
107.178.194. 83 |Uited Qates [147.237.77. 216 |dover . i df .i | b stri bt oc gs?;fgggisg_eﬁeﬁvi‘f?:p;” Bl ock 1
52.35.180.112 |lhited Sates [147.237.77.170(naarachot.idf.il|NULL Character in Header Nane at B ock 1
194.90.15.61 |[Israel 147.237.77. 170 |maar achot . i df . i | [Whaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 9/ 109129. pdf Bl ock 1
176. 12. 137. 180 [l srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
79. 180. 206. 215 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 67. 185. 173 |I srael 147.237.0.19 |nadimatal .idf.i nma;u;haﬂglz'?‘éfltﬁ‘/gﬁ;e:;;‘;x/ pdat enakt et . a5px Bl ock 1
66.249.66.61 |lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
52.35.180.112 |lhited Sates [147.237.77.170|maarachot.idf.il|lllega Byte Gode Character in Mthod B ock 1
103. 30. 90. 134 [I ndonesi a 147.237.77. 216 |dover . i df . i | eMii | Hbarding B ock 1
84.109.81.170 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
37.26.147.196 |Israel 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on v i df.il/anman B ock 1
176. 12. 148. 134 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.81.149 |Israel 147.237.77. 234 |hal ag. i df .i | mﬂtohg?rs'tizsg.aﬁ_ﬁiﬁs“t;pl at s/ sher e usercontro 4 ector/ Bl ock 1
129. 64. 152. 64 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
109. 65. 3. 71 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147. 237. 77. 233/ 1501- he/ at al . aspx B ock 1
52.35.180.112 [lnited Sates [147.237.77.170|n@arachot.idf. il [NLL Character in Method B ock 1
41.107.58.176 |Ageria 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/cgi-bin/le check v3. exe B ock 1
204.13. 200. 200 [United Sates |147.237. 77. 216 |dover. i df .i | D stri ot ec 1?3?;}2%;??“3%&?22;“ Bl ock 1
176. 12. 137. 180 |I srael 147.237.0.19 |nadimatal .idf.i I‘;‘;'\gﬂylg tlgg Sane Response (bde (403) in Session from Bl ock 1
79.183.65.42 |Israel 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to vww idf.il/https:/wwnidf.il/ Bl ock 1
66.249.66. 61 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catlD in ww aka.idf.il/yohal an/ hore/ hore. asp None 1
109. 186.16.4 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/hinuch B ock 1
52.35.180. 112 |lhited Sates [147.237.77.170|n@ar achot.idf. il |Milforned HITP Header Line 1 Bl ock 1
208.184.112. 75 [United Sates |147.237.77. 216 |dover. i df .i | D stri uted lT;;f;gégg?ﬂe%g‘ffsp;” Bl ock 1
107.178.194.79 |Uited Qates [147.237.77. 216 |dover. i df i | b stri bt oc gs?;fgggg_eﬁeﬁvi‘f?:p;” Bl ock 1
84.109. 242.29 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68. 180. 230. 224 [United Sates [147.237.76.31 [nakehal .idf.il [Mon® e TRe Mo fé;;’_”hgdg:mgi'zspx Bl ock 1
149. 78. 254. 59 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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