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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3440

116. 55. 222. 99 Chi na 147.237.77. 243 nobile.idf.il |Frk Under Attack _Con_Tcp drop 2
212.224.92.114 Ger nany 147.237.76. 201 e atal.idf.il |Bock Udp All Nets drop 1

107. 150. 55. 54 Lhited Sates 147.237.76. 42 refuah.idf.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
52. 35. 180. 120 Lhited Sates 147.237.76. 31 nakchal .idf.il C1000107: DDCS- Spoof ed HTTP Packet's B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188.165.15.5 France 147.237.0.15 kosher-kravi.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address étotuan(ikre)r/ Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
94.75.220. 155 |147.237.76.44 |Netherlands |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
42.118.59. 160 |147.237.77.74 |M etnam lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
42.118.59. 160 |147.237.77.74 |M etnam lawidf.il ET SCAN NVAP -f -sS 1
5.39.222.253 |147.237.76.30 |Netherlands  |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 195 |[147.237.72. 167 |Net her| ands i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 |147.237. 72. 156 |Net her | ands anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 66. 181 |147.237.72.166 |nited Sates |aka idf.il SERVER APACHE Apache mod_ss| non-SS. connection to S8 port |,
deni al of service attenpt
42.118.59. 160 |147.237.77.74 |\ etnam lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
07 187 29779 |147 237 8.27 |hina o radimatal idf i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198.20. 69. 74 |147.237.77.226|nited Sates |wwn chamat z. aka.idf.il |ET DROP Dshi el d B ock Li sted Source 1
185. 106. 94. 16 |147. 237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 |147.237.72.166 |Netherlands  |aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

‘Attacker Qountry

Target Address

dte

Signature

Devi ce

SWNretransmt wth different

Action

79.182. 185. 113 |I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence . noni t or 104
w ndow scal e
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
213.57. 134. 146 I srael 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SINWACK retransmt with monitor |53
di fferent w ndow scal e
213.57. 134. 146 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 53
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 85. 86 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 85. 86 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |13
188. 227. 232. 1 zlcisgi':ém Territory.t 147 237.77. 176 |natpash.iof.il  |drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39 |United Sates 147.237.77. 234 |nal ag.i of . i1 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
5.255. 253. 188 |Russian Federation  |147.237.72. 166 [aka.idf. il 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
5.102.254.69 |lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
5.255. 253. 157 |Russian Federation |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
reamng BEngine: TCP Invali i i ssi
93.172. 179. 114 |I srael 147. 237. 77. 243 |robi | e. i of . i | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
83. 130. 116. 147 I srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 195. 64 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
192. 117. 97. 185 |1 srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.183.52.173 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on drop 6
Ret ransn ssi on Packet dropped.
46.19.85.155 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi
176.13.22.92  |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 155 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
. ) s SYN+ACXK retransmt wth .
5.255. 253. 157 |Russian Federation  [147.237.77.216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e nonitor |6
Sreanming Engine: TCP Invalid i i ssi
109. 65. 190. 149 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
213.57.141.95 |[lIsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
80.179. 196. 69 |l srael 147. 237. 72. 156 |anan. i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
185. 32. 179. 117 |I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
207.46.13.30 |lited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.
85. 64. 22. 53 | srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 4
213.57.129.54 |[lIsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
85. 210. 193. 134 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19.86.251 |Israel 147.237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TP Invalid i i ssi
109. 67. 23. 190 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.183. 106. 173 |1 srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
46.19. 85. 72 I 'srael 147.237.77. 170 |naarachot .idf .il [Bad TCP sequence Inval i d AGK nunber noni t or
37.26.148.145 |[Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
79.178. 207. 159 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79. 183. 240. 152 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
192. 114. 91. 230 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
192. 116. 190. 42 |i srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
84. 110. 145. 164 |1 srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
169.229.3.90 |Wnited Sates 147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocati on enf or cenent gﬁ?o'rggi'mon I nbound drop 2
Sreaning Engine: TCP Invalid i i ssi
66.249.66.42 |United Sates 147.237.77. 234 |nal ag. i df .| 9 =g Invalid segnent retransmssion. | 2
Ret ransnm ssi on Packet dropped.
84.229. 179. 193 [l srael 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
5.22.129.143  |[lIsrael 147.237.72. 166 |aka.i df . i | Bad TCP sequence Invalid ACK nunber noni t or
84.109. 76. 220 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert
169.229.3.90 |Wnited Sates 147.237.76.196 |e.svivaidf.il  |Geo-1ocation enf or cenent Geo-locati on i nbound drop 2
enf or cenent
5.102. 254. 144 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
. . SYNtAXK retransmt with .
84.229.179. 193 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent wi ndow scal e noni t or 2
188. 227. 232. 1 zlcisgi'gém Territoy,ty 47 237. 77. 216 |dover. i ot . i drop First packet isn't SN drop 2
85. 65. 22. 88 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
84.109. 76. 220 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.12.115 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 55
84.108. 64. 255 |Israel 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 108. 64. 255 B ock 9
93.172.179.114 [israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 93.172.179. 114 B ock 3
93.172.179. 114 |Israel 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
80. 246. 136. 193 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i| |Unhauthorized URL Access to waw chi nuch. aka.idf.il/404. htm B ock 2
207. 46.13. 30 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
213. 8. 204. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
109. 65. 205. 43 |1 srael 147.237.72. 166 |aka. i df .i | mknom Pa_r ame_t er (_:tl 00s%ct | 00$cp‘hMa| n$cphSachar $bt nSubmi t . x None 1
in vww aka. i df.il/nai n/sachar/ payslips. aspx
66. 249. 66. 64 I srael 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
52.35.182.112 |lhited Sates [147.237.76.42 |refuah.idf.il O stributed PHP A tenpt B ock 1
85. 250. 74. 253 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/newsite/english/links.asp  |B ock
176. 12. 149. 233 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
66.249.65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
95. 108, 158. 144 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Utraceabl e S Sessi ons: si gal gs DoS Attack None 1
. . . Unhaut hori zed URL Access to
84.108. 64. 255 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 1
52.35.180.120 |lhited Sates [147.237.76.31 |nakchal .idf.il Mil tiple NILL Character in Method from 52. 35. 180. 120 B ock 1
5. 255. 253. 151 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS Attack None 1
200. 123. 166. 113|Argentina 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xnirpc. php B ock 1
. - D stributed Lhaut hori zed URL Access on
79.182.185. 113 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 1
109. 67.43.171  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
. - Unaut hori zed URL Access to
66. 249. 66. 69 | srael 147.287.77. 176 |nat paSh' idf. il wan cogat . i df . i |/ usef ul i nformati on/ news/ pages/ sf i nat ham dbar . aspx Bl ock !
52.35.182.112 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-ogin. php B ock
87. 69. 215. 29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None
46.117.104. 243 |Israel 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df . i |/ hi nush/site/ he/ hi nush. asp Bl ock 1
213.8.204.57  |israel 147.237. 72. 156 |anan. i df . i | Whaut hori zed UL Access to B ock 1
wan anan. i df . il /https:/ww aman.idf.il/
82.166. 237. 150 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . . Unaut hori zed URL Access to
68.180.228. 175 |Lhited Sates [147.237.77.74 [lawidf.il v g, i df i | / consol ef cor e/ doc_nur/ doc. ngr . asp B ock 1
95. 160. 90. 45 Pol and 147.237.77.216|dover. i df . i | Uhaut hori zed LRL Access to wawidf.il/ https:/twtter.cont B ock 1
84.108. 185. 187 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
52.35.180.120 [Lhited Sates [147.237.76.31 [nakchal .idf.il NLLL Character in Method B ock 1
37.26.149.223 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
79.183.52.173 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
157. 55. 39. 78 Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
66.249.66. 75 I srael 147.237.77. 176 [nat pash. i df . i | ww cogat . i df . i | / coordi nati ongaza/ pages/ def aul t. aspx Bl ock !
54.164.165.169 |lLhited Sates |147.237.72.166|aka.idf.i | Dstributed PHP At tenpt B ock 1
. . O stributed Uhaut hori zed URL Access on
89.139.50.241 |Israel 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1136- he/ at al . aspx B ock 1
84.94. 36. 186 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.120.71.193 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
; ] . Unaut hori zed URL Access to
68.180.229.239 |Lhited Sates [147.237.72.166|aka.idf.i | vw aka. i o i |/ el tanv prat i i pi rt eychayal B ock 1
176. 13. 16. 80 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . Unhaut hori zed URL Access to
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
- . Unaut hori zed URL Access to
66.249.66.31  |Israel 147.237.72. 166 |aka. i df . i 147. 237.72. 166/ si p storage/ fi | es/ 5/ 68515. gi f Bl ock !
85. 64. 247.164 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
52.35. 181. 26 Lhited Sates |147.237.76.42 [refuah.idf.il PHP At t enpt B ock 1
- kosher - kravi . i df i
37.142.153.37 |israel 147.237.0.16 | Wnaut hori zed URL Access o B ock 1

wan ny- kosher -kravi . i df . il /tenpl ates/| ogi /| ogi n. aspx
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