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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Device Action |Count

|Target Address |Site

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3341
107. 150. 55. 52 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | bl ock-sp-traf 1 dr op 1
107. 150. 55. 54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop 1
89. 248. 160. 229 Net her | ands 147.237. 76. 38 eengitav.idf.il Block Np All _Net drop 1
107. 150. 55. 53 Lhited Sates 147.237.77.170 naar achot . i df .i | bl ock-sp-traf 1 drop 1
89. 248. 160. 229 Net her | ands 147.237.76. 42 refuah.idf.il Block Np All _Net drop 1
107. 150. 55. 53 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
89. 248. 160. 229 Net her | ands 147.237.76. 30 hi nush. i df . i | Block Np Al _Net dr op 1
89. 248. 160. 229 Net her | ands 147.237.76. 197 e hinush.idf.il Block Np All Net drop 1
107. 150. 55. 53 Lhited Sates 147.237.77.235 sviva.idf.il bl ock-sp-traf 1 drop 1
89. 248. 160. 229 Net her | ands 147.237.76. 31 nakchal .idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 153 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1




12-11-2015-16:04:10 to 12-11-2015-17:04:10

|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66.39  [147.237.77.74 [Uited Sates lawidf.il ET SCAN NVAP -sA (2) 4
185. 106. 94. 16 |147.237.77.178 e.matpash.idf.il |ET SCAN Potential SSH Scan 1
185. 106. 94. 16 |147. 237. 76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 [147.237.8. 46 e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 1024 1
116.72. 166. 83 |147. 237 76. 147 |i ndi & chi nuch. aka, i df i | ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102. 48.195 |[147.237.76. 199 [Net her| ands e.nakchal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
85251, 84, 161 |147.237.76.31 |Spain nekehal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.39.222.253 |147.237.72.14 |Netherlands dover.idf.il (o d) |[ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 16 |147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 [147.237. 77. 170 naarachot.idf.il |ET SCAN Potential SSH Scan 1
185. 106. 94. 16 |147. 237. 72. 156 anan. i df.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 |147.237. 0. 200 mu.idf il ET SCAN Potential SSH Scan 1
94.102. 48. 195 |[147.237.77.19 [Netherlands lawforumidf.il |[ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 |147. 237. 77. 179 |kr ai ne e.nazi.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
190, 83. 138,97 |147. 237 72 14 |TFi i dad and dover i df.i1 (0l d) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Tobago Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreaning Engine: TGP Invalid i i ssi

66.249.66.39  |wited Sates |147.237.77.234|nal ag.idf il 9 =g Invalid segnent retransmssion. drop 40
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

46.19. 86. 111 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id ACK nunber noni t or 19
Sreamng Engine: TCP Invalid i i ssi

79.182.129.2  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 18
Ret r ansni ssi on Packet dropped.

94.150.157.85 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence SN retransmt wth different moni tor |11

wi ndow scal e

Sreamng Engine: TCP Invalid i i ssi

192.118. 11. 120 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.

79.181.11.127 [Israel 147.237.77. 233 |atal .i .| Bad TCP sequence StNretransmt with different monitor |8

w ndow scal e

185. 3. 146. 85 I srael 147.237. 72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 7

79.31.23.79 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7

80. 246. 139. 165 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6

109. 65. 126. 170 |l srael 147.237. 72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi

46.19.85.213  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.

5. 255. 253. 157 R‘SIS::I”im 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

109. 65. 126. 170 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6

5.102. 254. 160 |l srael 147.237. 72. 156 |aman.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5

77.127.23.63 I srael 147.237. 72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 212 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 5

79.176.183.186 |[lsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

5.102.254. 144 |Israel 147.237.0.34 |tikshwv.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4

109. 64.113.66 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4

reamng Engine: TCP Invali i i ssi

176.13.22.92 [ srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.66.90  |Uited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. -y 4
Ret r ansni ssi on Packet dropped.

46. 19. 86. 36 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

79.176.98.159 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

5. 255. 253. 188 R‘F Sf:;”ion 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

87.68.248.199 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

77.125.7.97 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.176.139.45 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

Russi an . . SYNtAXK retransmit with different .

5.255.253.188 [ - oo 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreamng Engine: TCP Invalid i i ssi

109.67.27.94  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

89. 139. 163. 165 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181. 142. 215 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

109. 67.53.210 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 26 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

79.177.0.183  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 67. 125. 226 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.

5. 255. 253. 188 et ot i on 147.237. 72. 166 |aka.i of .i Ret 1 ansm Ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi

79.178.107. 164 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

40.77.167.89  |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.

178. 26. 138. 233 |Ger many 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 2

94.230.86.174 |lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2

212.227. 254. 119|Ger many 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Inval i d sequence nunber noni t or 2

188. 120. 148. 139l srael 147.237. 72. 166 |aka.i df .i Bad TCP sequence I'nvalid ACK nunber noni t or 2
Sreaming Engine: TGP Invalid i i sSi

66.249.66.93  |lhited Sates  |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dropped.

46. 19. 86. 220 I srael 147.237.77. 170 |maarachot . i df.i| |Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi

207.46.13.155 |lnited Qates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

40.77.167.94  |twited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret ransm ssi on Packet dropped.

128.232.110. 28 |United Ki ngdom|147.237.72.217 |e.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 2
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A tacker

Attacker Address count ry Target Address |[Ste Signature

94. 230. 86. 174 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nvalid ACK nunber noni t or

N

212. 227. 254. 119|Ger many 147.237.77. 176 |natpash.idf.il  |SYN At tack SYN - > SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
37.26.149. 227 |Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 5
149. 88. 80. 245 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 149. 88. 80. 245 B ock 4
176. 12. 151. 177 |l srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 4
149. 88. 80. 245 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/sip storage/files/ 7/ Bl ock 3
176.13.2.107 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.3.138 |lsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
194. 90. 240. 221 |l srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to www cogat.idf.il/sip storage/files/9/4629.)pg Bl ock 2
107. 178. 194. 83 |United Sates [147. 237.77. 216 |dover . i df .1 [P o0 e 1?;;};%;;?&%\/’2‘??:{);” Bock |2
46.19.85.162 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
213.57.61.29 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
176.13. 0. 30 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.66.25 |Israel 147.237.77.216|dover.i df . il Ml tiple Unauthorized URL Access from 66.249. 66. 25 Bl ock 1
199. 16. 156. 124 |Lhited Sates |147. 237. 77. 216 [dover. i df . i | mu;;vult gf?riilzlz(?plj:ofg‘g:gfﬁ Iteos/ 6/ i 262200/ 6255, | pg Bock |1
79.180. 123. 243 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.127.242.71 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple I11egal HITP \ersion from77.127.242. 71 B ock 1
40.77.167.45 |Wnited Sates|147.237.77. 176 |mat pash. i df . il [Wnauthorized URL Access to www cogat . i df.il/coordi nati ongaza B ock 1
77.127.242.71 |Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Paraneter Value at 3 for B ock 1
128. 232. 110. 29 Lk?ir::gom 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
84.94.91.185 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
68.180.228. 175 |Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8879- he/ r ef uah. aspx Bl ock 1
208.184.112. 74 |Wnited Sates|147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . il/1133-22638- he/ dover . aspx. B ock 1
77.127. 255. 245 | srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46.121.68. 153 |Israel 147.237.76.42 |refuah.idf.il |25 ;;3“;2‘1;‘;“;“3;5;‘165/’}‘3 ocess on Bock |1
176.45.22. 160 |[Saudi Arabia |147.237.77.216|dover.idf .il O stributed PHP Attenpt B ock
5.29.178.252 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
149. 88. 90. 240 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock
Mal formed URL xZA»( hAG[ [#17] ][ [ #5]] 5[ [ #3] ] AGEt xAZAE[ [#5]] X"\ e 4€
77.127.242.71 |israel 147.237.72. 166 |aka. i df . i | iAX¢rE0eA i kG ] €} ] x2@x Q[ #11]]"1j A x?[ [#5]] At ARn[ [ #14] | [ [#17]] A&zx* |B ock 1
Au[ [ #5] ] BAwe AE™! x?x2 AZ
77.127.242.71 |Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Qode Character in Header Nane AAxAtyASA hkAs=Ags[[#1]]A |B ock 1
217. 42.198. 230 Lk?ir:;gom 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to ww cogat.idf.il/sip_storagelfil es/ 6/4616.] pg B ock 1
107. 178.194. 79 |united Sates [147. 237 77. 216 |dover . i df .1 [P o0 T e 1?;;};;;5?&%\/’2??:{);” Bock |1
66.249. 66.28 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/newsitelenglish/ main. asp B ock 1
199. 16. 156. 126 |Lhited Sates |147. 237. 77. 216 [dover . i df . i | m“f gfolriilzli? piofcazszi It:s/2/si 1622000 17672 pg Bock |1
79.180. 123. 243 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
77.127.242.71 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 77.127.242. 71 B ock 1
40.77.167.94 |lhited Sates|147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to v navy. i df .il/&€Z B ock 1
Illegal Byte Qode Character in Query String AR [#3]]xiA f[[#24]] GACA &€
77.127.242. 71 | srael 147.237.72. 166 |aka. i df . i | :['[ﬁz]A]ﬂ[F? #’%T}x[ [C;tfﬁ#]s][][??][%gf]a]’ >jg[A[ﬂizéf]j]éB€g: ;_;;[A[ﬂig][ % LIS]Q]XémO% Bock |1
L7Ax°* xY5x?xar x"AZR
149. 88. 80. 245 |l srael 147.237.72.166|aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 88. 80. 245 B ock 1
84.109.69. 63 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None
77.125. 96. 207 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None
208. 184. 112. 75 |Wi ted Sates [147. 237. 77. 216 [dover . i df . i | D stri uted 1?;‘;};;;5?26%\/2?22;” Bock |1
176. 45.22. 160 [Saudi Arabia |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/xmrpc. php Bl ock 1
77.237.138. 202 g&ahic 147.237.77.233|atal .idf .il Unaut hori zed URL Access to / Bock |1
46.246.124.92 |Sweden  [147.257.77. 216 dover. i df i1 [ 18O B0 DTSR eyl ey L4 2 i s Bock |1
37.26.146.139 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ t ext . css B ock 1
157.55.39. 231 |lhited Sates|147.237.72. 166 |aka. i df .i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.127.242. 71 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Header Narme from77.127.242.71 Bl ock 1
77.127.242.71 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
217.55.88.46 |Egypt 147.237.77. 170 [naar achot . i df . i | [PHP Attenpt B ock 1
107. 178.194. 83 [Uni ted Sates |147. 237. 77. 216 |dover . i df . i | D stri bt ec 1?;;}2;;5?&%&??:&” Hock |1
66.249.66.31 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ nai n. asp B ock 1
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